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NHUNG TRUONG HQP CAN LUU Y VE IPV4

I. LAm sao dé biét hai PC ¢é chung cung thuéc mét LAN ?

- Dia chi IPv4 duoc tao thanh tir hai phén: network/subnet

Vidul:

- Khi PC1 can giao tiép voi PC2, PC1 can xac dinh xem PC2 ¢6 ndm trong cling mot
mang con hay khong vi diéu nay xac dinh xem khung c¢6 dia chi MAC cuia PC2 hay
dia chi MAC ctia default gateway (DG). PC1 xéac dinh phan network/subnet ctia né
bﬁng cach so sanh dia chi IP cuia n6é voi subnet mark & dang nhi phan, nhu sau:

00001010.00000001.00000001.00001010 - PC1IP addr
11111111.11111111.11111111.11000000 - PC1 subnet mask

00001010.00000001.00000001.00 - PC1 network/subnet ID

10.1.1.026
10.1.1.10 5
255.255.255.192 | PC1 ||
DG:10.1.1.1 ——y
@ 192.0.21
10.1.1.20 —_— _—
255.,255.255.192 |PC2 I
D’G1D.1 a1 _—

Figure 1-1  Correcr IPr4 Addressing Example
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- Bay gio PC1 so sanh chinh xéc céc bit nhi phan giéng nhau véi cac bit nhi phan
do6 trong dia chi cua PC2, nhu sau:

00001010.00000001.00000001.00

- PC1 network/subnet ID
00001010.00000001.00000001.00010100
- PC2 IP address in binary

10.1.1.0/26
10.1.1.10 —
255.255.255.192 | PC1 I
DG:10.1.1.1 —

==

10.1.1.20 —
255.255.255.192 | PC2 ||
DG:10.1.11 ———

A &

Figure 1-1 Correcr IPv4 Addressing Example

- B&i vi cac bit nhi phan gidng nhau, PC1 két ludn rang PC2 trong cling mot
network/subnet id.

- N6 giao tiép truc tiép. Khong can giri dir liéu téi DGW cua no.
- PC1 tao mét frame véi1 Source MAC cua chinh né va MAC cua PC2 la
Destination.
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Vidu2:

- Xem xét diéu gi xay ra khi PC1 can giao tiép véi may chii web tai 192.0.2.1.

- PC1 can x4c dinh xem may chu web c6 nam trong cting mot network/subnet hay
khong.

- biéu nay xac dinh xem khung c6 MAC clia may chit web hay MAC cua Default
GateWay.

- PC1 xéc dinh phan network/subnet ciia no bang cach so sanh IP ciia n6 v&i subnet
mark ¢ dang nhi phan:

00001010.00000001.00000001.00001010 — PCl IP address in binary
111112111.113711211.3313113313.11000000 — PCl subnet mask in binary

00001010.00000001.00000001.00 - PCl network/subnet ID

- Bay gio PC1 so sanh cac bit nhi phan gibng nhau véi cac bit nhi phan d6 trong
dia chi may chu web:

00001010.00000001.00000001.00 - PCl network/subnet ID
11000000.00000000.00000010.00000001 - web server IP address

- May cht web niam trong mot network / subnet khac; do d6, dé giao tiép voi may
chu web, n6 can gui dir li¢u té1 Default Gateway cua no.

- PC1 tao mét frame véo1 Source MAC cua chinh né va MAC cua R1 1a
Destination.
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IL. Nhirng truong hop cin lvu v vé IPv4:

THI1:
-PCl1ip 192.168.1.10/24
-PC2ip 192.168.1.129/25

192.168.1.10/24
O

192.168.1.129/25 > Win2

PC 1 khong ping dugc PC 2
> PC1 c6 thé nhin thiy duoc PC 2 do PC2 1a 16p mang con ctia PC 1, khi d6 PC 1

s& dung network cua chinh né di so sanh ting bit binary véi PC 2, két qua 1a cac
bit khép nhau.
> Tuy nhién PC 2 lai khong thé thdy PC 1 do khi PC2 tim PC1, n6 s& dung network
ctia chinh n6 di so sanh timg bit binary network, két qua 1a cac bit khong khép
nhau.
> Chiéu di (PC1 sang PC2)
192.168.1.10/24 =192.168.0000 0001.0000 1010/24
192.168.1.129/25 =192.168.0000 0001.1000 0001/25
> Chiéu vé (PC2 sang PC1)
192.168.1.129/25 =192.168.0000 0001.1000 0001/25

192.168.1.10/24 =192.168.0000 0001.0000 1010/24
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TH 2:

192.168.1.10/24
192.168.1.1/24

SDY=—— =
i > R4

> R3

192.168.1.129/25

-PC11ip 192.168.1.10/24 default gateway: 192.168.1.1
-PC2ip 192.168.1.129/25 default gateway: 192.168.1.1
- Router ip 192.168.1.1/24

=> PC1 c6 thé ping dugc dén Router

E® Administrator: Command Prompt E@
C:sUserssuser?
C-“Userssuserrping 192.168.1.1

Pinging 192.168.1.1 with 32 hytes of data:
192.168.1.1: hytes=32 time=1mz TTL=25%
192 168 .1 .1: bhytes=32 time{ims TTL=255G

RHeply from 192.168.1.1: bytes=32 time{ims TTL=255

Reply from 192 _168.1.1: bytes=32 time{ims TTL=255

Ping statistics for 192_168.1.1:

Packets: Sent = 4. Received = 4, Lost = B <Bx loss).
Approximate round trip times in milli-—seconds:

Minimum = Bms,. Maximum = 1ns,. Average = Bns

C-sUserssuserr>
C:sllserssuzer:
C-sUserssuserr>
C:sllserssuzer:
C-sUserssuserr>
C:sllserssuzer:
C-sUserssuserr>
C:sllserssuzer:
C-sUserssuser>
CoxlUzepsuzser>
CosUserssuserr>
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Giai thich:
> PCI c6 thé ping duoc dén router do cung dai network va chi khac subnetmark ,
PC1 s€ lay cac bit binary phan network cua n6 dé€ so sanh véi bit binary phan
network cua router, cac bit giong nhau nén ping dugc ca chiéu di (PC1 sang
Router) 1an chiéu vé (Router sang PC 1).

> Chiéu di (PC 1 sang Router)
192.168.1.10/24 = 192.168.0000 0001.0000 1010/24
192.168.1.1/24 =192.168.0000 0001.0000 0001/24

> Chiéu vé (Router sang PC 1)
192.168.1.1/24 =192.168.0000 0001.0000 0001/25
192.168.1.10/24 = 192.168.0000 0001.0000 1010/24

=> PC2 c6 thé ping dwoc dén Router

BA Administrater: Command Prompt EI@

C:sUserssuserXping 192.168.1.1

Pinging 1922.168.1.1 with 32 bhytes of data:

Reply from 192.168.1.1: hytes=32 time=1ms TTL=255
Reply from 192 _168_1.1: hytes=32 time{ims TTL=255
Reply from 122.168.1.1: hytes=32 time<{ims TTL=255
Reply from 1?22.168.1.1: bhytes=32 time<ims TTIL=255

Ping statistics for 192.168.1.1:

Packetz: Sent = 4, Received = 4, Lozt = @ (B¢ loss).
Approximate round trip times in milli—seconds:

Minimum = Bms, Maximum = imz,. Average = Bms

C:sUserssuser?
C:xUserssusepr’
C:sUserssuser?
C:xUserssuser’
C:sUserssuser?
C:sUserssuser?
C:xUserssusepr?
C:“Userssuser?
C:xUserssuser’
C:sUserssuser?
C:sUserssuser?
C:xUserssusepr’
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Giai thich:
> PC2 c6 thé ping duoc dén router do cung dii network va chi khac subnetmark ,
PC2 s€ lay cac bit binary phan network cua n6 dé€ so sanh véi bit binary phan
network cua router, cac bit khong giong nhau nén s€ khong ping (Destination
unreachable) dugc tuy nhién tai PC 2 ¢6 tré default gateway vé Router nén né sé

forward goi tin 1én router. Khi d6 Router s& thay duoc PC2 (c6 source MAC cuia
PC2). Sau d6 Router dya vao Source MAC PC2 dé tra goi tin vé.

> Chiéu di (PC2 sang Router)
192.168.1.129/25 = 192.168.0000 0001.1000 1001/24
192.168.1.1/24 =192.168.0000 0001.0000 0001/24
> Chiéu vé (Router sang PC2)
192.168.1.1/24 =192.168.0000 0001.0000 0001/25
192.168.1.129/25 = 192.168.0000 0001.1000 0001/24
=> PC1 c6 thé ping dwgc dén PC2

EX Administrator: Command Prompt EI@

C:~Userssuser>ping 192.168.1.129

Pinging 192_.168.1.129 with 32 bhytes of data:
Reguest timed out.

Reply from 192.168.1.12%9: bytes=32 time=1imsz TTL=127
Reply from 192.168.1.129: bytes=32 time=3ms TTL=127
Reply from 192.168.1.129: bytes=32 time<ims TTL=127

Ping statistics for 172.168.1.12%:

Packets: Sent = 4, Recedived = 3, Lost = 1 (25 loss),
Approximate round trip times in milli—seconds:

Hinimum = Bmz, Maximum = 3ms. Average = 1ms

C:Userssuser>
C:wUserssuser’r
C:xUsers-user?
C:sUserssuserr
C:Userssuser>
C:wUsers-user’>
C:wUseprs-user?
C:sUserssuserr
C:wUserssuser’r
C:xUsers-user?
C:sUserssuserr
C:Userssuser?

> PCI c6 thé nhin thay dugc PC 2 do PC2 14 16p mang con cua PC 1, khi d6 PC 1
s& dung network cua chinh n6 di so sanh tiing bit binary vdi PC 2, két qua 1a céac
bit khdp nhau.
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> Tuy nhién PC 2 lai khong thé thdy PC 1 do khi PC2 tim PC1, n6 sé& dung network
ctia chinh no di so sanh ting bit binary network, két qua 1a cac bit khong khép
nhau. Hot khong ton tai trong LAN, yéu can forward 1én gateway cua router dé
hoi MAC cua PC 1

> Chiéu di (PC1 sang PC2)
192.168.1.10/24 =192.168.0000 0001.0000 1010/24
192.168.1.129/25 =192.168.0000 0001.1000 0001/25
> Chiéu vé (PC2 sang PC1)
192.168.1.129/25 =192.168.0000 0001.1000 0001/25
192.168.1.10/24 =192.168.0000 0001.0000 1010/24

TH 3:

192.168.1.10/24

=@ 192.168.1.1/25
> Win
EDY=——= = e
»R3 b R4
o @
192.168.1.129/25 > win2
-PC11ip 192.168.1.10/24 default gateway: 192.168.1.1
- PC2ip 192.168.1.129/25 default gateway: 192.168.1.1

- Router ip 192.168.1.1/25
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=> PC 1 ping dwgc dén Router

BN Administrator: Command Prompt

Microsoft Windows [Version 6.1.76811
Copyright (c>» 20809 Microsoft Copporation. All rights reserved.

C:slszerssuserping 192.168.1.1

Pinging 192.168.1.1 with 32 hytes of data:c

Reply from 172.168.1.1: hytes=32 time=1mz TTL=2545%
Reply from 192.168.1.1: hytesz=32 time{imsz TTL=25L5
Reply from 192.168.1.1: hytesz=32 time{imz TTL=255%

Reply from 192.168.1.1: hytesz=32 time{imsz TTL=255

Ping statistics for 192.168.1.1:

Packets: Sent = 4. Received = 4, Lost = B (@x loss>».
Approximate round trip times in milli-—seconds:

Minimum = Bmz,. Maximum = 1ims,. Average = Bms

Cislzerssusers>

Giai thich:
> PCI c6 thé ping dugc dén router do cung dii network va chi khac subnetmark,
twong tw TH1 , PC1 vén s& ldy cac bit binary phan network cta n6 dé so sanh véi
bit binary phan network cua router, cac bit gidng nhau nén ping duoc ca chiéu di
(PC1 sang Router) 14n chiéu vé (Router sang PC 1).
> Chiéu di (PC 1 sang Router)

192.168.1.10/24 = 192.168.0000 0001.0000 1010/24

192.168.1.1/25 =192.168.0000 0001.0000 0001/25
> Chiéu vé (Router sang PC 1)

192.168.1.1/25 =192.168.0000 0001.0000 0001/25

192.168.1.10/24 = 192.168.0000 0001.0000 1010/24
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=> PC 2 khéng ping dwoc dén Router

B Administrator: Command Prompt
CzslUzerssuserping 192.168.1.1

Pinging 192.168.1.1 with 32 hytes of data:c

Reply from 122.168.1.129: Destination host unreachahle.
Reply from 122.168.1.129: Destination host unreachahle.
Reply from 122.168.1.129: Destination host unreachahle.
Reply from 122.168.1.129: Destination host unreachahle.

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Heceived = 4, Lost = @ (B loss).

CislUserssusers
Ciulzerssuser> h
CislUserssusers
C:slUzerssusers
CislUserssusers
C:slUzerssusers
CislUserssusers
C:slUzerssusers
CislUserssusers
C:slUzerssusers
CislUserssusers
C:slUzerssusers
CislUserssusers
Cislszerssuser

Giai thich:

> PC2 khéng thé ping dugc dén router do khong cung dii network, nhung cung
subnet mark, trong tu TH1, PC2 van s& liy cac bit binary phan network ctia nd
dé so sanh véi bit binary phan network cua router, cac bit khong gidng nhau nén
khong ping dugc.

> Chiéu di (PC2 sang Router)

192.168.1.129 = 192.168.0000 0001.1000 0001/25

192.168.1.1 =192.168.0000 0001.0000 0001/25
> Chiéu vé (Router sang PC2)

192.168.1.1 =192.168.0000 0001.0000 0001/25

192.168.1.129 = 192.168.0000 0001.1000 0001/25
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=> Két luan PC1 c6 thé khong thé ping dwgc dén PC 2, 1a nguoc lai.

BN Administrator: Command Prompt EI@

C:sUserssuserping 192.168.1.129

Pinging 192.168.1.12% with 32 bhytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.1.129:
Packets: Sent = 4, Received = B, Lost = 4 (188x

C:wUsepssuzsepr
C:wUsepssuzep
C:wUsepssuzsepr
C:sUserssuserr
C:sUserssuserr
C:sUserssuserr
C:sUserssuserr
C:sUserssuserr
C:sUserssuser>
C:sUserssuser>
C:sUserssuser>
C:sUserssuser>
C:sUserssuser

TH 4:

192.168.1.10/24 =
=/ 192.168.1.130/25

192.168.1.129/25

-PC11ip 192.168.1.10/24 default gateway: 192.168.1.130
-PC2ip 192.168.1.129/25 default gateway: 192.168.1.130
- Router ip 192.168.1.130/25
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=> PC1 khong ping dén gateway ciia Router dwoc

B Administrator: Command Prompt EI@

C:Userssuser>ping 172._168.1.138

Pinging 192.168.1.138 with 32 bytes of data:

Reply from 192.168.1.168: Destination host unreachable.
Reply from 192.168.1.1@A: Destination host unreachahble.
Reply from 192.168.1.16: Destination host unreachable.
Reply from 172.168.1.168: Destination host unreal*ahle.

Ping statistics for 192.168.1.138:
Packets: Sent = 4, Received = 4, Lost = B {Bx loss>.

C:sUserssusepr’
C:Userssuser’
C:wUszserssusep’
C:sUserssusepr’
C:sUserssuser’
C:sUserssuser’

ssUserssuser>
C:wUszserssusep’
C:sUserssuser’
C:Userssuser’
C:wUszserssusep’
C:sUserssuser’
C:Userssuser’

Giai thich:
> Lac dau PC 1 s& thiy duoc Router do PC1 s& 13y céc bit binary phan network cta
né dé so sanh voi bit binary phan network cua router, cac bit gidng nhau nén PC
di dén dugc Router nhung & chiéu vé (Router dén PC 1) thi c4c bit Binary khéc
nhau
> Chiéu di (PC1 sang Router)
192.168.1.10/24 =192.168.0000 0001.0000 1010/24
192.168.1.130/25 =192.168.0000 0001.1000 0010/25
> Chiéu di (Router sang PC1)
192.168.1.130/25 =192.168.0000 0001.1000 0010/25

192.168.1.10/24 =192.168.0000 0001.0000 1010/24
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=> PC2 ping dwgc dén gateway ciia Router

EX Administrator: Command Prompt

C:sUserssuser?ping 192_168.1.138

Pinging 192.168.1.138 with 32 butes of data:
192.168.1.138: bhytes=32 time<ims
192.168.1.138: hytes=32 time<ims
1?2.168.1.138: hytes=32 time=3Ims
192.168.1.138: hytes=32 timed<ims

Ping statistics for 172.168.1._138:
Packets: Sent = 4, BReceived

Reply from

4, Lost
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TTL=255
TTL=255
TTL=255
TTL=255

B <@x loss>,

Approximate round trip times in milli-—seconds:

Minimum = Bms,. Maximum Ims,. Average =
C:vlUserssuser’
C:vlUserswuser’
C:vUseprsuser’
C:vUseprsuser’
C=sUserzuserr
C=sUserzuserr
C=sUserzuserr
C:sllserssuser’
C:sUserssuser’
C:sUserssuser?
CisUsersuser

Giai thich:

Bms

> Luc dau PC 2 s& thiy duoc Router do PC2 s& 13y céc bit binary phan network cta
né dé so sanh voi bit binary phan network cua router, cac bit gidng nhau nén PC
di dén dugc Router nhung & chiéu vé (Router dén PC 1) thi c4c bit Binary khéc

nhau

> Chiéu di (PC2 sang Router)
192.168.1.129/25
192.168.1.130/25

> Chiéu di (Router sang PC2)
192.168.1.130/25
192.168.1.129/25
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=192.168.0000 0001.1000 1010/25

=192.168.0000 0001.1000 0010/25
=192.168.0000 0001.1000 1001/24
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=> Két luan PC1 khéng ping dwgc dén PC 2

BN Administrator: Command Prompt EI@

C:Userssuser>ping 192 _168.1_.129

Pinging 192.168.1.12% with 32 hytes of data:
Request timed out.
Regquest timed out.

timed out.

timed out.

Ping statistics for 192_168.1.129:
Packetz: Sent = 4, Received = B, Lost = 4 {(188x

C:Userssuser>
@:\Users\user}

=> Két luan PC2 khong ping dwoc dén PC 1

BN Administrator: Command Prompt EI@

C:sUserssuserrping 192 _.168.1 .18

Pinging 172.168.1.18 with 32 buytes of data:
Reply from 192.168.1.138: Destination host unreachahle.
Reply from 172.168.1.138: Destination host unreachahle.

Reply from 192_168.1.138: Destination host unreachahle.
Reply from 192.168.1.138: Destination host unreachahle.

Ping statistics for 192.168.1.18:
Packetz: Sent = 4. Received = 4. Lost = 8 (8% loss),
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