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Tém Tat Kién Thrc Vé Tinh San Sang
Cao (High Availability - HA) Trong Doanh
Nghiép

1. Tinh San Sang Cao vé&i Hyper-V

Hyper-V cung cap co ché HA thong qua Cluster Service trong Windows Server. Khi
mot node trong cluster gap sw c6, cic may do (VM) dang chay trén node do sé dwoc
tw dong di chuyén sang cac node con lai ma khong cin sw can thiép tha cong.

Diém ndi bat:

- Hyper-V Failover Cluster ddm bao (rng dung van hoat dong khi mot server vat 1y bi
16i.

- St dung tinh nang CSV (Cluster Shared Volumes) dé chia sé lwu trir gitra cac node.
- Quan tri vién c6 thé ciu hinh chinh sach failover cho tirng VM.

2. Live Migration Trong Azure

Live Migration 14 tinh ning di chuyén may ao gitra cac host ma khong lam gidn doan
dich vu. Trén Azure, Microsoft sir dung cong nghé twong tw nhw Live Migration dé
dam bao tinh lién tuc ctia dich vu khi c6 bao tri ha tAng hodc 16i vat ly.

Diém ndi bat:

- Azure ho tro automatic live migration trong cac tinh hudng bao tri chi dong.

- Dir liéu dwoc ddong bd gan nhuw theo thoi gian thwe d€ téi thi€u héa downtime.
- Khong cin ciu hinh tha céng tir phia nguwoi dung, gidp don gian hoa van hanh.

3. Cong Nghé Lwu Trir HO6 Tro HA

Lwu trir 1a thanh phan quan trong trong mé hinh HA. Cac cong nghé lIwu trir hién dai
ho trg HA thong qua replication, clustering, va kha ning chiu 16i phan cirng.
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Cac cong nghé tiéu biéu:

- Storage Spaces Direct (S2D) trong Windows Server tao SAN 4o hd tro failover.

- SAN v6&i HA controller kép (dual-controller) gitip dam bao hoat dong khong gian
doan.

- Replication dong bé/khong dong b gitra cac datacenter hodc cum may chu.

4. Dinh Nghia va Muc Tiéu cua HA

Tinh sdn sang cao (High Availability - HA) 1a kha ning cia hé théng tiép tuc hoat
dong lién tuc ma khéng bi gidn doan trong mét khoang thai gian dai.

Muc tiéu chinh:

- Dam bao uptime cao (vi du: 99.99%).

- Giam thiéu thoi gian gidn doan dich vu.

- Tang cwdng do tin cay va trai nghiém nguwoi dung.

5. Dy Phong May Chu Trong Doanh Nghiép

Doanh nghiép thwong dp dung nhiéu mo hinh dw phong may chi dé ddm bao HA:
- Active-Passive: Mot may chu chinh va mot may chu dw phong.

- Active-Active: Nhiéu may chu cung hoat ddng, chia tai 1an nhau.

- N+1/N+2: Dy phong dwa trén sd lwong host thira dé thay thé khi can.

Mdi md hinh ¢6 wu nhwoc diém riéng vé chi phi va do phic tap.

6. K&t Luan va Khuyén Nghi

HA khong chi 13 ciu hinh ki thuit ma con 1a chién Iwoc tong thé bao gobm ca phan
cirng, phdn mém, mang va quan ly.

Khuyén nghi:
- Xac dinh SLA ré rang cho dich vu.
- Thiét ké hé thong HA dwa trén phén tich rdi ro va ngan sach.
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- Két hop HA véi DR (Disaster Recovery) dé dam bao lién tuc kinh doanh.
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