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Lab: Quin Iy va trién khai tw dong ha ting mang dung Ansible

1. So dd mang

Ansible Server
192.168.1.1/24

Switch Router
192.168.1.10/24 192.168.1.20/24 192.168.1.30/24

Hinh 1. So' dé bai Lab
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- S0 dd gém 1 Router, 1 Switch va 1 PC duogc két ndi vao Ansible Server. Yéu cau cac thiét bi ping théng toi
Ansible Server.
- May tinh cua hoc vién ¢o thé truy cap vao Ansible Server thong qua trinh duyét web.

3. Yéu ciu
Hoc vién truy cip vao Ansible Server dé:
+ Thém thiét bi vao Inventory.
+ Thém credential dé xac thyc thiét bi.
+ Thém Playbook vao project/jobs dé day cAu hinh xudng thiét bi.
+ Chay thir playbook thém VLAN cho Switch va thiét 1ap cong cho Router.

4. Céac buéc thuc hién

Céu hinh SSH Router:

R# configure terminal

R(config)# username admin password 123
R(config)# enable password 321
R(config)# crypto key generate rsa

1024

R(config)#line vty 0 4

R(config-line)# password 123
R(config-line)# login local

Cau hinh SSH Switch:

SW# configure terminal

SW(config)# username admin password 123
SW(config)# enable password 321
SW(config)# crypto key generate rsa

1024

SW(config)#line vty 0 4

SW(config-line)# password 123
SW(config-line)# login local

Truy cip vao Ansible Server bang trinh duyét web:
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Welcome to Ansible AWX! Please sign in.

USERNAME
[(agmn

PASSWORD
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Giao dién chinh ctia Ansible Server:

DASHBOARD

Dashboard

JOB STATUS

3

Jo8S

48 6 & O

e

0

PROJECT SYNC FAILURES

Sep29 Sep30 Ox2  Oc3

RECENTLY USED JOB TEMPLATES

No job templates were recently used.

You can create a job template here.

Tir giao dién chinh, vao Credentials dé thiét 1ap ma SSH:

RESOURCES
74 Templates

Credentials

Projects

Inventories

Inventory Scripts

INVENTORY SYNC FAILURES PROJECTS
AST MON
14 Ocxi5 Oci7 Oc18 Oc19 Ox20 Oa2l Ox22 O3
TIME
RECENTLY RUN JOBS

No jobs were recently run.

, + .
Sau khi vao Credentials, bam vao icon . dé thém Username/Password SSH:
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Trong do:

- Name: Dit tén dé quan Iy mat khau SSH.
- Credential Type: Vi phuong thirc xac thyc 1a SSH nén chiing ta chon “Machine”.
- Username/Password: Tén dang nhap va mat khau SSH cua thiét bi.

Sau khi cai dat xong nhén Save dé luu lai.

NEW CREDENTIAL

DETAILS
NAME © DESCRIPTION @ ORGANIZATION @
SSH1 Q | Default

Dé thém thiét bi vao Inventories, tir giao dién chinh vao Inventory dé tién hanh thém thiét bi:

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




RESOURCES

& Templates

Credentials

Projects

Inventories

Inventory Scripts

Giao dién Inventories:

A + S
Bam vao icon . dé thém thiét bi vao:

INVENTORIES

INVENTORIES HOSTS

Q KEY
NAME ~ TYPE &
Inventory
& Devices Inventory

[1]: Nhap tén Inventory dé quan 1.

[2]: Chon nhom cho Inventory, ¢ ddy mac dinh dé default.
[3]: Khai bao cac thong tin co ban cua cac thiét bi.

ORGANIZATION &

Default

Default

D) &

'

s

ACTIONS

@
@

o)

=)
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Devices 4
DETAILS PERMISSIONS GROUPS HOSTS SOURCES COMPLETED joBS
* NAME ’ DESCRIPTION

* ORGANIZATION

| s

INSIGHTS CREDENTIAL

Q

INSTANCE GROUPS @

a
varirees @  (IZEMN 5o

EXPAND
e

2 ansible_connection: network cli
3 ansible_become: 'yes'

4 ansible_become_method: enable
5 ansible netuork os: ios

Giai thich:

Ansible_connection: network_cli 1a phwong thire két ndi dén thiét bi thong qua SSH.

Ansible become: ‘yes’ va ansible become method: enable 1a cho phép ansible c6 thé vao privilege mode trudce
khi thue thi cac task.

- Ansible network os: ios ¢ ddy do dung céc thiét bi ctia Cisco nén khai bao nhu vy.
Luu ¥: Thir tu khai bao c6 thé thay doi ma khong anh huong dén két qua.

ansible connection: network cli
ansible_become: 'yes'
ansible become method: enable

ansible network os: ios
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Sau khi khai bao xong vao muc [4] dé khai bao IP va Enable Password cua thiét bi:
CREATE HOST o

DETAILS

ible_host: '192.168.1.30
nsible_become_password: '123'

Khai béo [4]
Trong do:

- Host name: Tén host dé quan ly.
- Variable:
+ Ansible_host: Dia chi IP cia thiét bi dung dé SSH.
+ Ansible_become password: La enable password cua thiét bi.

Luu y: bat dau voi dau “---¢

Nhéin Save dé luu lai cdu hinh.

ansible host: '192.168.1.30
ansible become password: '123'

Véi thiét bi Switch cling cau hinh twong ty. Sau khi cAu hinh xong trong Inventory/Devices s& c6 2 muc thiét bi nhu
sau:

Tiép theo, dé tao Playbook trong project ta vao muyc project
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RESOURCES

74 Templates

Credentials

Projects

Inventories

Inventory Scripts

Bam vao icon . dé thém Project mdi vao:

O day can dién vao cac thong sb sau:

- Name: Tén dé quan 1y cac Project

- SCM type: Vi Playbook dé€ trén github nén ching ta sé chon Git.

- SCM URL: Dia chi URL cua github chtra cac Playbook.
Tich vao Update Revision on launch dé update cac project trudc khi thuc thi cac job.

Sau khi hoan tit nhdn Save dé luu c4u hinh.
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NEW PROJECT

DETAILS

* NAME DESCRIPTION

Project 1

* SCM TYPE

Git

SOURCE DETAILS
* SCM URL @ SCM BRANCH/TAG/COMMIT @

https://github.com/pmkdragon/ansible

SCM CREDENTIAL SCM UPDATE OPTIONS
Q CLEAN @
DELETE ON UPDATE @
@ UPDATE REVISION ON LAUNCH @
ALLOW BRANCH OVERRIDE @

Vao Job templates dé tao cac tac vu thuc hién Playbook:

Project 1

DETAILS PERMISSIONS NOTIFICATIONS JOB TEMPLATES

. ) + . .
Bam vao icon . -> Job templates dé¢ thém Job moi "

O day can dién cac muc sau:

Name: Tén Job dé quan 1.

Job type: Dé thyc thi file Playbook chung ta chon Run.
Inventory: Chon thiét bj dé thuc thi Playbook.

Project: Chon Project chira cac Playbook dé thuc thi.
Playbook: Cac Playbook dugc chira trong Github c6 dudi yml.

* ORGANIZATION

Q | Default

SCM REFSPEC @

CACHE TIMEOUT (SECONDS) @

0

SCHEDULES



VYnPr

CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

PC: 276 - 278 Ung Van Khiém, P.25, Q.Binh Thanh, Tp Hb Chi Minh
DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

NEW JOB TEMPLATE

DETAILS

* NAME

TaoVian

* INVENTORY @

Q| Devices

CREDENTIALS @

o CEID

* VERBOSITY @

0 (Normal)

LABELS @

TIMEOUT @

0

DESCRIPTION

PROMPTONLAUNGH  * PROJECT @

Q| Project1

FORKS @

0

PROMPTONLAUNCH  JOB TAGS @
INSTANCE GROUPS @

Q

SHOW CHANGES @

vlan.yml

*JOBTYPE @ PROMPT ON LAUNCH

Run v

* PLAYBOOK @

vianyml -

LIMIT @ PROMPT ON LAUNCH

SKIP TAGS @ PROMPT ON LAUNC!

JOB SLICING @

OPTIONS
ENABLE PRIVILEGE ESCALATION @
ENABLE PROVISIONING CALLBACKS @
ENABLE WEBHOOK @
ENABLE CONCURRENT JOBS @
ENABLE FACT CACHE @

Choose a playbook
router.ymi

vlan.yml

Noi dung file vlan.yml
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Tuong

|- name: tao vlan
hosts: all # tén cia thiét bi trong Ansible server( vi & ddy chi cé router nén cé thd ad all)
gather_facts: no # 14y théng tin cta host (khi thuc hién playbook s& tu ddéng 14y théng tin cia host,
$#3 day chon no hodc false @& khi chay playbook d& tén théi gian)

| tasks:
| - name: Create vlan #Dit tén task d& quan 1y
| ios_vlan: # Ca phéap dé thiéc 14p vian, vlan_id, name,state,... la cdc tham s6 d¢ cédu ninh vlan

vlan_id: "{{ item.number }}" #item.number thi né s& tim gid tri véi key 1la number trong phén with_items
name: "{{ item.name }}" #item.name thi ndé s& tim gid tri véi key la name trong phan with_items
state: present # trang thai cua vlan; present: tao, absent:xda
with_items:
- { number: "33", name: "phong_nhan_su" }
- { number: "34", name: "phong_ke_toan"” }
$Hidn thi cac vlan 1&n man hinh
- name: Show vlan
| ios_command: # Ci phép dé viéc 1&nh @& giti & mode command line cta switch
| commands :
- show vlan brief
register: show_vlan #g&n két qud thuc thi tui switch vao bién show_vlan

| - debug: var=show_vlan.stdout_lines #debug: in ra man hinh, dit bién var
# (1dy théng tin cla cac dong tu show_vlan gan vao),in bién var

tu vdi Router.yml

J- name: dat ip cho loobpack
hosts: all # tén cla thiét bi trong Ansible server( vi & ddy chi cé router nén cé thé & all)
# céac tac wvu

] tasks:
E| - name: Set loopback IPv4 address # Dat tén task ad qudn 1y
E| ios_13 interface: # do cdu hinh router nén bat budc khai bao nhu vay

name: loopback 2 # tén céng
ipv4: 10.0.0.1/24 # dia chi IP cuia loopback

Bl - name: Set GigabitEthernet0/3 IPv4 address
Bl ios_13_ interface:
name: GigabitEthernet0/3
- ipv4: 192.168.0.1/24
#Xem lai tdt cd cac cdng

El - name: Show ip
k| ios_command: # viét 1&nh && g¥i & mode command line cta router
E commands :
- - show ip int brief
register: show_ip # gén két quid vao bién show_ip
E| - debug: var=show_ip.stdout_lines # debug: in ra man hinh, dit bién var

= #(1dy théng tin cla cac déng tit show_ip gén vao),in bién var
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Vi du mot s 1énh st dung trén thiét bi Cisco I0S dé viét cac nhiém vu trong playbook béng ngdn ngit YAML,
chay trén Ansible server:
los command: Thuc hi¢n khi thiét bi & mode Privileged.

tasks:

- name: Chay 1én show version
10s_command:

commands: Show version

- name: Chay 1énh show version bao gém 10S
10s_command:

commands: Show version

wait for: Result[0] contains 10S

- name: Chay nhiéu 1énh
i0os_command:
commands:

- show version

- show interfaces

- name: Chay 1énh yéu céu tra 101 prompt

i0os_command:

commands:

- command: 'clearcountersGigabitEthernet0/1'

prompt: 'Clear"showinterface"countersonthisinterface\[confirm\]'

answer: 'y
- command: 'clearcountersGigabitEthernet0/2'
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prompt: '[confirm]'
answer: "\r"

los_config: Thuc hién khi thiét bi & mode Configuration:

- name: Cau hinh hostname trong inventory
i0s_config:
lines: hostname{ {inventory_hostname} }

- name: CAu hinh cong

i0s_config:

lines:

-description test interface

-ip address 172.31.1.1 255.255.255.0
parents: interface Ethernetl

- name: Céu hinh ip helper-address trén nhiéu cong
i0s_config:

lines:

-ip helper-address 172.26.1.10

-ip helper-address 172.26.3.8




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

0
mPi@’@'— DC: 276 - 278 Ung Vin Khiém, P.25, Q.Binh Thanh, Tp Hé Chi Minh
JNrlTo

PT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

parents: "{{item}}"

with_items:

- interface Ethernetl

- interface Ethernet2

- interface GigabitEthernetl
Tos_interface: Thyc hién trén cong;

- name: Cau hinh cong
ios_interface:

name: GigabitEthernet0/2
description: test-interface
speed: 100

duplex: half

mtu: 512

- name: X6a cong looback
10s_interface:

name: Loopback9

state: absent

- name: Mé cong(up)
ios_interface:

name: GigabitEthernet0/2
enabled: True

- name: Tat cong(down)
10s_interface:
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name: GigabitEthernet0/2
enabled: False

los vlan: thuc hién trén vlan

- name: Tao vlan
i0s_vlan:

vlan id: 100
name: test-vlan
state: present

- name: Thém cong vao vlan
10s_vlan:

vlan id: 100

interfaces:
-GigabitEthernet0/0
-GigabitEthernet(0/1

- name: Xo6a vlan
ios_vlan:
vlan_id: 100
state: absent

- name: Thém vlan dung aggregate

i0s_vlan:

aggregate:

-{ vlan_id:100, name:test-vlan, interfaces:[GigabitEthernet0/1,GigabitEthernet0/2],
delay:15, state:suspend}

-{ vlan id:101, name:test-vlan, interfaces:GigabitEthernet(/3}

Credentials: Chon tai khoan va mat khau xac thuc SSH cho thiét bi.
Sau khi hoan thanh bam Save rdi Launch dé khoi chay Job.
Khi chay file vlan.yml thanh cong:
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SSH password:

PLAY [tao vlan] K28 35 3 R 5 K B K K K 38 K K R R R R K K 8 K K K 8 K K R R R R R KK K K K K K R R R R R RO ROR KOR K OR K OR KRk kK 92:06:33

TASK [Create vlan] 288 R R KC K8 G R R 88 R ORC R K K K S8R R R 88 R ORC R K K S8 8 R R 8 8RR R K K KRR RO ROROROR oK R kR ok ok 92:06:33

fatal: [R]: FAILED! => {"msg": “"timed out"}

TASK [Sho‘,l Vlan] 0380 25 0 200 350 0 600 K 0 00 38 K 0 880 R 8 800K 80 38 0 0 8 800 8 80 80K R 8035 6 8 08 B 80 8 R R 8 8 8 8 80 R O 8 K R Ok 8OK Ok 02:97:04

ok: [SW]

TASK [debug] 88 R ORI RC ORC MR OB R R R R R R R 8 R R 8 R DR R R OB 8 R R R 8 8 K R R R R R RO RO R R R R R R ok R ok ko ok §2:07:06
ok: [SW] => {
“"show_vlan.stdout_lines": [
[

"VLAN Name Status Ports™,

=1 default active Fa0/1, Fa@/2, Fa@/3, Fa0®/4, Fa@/5, Fa®/6, Fa@/7, F
a0/8, Fa®/9, Fa0@/10, Fa@/11, Fa®/12, Fa@/13, Fa0/14, Fa0/15, Fa0@/16, Fa@/17, Fa0/18, Fa0/19, Fa0/20, Fa®/21, Fa
0/22, Fa@/23, Fa0®/24, Gi®/1, Gie/2",

"33  phong_nhan_su active 5
"34 phong_ke_toan active s
"1002 fddi-default act/unsup ",
"1003 token-ring-default act/unsup ",
"1004 fddinet-default act/unsup ",
"1005 trnet-default act/unsup”

Vi Router khong khdi tao VLAN dugc nén bao 16i.
Két qua khi chay file Router.yml:
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@® Project1

ok: [R] => {
“show_ip.stdout_lines": [

[
"Interface IP-Address OK? Method Status
“"FastEthernet0/0 10.215.11.68 YES DHCP  up
"FastEthernet0/1 unassigned YES unset administratively down
"Serial@/0/0 unassigned YES unset administratively down
"Loopback2 10.0.0.1 YES manual up
]
]
¥
PLAY RECAP 885350 50 50 5 R R R R R R R R K K KKK KKK KRR KRR R OK R KR R KKK K KKK KK KK KKK ROk R %k 92125113
: ok=4 unreachable=0 failed=0 skipped=0
nored=0
: ok=4 unreachable=0 failed=0 skipped=0
nored=0

GIT

Protocol”,

up >
down B
down =0

up

rescued=0

rescued=0

Khi ¢6 chinh stra trén Github va mudn dong bo ngay voi Ansible Server ta vao Project nhan vao icon

- -

Q

nhu sau:



