LabPro Wireless

LAB 4: Lab cau hinh Wireless Lan Controller va ding ky thiét bi
Lightweight access — point.

So db

wlan-controller 1/0
192.168.99.0/24
24 254

10.10.10.0/24

Fa0/0 .1

Fa0/1 .1
192.168.100.0/24

SSID: vlan2

DHCP server:
192.168.2.254
subnet:
192.168.2.0/24
default gateway:
192.168.2.254

Hinh 48
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Cac budce cau hinh ban dau

Bwéc 1: X6a cAu hinh ban dau cia WLAN Controller.

Tién hanh thao tac trén thiét bi router 2811 c6 gin module Wireless Lan Controller.

WLAN-CONTROLLER#service-module wlan-controller 1/0 reset
Use reset only to recover from shutdown or failed state
Do you want to reset?[confirm]

Trying to reset Service Module wlan-controllerl/O0.

WLAN-CONTROLLER#
WLAN-CONTROLLER#

Apr 27 02:20:52.039: SLINEPROTO-5-UPDOWN: Line protocol on Interface
wlan-controllerl/0, changed state to down

WLAN-CONTROLLER#

WLAN-CONTROLLER#

WLAN-CONTROLLER#

WLAN-CONTROLLER#service-module wlan-controller 1/0 ses
WLAN-CONTROLLER#service-module wlan-controller 1/0 session
Trying 192.168.99.254, 2066

[o)

% Destination unreachable; gateway or host down

WLAN-CONTROLLER#service-module wlan-controller 1/0 session
Trying 192.168.99.254, 2066

[o)

% Destination unreachable; gateway or host down

WLAN-CONTROLLER#service-module wlan-controller 1/0 session
Trying 192.168.99.254, 2066

[o)

% Destination unreachable; gateway or host down

WLAN-CONTROLLER#service-module wlan-controller 1/0 session
Trying 192.168.99.254, 2066

[o)

% Destination unreachable; gateway or host down

WLAN-CONTROLLER#service-module wlan-controller 1/0 session
Trying 192.168.99.254, 2066

[o)

% Destination unreachable; gateway or host down

WLAN-CONTROLLER#service-module wlan-controller 1/0 session
Trying 192.168.99.254, 2066 ... Open

Apr 27 02:21:12.039: SLINEPROTO-5-UPDOWN: Line protocol on Interface
wlan-controllerl/0, changed state to upCisco Bootloader Loading
stage2...
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Cisco Bootloader (Version 3.2.150.6)

.088b. d888888b .d8888. .o88b. .d88b.

d8p Y8 "88" 88' YP d8P Y8 .8P Y8.
8P 88 " 8bo. 8P 88 88
8b 88 "Y8b. 8b 88 88
Y8b d8 .88. db 8D Y8b d8 "8b d8'

"Y88P' Y888888P "8888Y' "Y88P' Y88P'

Booting Primary Image...

Press <ESC> now for additional boot options...

Nhan ESC dé xuat hién tly chon khéi dong:
Boot Options
Please choose an option from below:

Run primary image (Version 3.2.150.6) (active)
Run backup image (Version 3.2.150.6)

Manually upgrade primary image

Change active boot image

g w N

Clear Configuration

Please enter your choice: 5
Chon option s6 5 dé x6a ciu hinh ban dau.

Module sé khoi dong lai:
Detecting hardware
Clearing system configuration: done.

Configuration has been cleared. Restarting...

Initializing memory. Please wait.

Apr 27 02:21:42.039: SLINEPROTO-5-UPDOWN: Line protocol on Interface
wlan-controllerl/0, changed state to down

Apr 27 02:22:02.039: SLINEPROTO-5-UPDOWN: Line protocol on Interface
wlan-controllerl/0, changed state to up 256 MB SDRAM detected

BIOS Version: SM 02.00
BIOS Build date: 09/17/02
System Now Booting

Booting from disk..., please wait.
Cisco Bootloader Loading stage?2...

Cisco Bootloader (Version 3.2.150.6)
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Booting Primary Image...
Press <ESC> now for addi

Detecting hardware

Generating Secure Shell
Generating Secure Shell
Generating Secure Shell

Cisco is a trademark of

tional boot options...

DSA Host Key
RSA Host Key
version 1.5 RSA Host Key

Cisco Systems, Inc.

Software Copyright Cisco Systems, Inc. All rights reserved.

Cisco AireOS
Initializing
Initializing
Initializing

Starting ARP

Version 3.2.150.6

OS Services: ok
Serial Services: ok
Network Services: ok

Services: ok

Starting Trap Manager: ok

Starting Network Interface Management Services: ok

Starting System Services: ok

Starting Fast Path Hardware Acceleration: ok

Starting Switching Services: ok

Starting QoS

Services: ok

Starting FIPS Features: Not enabled

Starting Policy Manager: ok

Starting Data Transport Link Layer: ok

Starting Access Control List Services: ok

Starting System Interfaces: ok
Starting LWAPP: ok

Starting Crypto Accelerator: Not Present

Starting Certificate Database: ok

Starting VPN

Services: ok

Starting Security Services: ok

Starting Policy Manager: ok

Starting Authentication Engine: ok

Starting Mobility Management: ok

Starting Virtual AP Services: ok
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Starting AireWave Director: ok
Starting Network Time Services: ok
Starting Broadcast Services: ok
Starting Logging Services: ok
Starting DHCP Server: ok
Starting IDS Signature Manager: ok
Starting RFID Tag Tracking: ok
Starting RBCP: ok
Starting Management Services:
Web Server: ok
CLI: ok
Secure Web: Web Authentication Certificate not found (error).
(Cisco Controller) >
Welcome to the Cisco Wizard Configuration Tool

Use the '-' character to backup

Tra 101 cac cau hoi dat ra dé thiét lap céu hinh ban dau cho wireless lan controller:

System Name [Cisco bd:4e:c0]: WLAN-CONTROLLER

Enter Administrative User Name (24 characters max): admin <-- chon
username

Enter Administrative Password (24 characters max): ***** <-- dat
password

Management Interface IP Address: 192.168.99.24 <-- diy la dia chi
dung dé quan ly thiét bi module WLAN Controller

Management Interface Netmask: 255.255.255.0 <-- chon subnet mask

Management Interface Default Router: 192.168.99.254 <-- chon default
gateway

Management Interface VLAN Identifier (0 = untagged): <-- dung dinh
danh VLAN néu thdy can thiét cho vung wireless

Management Interface Port Num [1]:
Management Interface DHCP Server IP Address: 192.168.99.24

AP Manager Interface IP Address: 192.168.99.25 <-- dady la dia chi
ma WLAN Controller dung quan ly AP

AP-Manager is on Management subnet, using same values
AP Manager Interface DHCP Server (192.168.99.24):

Virtual Gateway IP Address: 1.1.1.1 <-- Option nay chi cé y nghia
trong truong hop cdu hinh mobile IP

Mobility/RF Group Name: admin

Network Name (SSID): admin
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Allow Static IP Addresses [YES] [no]:

Configure a RADIUS Server now? [YES][no]: no

Warning! The default WLAN security policy requires a RADIUS server.

Please see documentation for more details.

Enter Country Code (enter 'help' for a list of countries) [US]: <-
- Option nay nén chon mac dinh la US

Enable 802.11b Network [YES][no]:

Enable 802.11la Network [YES][no]:

Enable 802.11g Network [YES][no]:

Enable Auto-RF [YES] [no]:

Configure a NTP server now? [YES][no]: no

Configure the system time now? [YES][no]: no

Warning! No AP will come up unless the time is set.

Please see documentation for more details.

Configuration correct? If vyes, system will save it and reset.
[yes] [NO]: yes
Configuration saved!

Resetting system with new configuration...

Sau khi hé thong boot lai thi buéc khéi tao da hoan tat
User:
User:
User:
User:
User:

WLAN-CONTROLLER#disc

Budc 2: Cau hinh WLAN Controller dung giao dién WEB.

Phan c4u hinh s& chon giao dién built-in trong module WLAN Controller.
Chon dudmg din https://192.168.99.24 (hinh 48).
Nhép username va password va dang nhap (hinh 49).

Giao dién cuia WLAN Controller (hinh 50).

Chu y phan thoi gian cia WLC, néu chua dong bo thoi gian thi phai chinh cho dong
bo.
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Cich ciu hinh dong bd thoi gian:

Trén WLC:
G?ﬂ ~ [e htpsi/j192.168.99.29/ ][ certficate Error || 42/ X | [ive searcn
File Edit View Favorites Tools Help
{«} ‘.’Q ecism Systems Login I I ﬁ i Tt @

Cisco SYSTEMS

Wireless
LAN Controller

Hinh 48
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8]
m ~ [ hitps://192. 168.99. 24/screens frameset. himl |8 certificate Error || 4 || X | [Live search |2 -
Fle Edit View Favorites Tools Help & -
i @cso fil - ) - & - [=)Page - {GiToos - 7
Save Configuration ~ Ping  Logout Refresh
MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
Monitor Summary
Summary
Statistics Controller Summary Rogue Summary
Controller Management 1P Address 192.168.99.24 X i
Faie Active Rogue APs 0 Detail
Software Version 3.2.150.6
Wireless Active Rogue Clients 0 Detail
System Name WLAN-CONTROLLER
Rogue APs & Adhoc Rogues 0 Detail
Known Rogue APs Up Time 0 days, 1 hours, 0 minutes ;
Rogue Clients Rogues on Wired Network 0
System Time

Adhoc Rogues
802.11a Radios
802.11b/g Radios
Clients

RADIUS Servers

Mon Apr 27 03:26:18 2009

802.11a Metwork State Enabled
802.11b/g Network State Enabled
Access Point Summary
Total up Down

802.11a Radios 0 &0 @® o Detail
802.11b/g Radios 0 [ ] ® o Detail
All APs o [ ] ® o Detail
Client Summary

Current Clients 0 Detail
Excluded Clients o Detail
Disabled Clients 0 Detail

untitled - Paint

Hinh 49

Top WLANs

WLAN

admin

Most Recent Traps

# of Clients
by SSID

1] Detail

Configuration Saved From Command Line Interface

Cold Start:
Link Up: Slot: 0 Port: 1

This page refreshes every 30 seconds.

View All

[T T [8@mene

[ 100% -

Eile Edit View Image Colors Help

=1=1x|

Adhoc Rogues
802.11a Radios
802.11b/g Radios
Clients

RADIUS Servers

802.11a Network State Enabled
802.11b/g Network State Enabled
Access Point Summary
Total up Down
802.11a Radios o & 0 & o
802.11b/g Radios 1] [ ] & 0
All APs o ®0 ® 0

Client Summary

Detail

Detail
Detail

Top WLANs

WLAN

admin

Most Recent Traps

dows Internet Explorer =
2|t m + [ nttps://192. 158.99.24/screens/frameset.html =] certificate Errar || 44 || X | [Live search
A B Eat vew Favorites Toos Help
Aol Ecso 3 - B - o - [t Page - -
S| B Ciseo SYSTEMS Save Configuration Ping Logo)
N
2 MONITOR  WLANS ITROLLER ~ WIRELESS  SECURITY  MANAGEMENT COMMANDS HELP
| &
— o[l Monitor Summary
E Summary
| Statistics Controller Summary Rogue Summary
—_— Controller Management 1P Address 192.168.99.24
Ports Active Rogue APs 0 Del
Software Version 3.2.150.6 . .
Wireless Active Rogue Clients 0 Dei
System Name WLAN-CONTROLLER
Rogus APs 2 Adhoc Rogues 0 Det
Known Rogue APs Up Time T days, 1 hours, 0 minute
Rogue Clients Rogues on Wired Network o
System Time Mon Apr 27 03:26:18 2009

# of Clients
by SS5ID

1}

Configuration Saved From Command Line Interface

Cold Start:
Link Up: Slot: O Port: 1

JE [ T I
[T T =

[For Help, dlidk Help Tapics on the Help Menu.

Hinh 50
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Controller

General

Inventory

Interfaces

Internal DHCP Server

Mobility Management
Mobility Groups
Mobility Statistics

Ports

Master Controller Mode

MONITOR  WLANSs

CONTROLLER

WIRELESS

General

802.3x Flow Control Mode
LWAPP Transport Mode
Ethernet Multicast Mode
Aggressive Load Balancing

Peer to Peer Blocking Mode

[isabled ]
[ayer 3=
[Disabled =]
[Enabled =]
[Disabled =]

Network Time Protocol Over The Air Provisioning of AP IEnaI:rIed -]

QoS Profiles

/= Cisco - Windows Internet Explorer

Hinh 51

G@ ~ @] https://192. 168.99.24/sreensframesethtml

REE

| E ILNe Search

Ble Edit View Favorites Tools Help

ﬁ‘* gl:lscc

Ciseo Svsrems

B - B - & - [P - G

Save Configuration  PFing

Logout

MONITOR  WLANs
Controller NTP Servers
Eerawd NTP Polling Interval seconds
Inventory
Interfaces Server Index

CONTROLLER

WIRELESS  SECURITY  MANAGEMENT

86400

Server Address

Internal DHCP Server

Mobility Management
Maobility Groups
Mobility Statistics

Ports

Master Controller Mode
Network Time Protocol
QoS Profiles

Hinh 52

COMMANDS  HELP

avoly |g
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ew Favorites Tools Help & -

nfiguration  Ping  Logout Refresh

MONITOR ~ WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

NTP Servers > New < Back apply |
Server Index
(Priority) IE
Server IPAddress 192.168.99.254|
HCP Server
anagement
roups
atistics
atroller Mode

ime Protocol

es

Hinh 53

a1
; ~ [ https://192.168.99. 24/ccreens/frameset.hiri | % certificate Error E] @ Juive seareh L2l

it View Favorites Tools Help & -

T+ ) - - ) poge - (5 Tod -

Save Configuration Ping Logout Refresh

MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT  COMMAND

roller NTP Servers Apply | New...

ral NTP Polling Interval seconds |86400

tory

‘aces Server Index Server Address

1al DHCP Server 1 192.168.99.254 Edit Remove Ping
ity Management

lity Groups

lity Statistics

r Controller Mode
ork Time Protocol

Irofiles

Hinh 54
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CAu hinh trén Router:

WLAN-CONTROLLER (config) # ntp master 2
WLAN-CONTROLLER#sh clock
03:46:03.259 UTC Mon Apr 27 2009

Budc 3: Cau hinh cho Lightweight AP ding ky véi WLC.

> Cau hinh router cap DHCP cho LAP:
!
ip dhcp pool AP
network 192.168.100.0 255.255.255.0
default-router 192.168.100.1

option 43 hex f104.c0a8.6318 <-- tai day chuyén déi dia chi IP
thanh sé hexa decimal : £104 1la bit budc, c0=192, a8=168, 63=99, 18=24.
Cé thé dung cach cdu hinh sau cho don gian : option 43 ip 192.168.99.24

Option 43 gitp cung cldp théng tin vé noi ma cac LAP sé& lién lac véi
WLC dé download céu hinh.
> Quan sat LAP nhan IP va download ciu hinh, qué trinh nay c6 thé kéo dai va LAP
s& tr dong boot lai nhiéu 1an, trong qua trinh quan sat, c6 thé xem thong tin tuong tac tir
giao di¢n WLC nhu hinh 55:

Summary

Controller Summary Rogue Summary

Management IP Address
Software Version
System Name

Up Time

System Time

802.11a Network State
802.11b/g Network State

Access Point Summary

Total
802.11a Radios 0
802.11b/g Radios 0
All APs 1

Client Summary

Current Clients
Excluded Clients
Disabled Clients

192.168.99.24

3.2.150.6
WLAN-CONTROLLER

0 days, 1 hours, 45 minutes
Mon Apr 27 04:11:23 2009
Enabled

Enabled
Up Down
®0 ® 0 Detail
80 ® 0 Detail
&0 & 1 Detail
Detail
Detail
Detail

Hinh 55

Active Rogue APs 0 Detail
Active Rogue Clients 0 Detail
Adhoc Rogues o] Detail
Rogues on Wired Network 0
Top WLANs
WLAN # of Clients
by SSID
admin 0 Detai

AP Associated. Base Radio MAC: 00:1d:45:1f:6c:24

Configuration Saved From Command Line Interface
Cold Start:
Link Up: Slot: 0 Port: 1

This page refreshes every 30 seconds.
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C6 thé dung 1énh debug trén LAP dé xem xét qua trinh dang ky.

Khi boot 1 LAP va dung 1énh show ip int brief.

AP001d.451f.6c24#sh ip int brief

Interface IP-Address OK? Method Status Protocol

FastEthernetO0 10.0.0.1 YES other up

up

Néu dia chi ton tai nhu trén tirc 12 LAP d3 ¢6 cAu hinh IP trude d6, s& mat mot khoang

thoi gian LAP méi nhan dugc IP cp tir DHCP Server.

Pé kich hoat qua trinh léy dia chi IP tr DHCP dugc nhanh chong, dung mot s6 1énh

clear nhu sau:

AP001d.451f.6c24#clear lwapp private-config
AP001d.451f.6c244#clear lwapp ap ip address

AP001d.451f.6c24#clear lwapp ap ip default-gateway

*Mar 1 00:02:17.884: $DHCP-6-ADDRESS ASSIGN: Interface

FastEthernetO assigned DHCP address 192.168.100.11,
hostname AP001d.451f.6c24

examining image...

Loading file /c1130...

!

extracting info (286 bytes)

Image info:
Version Suffix: k9w8-.123-7.JX4
Image Name: c¢1130-kSw8-mx.123-7.JX4
Version Directory: c¢l130-kOw8-mx.123-7.JX4
Tos Image Size: 2437632
Total Image Size: 2437632
Image Feature: WIRELESS LAN|LWAPP
Image Family: C1130

mask 255.255.255.0,

Wireless Switch Management Version: 3.2.150.6

Extracting files...

cl130-k9w8-mx.123-7.JX4/ (directory) 0 (bytes)

extracting c1130-k9w8-mx.123-7.JX4/info (286 bytes)

*Mar 1 00:02:38.541: SLWAPP-5-CHANGED: LWAP

extracting ¢1130-k9w8-mx.123-7.JX4/6701.img (131328 bytes)!!!!!Pp

changed state to JOIN

*Apr 27 04:09:37.157: SLWAPP-5-CHANGED: LWAPP changed state to

o1
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| T e T I I A e B I A B O B B e N e N N e

extracting cl1130-k9w8-mx.123-7.JX4/7101.img (131328 bytes)!
EEEEENEEEEN

extracting info.ver (286 bytes)!
Deleting existing version...
Deleting flash:/c1130-k9w8-mx.123-7.JX4...

done.

New software image installed in flash:/cl1130-k9w8-mx.123-7.JX4

Néu sau khi léiy duoc dia chi IP va man hinh hién thi nhu trén thi xem nhu qua trinh
dang ky thanh cong, co thé dung giao dién dé kiém tra (hinh 56):

Save Configuration Ping Logout Refresh

MONITOR ~ WLANs CONTROLLEF. WIRELESS SECURITY  MANAGEMENT COMMANDS  HELP

Al AP ~__

nts Search by Ethernet MAC I Search |
Radios
fg Radios f

AP Name AP ID Ethernet MAC Admin Status| Operatipnal  po,

Status

APD01d.451f.6c24 1 00:1d:45:1f:6c:24 Enable REG 1 Detail
s
gue APs
=nts
Juss
etwork
Network

N
Hinh 56

Trong qua trinh xem trén LAP néu nhu LAP dang ky qua 1au voi WLC c6 thé dung mot s6
1énh sau dé kiém tra trén LAP va cAu hinh trén router dé hd trg qua trinh dang ky:
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Trén LAP:
AP001d.451f.6c24#debug ip udp

Néu thdy goi thong tin tim kiém WLC dé download cdu hinh ma gui dén
255.255.255.255 dung udp port 12223 thi dung 1énh sau trén router tai cong dau véi LAP:

interface FastEthernet0/0

ip address 192.168.100.1 255.255.255.0
ip helper-address 192.168.99.24

duplex auto

speed auto

Mo thém port forward trén router cho port lién lac 12223.
Router (config)#ip forward-protocol udp 12223

Nhu vay qua trinh dang ky thanh cong.

Budc 4: Tao vlan va cung cip SSID cho nguoi ding.

Yéu cdu: tao ra viing cung cap truy xuat mang wireless cho ngudi ding, tao ving BSS
v6i SSID 14 vlan2 va ngudi dung khi lién két s& duoc cap dia chi thudc subnet
192.168.2.0/24.

> Tao cong luén Iy.
Cau hinh c6ng luan 1y (hinh 57).

Chon New, dat tén céng luén 1y 1a int2 thudc vlan2, chon Apply. Céu hinh céc tham sb
twong tmg nhu dia chi IP, 16p mang, default gateway... khi hoan tit chon Apply (hinh 58).
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Ceoes Sravims

Controlier Interfaces _Mew... |

General
Inventory

Interface Name VLAN Identifier I[P Address Interface Type
ap-manager untapped 192.168.99.25 Save
Interfaces managemart untagged 192.168.99.28  Static

Internal DHCP Server virtusl NA 1148 Stte

Mobility Management

Mobéity Growps
Mobdsty Statstics

Ports

Master Controller Mode
Network Time Protocol
QoS Profiles

B

"
2

BE

ore [T o Oemet = [ =
Hinh 57

Eiitn Bramimy

Controfler Interfaces = Edit < back | Apply |
Gemeral
Inventary General Information

Interfaces Interface Hame iz
Internal DHCP Server

Mohility Management
HMobility Grougs

Interface Address

Mobdity Stabites L ;2 -
Parts IF addrass 192.168.2.1
Master Controller Mode  Wetmask e
Wetveork Time Protocol Gatamay A92.168.2. 075
o5 Profiles
e Physical Information
Pot Homber 1
DHCP Information
Primary DHCP Server 1921682254
Sacondary DHCP Sarver (o000
AccEss Control List
ACL Neme “none
Mate: Chssdeng the e ace Darsmeters Causes the WLANG 1o Be
temporanly dissbled snd thus may result in loss of connectivity for some
clients
vasriptedkacion]| BI85 (]

Hinh 58
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» Tao vung wireless cd SSID vilan2.
Chon WLANSs --> New (hinh 59).

Ciscn Srarems onfiguration  Ping  Logout | Refresh
HELP
WLANS WLANS New... |
W;m WLAN ID WLAN SSID  Admin Status Security Policies
;9

AP Groups VLAN

* WLAN IDs 9-16 will not be pushed to 1130,1200 and 1240 AP models.

Done L . 192.165.99.24

Hinh 59
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Dién cac thong tin can thiét, trong truong hop nay SSID s& 1a Vlan2 (hinh 60).

Eiptn Bramuomy

WLANS WLANS = New _cmack | meply |

WLANS WLAN 1D )
WLARE

AP Groggs VLAY

WILAN ESID wiland

(RTT o

Hinh 60

Chon tity chon enable dé tich cuc cau hinh wlan cho ngudi ding cudi (hinh 61).

Configuration Fing L

Ciseo Svstems
MOMITOR = COMTROLLER  WIR 55  SECURITY MEM C 1S HELP

WLANS WLANS > Edit I
WLANs WLAN ID 2
WLANS
AF Groups YLAN WLAN SSID vlanz
General Policies Security Policies
Radio Policy

Layer Z Security go0z.1x%

[IMAC Filtering

Admin Status ¥iEnabled

Session Timeout {secs)  |1800
Quality of Service (QoS) | Silver (best effart) b Layer 3 Security @

WMM Policy [CJwreb Policy *
Client CAC AP CAC
7320 Phone Support DLimit DL\rmt
Broadoast 5510 [VIEnabled
N
Hinh 61
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Chon None trong phan Layer 2 Security (hinh 62), vi du cdu hinh ¢6 kém bao mat vui long
tham khao cac bai lab tiép theo.

WLANS = Edit < Back Apply
YLAMN ID Z
WLAM SSID Wlanz

Security Policies

General Policies

Radio Policy all i

Layer 2 Security
Admin Status [¥]Enabled

Session Timeout (secs) 1300

WPAZ

. . = 02,1
Quality of Service (QoS) [Silver (best effort) (s Layer 3 Security s TP
WHMM Policy Disabled |_S|tv?rgcn_\b;vol‘znpc;*802'1x
Client CAC AP CAC
7920 Phone Support DLimit DLimit

Hinh 62

Rang budc cu hinh vao giao tiép int2, chon Apply, hoan tat cau hinh (hinh 63).

WLANS > Edit < Back | Apply
WLAN ID z
WLAN SSID vlanz222

General Policies Security Policies

Radia Paolicy All b

Layer 2 Security | Mone ha

Admin Status [#]Enabled

Session Timeout {secs) 1800

[Cmac Filtering

Quality of Service (QoS) [Silver (best effort) v Layer 3 Security
WM Policy Disabled [ Cweb Palicy *
Client CAC AP CAC
7920 Phone Support DLimit DLimit
Broadcast 51D [“lEnabled
*eb Policy cannot be used in combination with IPsec
Allow AAA Override [Clenabled and LZTP.

Menabled **

Timeout Yalue (secs)

Client Exclusion

DHCF Server Ooverride

DHCFP Addr. Assignmen

Interface Name

Radius Servers

Hinh 63

** yrhen client exclusion is enabled, a timeout value of
zero means infinity(will require administrative owverride t
reset excluded clients)
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Trén router 2811, cAu hinh thém cong phuc vu cho mang 192.168.2.0/24 qua vlan2 dong
thoi cau hinh DHCP server cho mang nay.

Rl (config) #interface wlan-controllerl/0.2
Rl (config-subif) #encapsulation dotlQ 2
Rl (config-subif) #ip address 192.168.2.254 255.255.255.0

Céu hinh DHCP server trén router cip dia chi dong cho mang 192.168.2.0/24.

C2811l#conf t

C2811 (config)#ip dhcp pool vlan2

C2811 (config-dhcp) #network 192.168.2.0 255.255.255.0
C2811 (config-dhcp) #default-router 192.168.2.254

Tai thoi diém nay, néu ciu hinh dang, cac thiét bi wireless dau cudi c6 thé lién két va 13y dia
chi IP thanh cong.
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