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5.7. VAN DE XAC THUC TRONG KHI SU DUNG RESTFUL API

Khi chiing ta goi API, mot sb hé thong s& yéu cau chung ta thyc hién mot tién trinh xéac
thue (authentication). Van dé xac thuc ndy ciing twong tu khi ching ta truy cdp mot thiét bi nao
d6, thiét bi do6 sé thuc hién vai budc kiém tra nhu kiém tra tén nguoi dung va mat khau. Khi mot
ngudi ding di hoan thanh viée xéac thuc, bat ky thay d6i ndo ma ngudi dung thue hién théng qua
API s& anh huong dén toan bo tmg dung. Vi du, néu moét RESTful API duge dung dé xoéa dir liéu,
dir liéu d6 s& bi x6a ra khoi hé théng. Két qua ctua goi API dé x6a dit liéu s& gidng y nhu 13 nguoi
ding login vao hé thdng tir giao tiép dong 1énh CLI va thuc hién tac vu x6a dit liéu.

Vi giao tiép giita API client va API server dién ra bang cach sir dung cac chu ky HTTP
request/response cho nén néu tién trinh xac thuc ctia API tin dung cac co ché sén c6 caa HTTP
thi 46 ciing 1a diéu ty nhién. Ngay nay, phan 16n cac REST API sir dung céc truong c6 trong HTTP
header dé luu trit cac dit liéu khac nhau dung cho tién trinh x4c thyc.

Mic du cac cach hién thuc c6 thé khac nhau, mot cach téng thé, ching ta c6 ba cach tiép

e Kiéu xéc thyc co ban ding HTTP: dung cic co ché c6 sin caa HTTP.

e Kiéu xac thuc ding khoa API: phia client s& thém vao cac khoa tao trudc dé gan vao HTTP
header.

e Kiéu xéc thuc dung custom token: M{t token tao ra dong s€ dugc dung.

5.7.1. Kiéu xac thuc co ban

Pay 1a kiéu xac thuc don gian va phd bién nhat duoc dung trong API. Nhugc diém cua
kiéu xac thuc ndy 1a cac thong tin xac thuc duoc giri di & dang khéng ma hoa. Piu nay co nghia
13, néu chung ta ding HTTP nhu 14 giao thtrc 16p truyén vén (transport), cac dit liéu nay c6 thé bi
nghe 1én va thong tin ngudi dung (username, password) c6 thé bi 16 d& dang. Céac thong tin thudng
duoc hién thi & dang base64 trong dinh dang header cua HTTP.

Trong linh vuc lap trinh, dinh dang base64 la mot nhém cua cdc thudt toNdn chuyén doi tir
dang nhi phdn binary sang dang van ban bang cach hién thi dir liéu ¢ dang chuoi khoi 64bit.

Dé giai quyét yéu diém trén, kiéu xac thuc co ban thudng duoc sir dung véi SSL/TLS.
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Mot van dé 16n véi kiéu xac thuc co ban nay 1a mat khau ciia ngudi dung duoc giri qua lai
trong tir cudc goi API (API request). Co ché nay cang 1am gia ting kha ning ké tan cong bat dugc
cac luu lugng mang, trong d6 cé chtra mat khéu. Vi vdy, chung ta c6 thém mot 1y do nita dé ma
hoa cac kiéu goi API dung x4c thuc co ban.

5.7.2. Xac thuc dung cac khoa API (APl Keys)

Mot kiéu xac thuc khac ma mot s6 API co thé st dung 1a API key. Mot API key 1a mot
chudi ky tu duge xac dinh trudc ma client s€ giri dén API server. API key nay gidng nhu 1a mot
khoa bi mat, hoat dong giébng nhu mat khau. Bat ky ai hodc phan mém nao véi khoa nay co thé
thuc hién viéc goi API va co thé gy ra cac gian doan hé thong hay c6 thé truy cap cac dir lidu
quan trong. Khoa API thuong dugc ma hoa ¢ dang base64, vi vay no co thé dugc truyén bén trong
HTTP header. Trong lic truyen, cac khoa API nay cé thé duge luu trir & dang cookie hodc luu
trong mot HTTP header riéng 1é. Sau d6, bén may chu, gia tri nay s€ duoc so sanh véi cac gia tri
da Iuu trong co s¢ dit li€u cua céac khoa hop 1€.

Khéa API o thé dugc giri tir client dén may chi API theo ba cach:
e Dang chudi (string).
e Dung request header cia HTTP.

e Dung cookie.

Pay 1a mot vi du cia khoa API dung dang chudi.

GET /something?api key=abcdefl12345

Khoa API dang nay s€ ludn dugc gui bén trong tung cudc goi APL Tuy nhién néu ching
ta thyc hién nhi€u lan goi APIL, s€ rat bat ti€én néu ching ta phai nhap vao tirng chuoi ky tu nay.
Ltc nay, dé goi API, ching ta c6 thé dung kiéu request header hay ki€u cookie.

Kiéu request header thudong dugc thay khi ching ta st dung céng cu Postman (Postman 1a
mot cong cu cho phép ching ta thuc hién goi API va nhiéu chirc ning hitu ich khac) hodc khi
chung ta goi API bang céach viét cac doan Python scripts. Trong trudng header ctia API request,
lic nay chung ta can bao gdm thém céac chudi hoic token.

GET /something HTTP/1.1
X-API-Key: abcdefl12345

Dud¢i day 1a mdt vi du khac mo ta cach thie ban tao ra mot ngudi dung méi, sa dung AP/
key. BDoan chuong trinh dung Python va thu vién requests. Luu y cach thuc API key duoc thém
vao ham goi request nhu 1l HTTP header.
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def createUser (url, name, age):

headers = {'X-Api-Key' '28fnhu783hb39bb0"'}
payload = {'user': {' ame': name, 'age': agel}
try:
response = requests.post(url + '/users', headers=headers, data=payload)

if response.status_code == -

raise Exception ('API key invalid!"')
elif response.status _code == 403:

raise Exception ('API key not authorized!')
elif response.status code != =

raise Exception('API error: {}'.format (response))
except Exception as e:
print ('User creation failed! Error: {}'.format(e))
print ('User {} created successfully!'.format (name)

Trong truong hop mot khoa APT key khong con hop 1€, mot ma 16i 401 Unauthorized s€ bl
gui tra v€. Hodc néu khoa van con hop 1¢ nhung lai khong du quyén truy cép tai nguyén dang can,
ma 101 403 Forbidden s€ xuat hién.

Cudi cing, mét trong nhitng cach phd bién nhat dé goi API nhiéu lan 1a str dung cookies.
Mot HTTP cookie (hay con dugce goi 1a web cookie, browser cookie) 1a mot mau dit liéu nhé duoc
lru trén may tinh cta nguoi dung bén trong trinh duyét web. Cookie dugc thiét ké nhu 13 mot co
ché tin cdy cho cac website nhd cac trang thai cia mot phién giao dich (ching han nhu cac hang
hoa thém vao mot ré mua hang) hay ghi lai cac hoat dong ctia ngudi dung (cac nut duge nhin, cac
trang web dd xem trong qua khir). Trong truong hop ciia xac thue AP, mot cookies s& luu cac gia
tri chudi khoa API keytring va c6 thé dugc tai sir dung nhiéu lan.

Hinh bén dudi mo ta mdt API key cookie vdi cung mdt khoa trong vi du trudec.

GET /something HTTP/1.1
Cookie: X-API-KEY=abcdefl2345

5.7.3. Xac thuc dung custom tokens

Kiéu xac thuc custom token cho mot mot nguoi dung nhép vao tén ngudi dung va mat
khau. Sau d6 server sé tao ra duy nhat mot token da duogc ma hoa. Nguoi dung c6 thé st dung
token mé hoa nay dé truy cap dén cac trang da dugc bao mat hay cac tai nguyén khac ma khong
can phai nhap vao cac thong tin truy cp (tén ngudi ding va mat khau) nhiéu lan.

Tién trinh xac thuc dién ra nhu sau:

Client cb gang truy cp ung dung.

Vi client chua duoc xac thuc, nd s& bi diéu huéng redirect dén may chu xéc thye, & d6
ngudi ding s& phai cung cip username va password.

3. May chu xéc thyc s& kiém tra tinh hop 1& ctia thong tin. Néu thong tin 1a hop 18, mot
token s& dugc cap va tra nguoc vé cho nguoi dung.
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4. Lan goi API ké tiép cua client da c6 token, do d6 yéu cAu duoc t{uyén dén APL.
5. Dich vu API s€ ki€m tra token va phuc vu céc dir liéu theo yéu cau.

(External)
. Access Authentication

Server

2. Redirect & Authenticate
-

3 Issue Custom Token

4. Use Token 5 Validate Token
& Return Data

Vavi

Cac token co thé c6 thoi gian hiéu luc co gi6i han. Khi hét han, nguoi dung s& phai thyc
hién lai tién trinh x4c thyc bang cach nhap lai thong tin t€n nguoi dung va mat khau. Mot token
duoc thiét ké nhu 1a mot bang ching cho thay ngudi dung da xac thuc thanh cong. Token gitip don
gian hoéa qua trinh truy cap va giam sb 1an nguoi ding phai nhap thong tin truy cap.

Token thudng duoc Iuu trong trinh duyét web cua ngudi dung va duoc kiém tra mdi lan
nguoi dung can truy cdp céac thong tin bao mat. Khi nguoi dung thoat ra khoi trang web, foken s€
bi huy.
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REST Client REST API

HTTP GET Request
Get Access Token (Username, Password)

P

Authenticate User :l
o=

< HTTP Error Code 401 (Unauthorized Usar}

Generate Access and Refresh Tokens

HTTP 200 OK
Access and Refresh Tokens

All HTTP Actions
Request for Access to the Resource (Access Token)

P
Validate Access Token :]

HTTP Error Code 401 (Unauthorized User)

Appropriate HTTP Response
Give Access to Resource

In Case the Access
Token Expires

HTTP POST
Generate New Access Token {Access and Relfresh Token)

Validate Access and Refresh Tokens

HTTP Error Code 401 (Unauthorized User)

Generate New Access and Refresh Tokens :

HTTP 200 OK
Return Access and Refresh Token

<

REST Client

REST API

Cac may chu xac thyc thuong 13 cac dich vu bén ngoai (vi du nhu OpenID) dugc ding két
hop véi cac co ché cip quyén (vi du nhu OAuth 2.0). Cac foken thudng ciing chira cac dir liéu vé
phan quyén (authorization). Thuong thi cac may chua xac thuc dugce dung dé cap cac token co thé
duogc sir dung cho cac dich vu khac nhau cua cac nha san xuét khac nhau. Vi du chung ta co thé
dung dich vu xac thuc ctia Google dé truy cap nhirng site c6 trién khai Google Sign-In.

Thuat ngit phd bién duge dung cho loai xac thuc nay (va ca phan phan quyén) duoc goi 1a
SSO (Single Sign On). SSO cang ngay cang pho bién vi no rat hitu ich cho cac doanh nghiép cung

cap nhiéu loai dich vu khac nhau nhung mudn ding cting mot ID cho tat ca cac dich vu.

Céac uvu diém cua kiéu xac thuc dung custom token bao gom:
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e Thoi gian trd 101 nhanh hon vi chi c6 token cin phai dugc xac thyc, thay vi la tat ca céac
thong tin username/password. Cac phién duoc giit trong co s& dir liéu trong bd nhé toe
do cao.

e Don gian hoa viéc st dung céc dich vy khac nhau. Giam thiéu s luong hé théng Xac
thyc. Van dé xac thyc va phan quyén dugc hop nhat.

* Gia tang tinh bao mat. Cac thong tin truy cap khong bi truyén nhiéu lan Ltrong cac lan goi
APL Cac thong tin chi duge giri mot lan lac bat dau va dinh ky nhiing 1an sau, mdi khi
token bi hét han. Co ché nay giam thiéu nguy co tan cong MITM.

Kiéu x4c thyc ding foken ciing c6 nhuge diém 13 phire tap. Chiing ta it c6 kiém so4t chi tiét ting
token riéng 1¢ trong truong hop may chu xac thuc bi chiém doat.

Viét cho cong ddng SDWAN, DEVNET
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