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Tém tat Kién thirc VLAN, Trunking, QoS,
VXLAN, VRF CHO CONG BDONG VNPRO

1. Tong quan vé VLAN (Virtual LAN)

- VLAN la mét mang logic tach biét trong cuing mot ha tang vat ly, giup phéan chia
broadcast domain.

- Mdi VLAN c6 mot VLAN ID (VID), tir 1 dén 4094.

- Thiét bi trong cung VLAN cé thé giao tiép truc ti€p, khac VLAN phai di qua router
hoac Layer 3 switch.

2. Chuan trunk 802.1Q va Giao thirc VLAN Trunking

- 802.1Q la chuin trunking cho phép truyén lwu lwong nhiéu VLAN trén mot két noi
vat ly gitra cac switch.

- Header 802.1Q chén thém 4 byte vao gitra dia chi MAC ngu6n va Type trong frame
Ethernet.

- Tag gbm: TPID (0x8100), Priority (3 bits cho QoS), CFI (1 bit), VLAN ID (12 bits).

- Lénh Cisco: ‘switchport trunk encapsulation dot1q’, ‘switchport mode trunk’,
“switchport trunk allowed vlan'.

3. Gidi han va kiém soat lwu lvgng VLAN trén trunk

- Dung “switchport trunk allowed vlan® dé cho phép hoic chdn VLAN cu thé trén
trunk.

- VTP (VLAN Trunking Protocol) gitip dong bé VLAN giira cic switch trong domain.
- 'show interface trunk’ giap kiém tra cic VLAN dang chay trén trunk.

4. QoS trong moi trwo'ng VLAN va Voice VLAN

- QoS (Quality of Service) phan loai va wu tién lru lwong.
- Voice VLAN 1a VLAN riéng cho IP Phone, ddm bao do tré thap.
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- Thwdng gan CoS (Class of Service) = 5 cho thoai (wu tién cao).
- Cac k¥ thuat: marking (CoS/DSCP), policing, shaping, queuing.

5. VXLAN (Virtual Extensible LAN)

- VXLAN mé& rong VLAN qua ha tAng mang Layer 3 bang cach encapsulate frame
Layer 2 trong UDP/IP.

- Dung VNI (VXLAN Network Identifier) 24-bit, ho tro tdi 16 triéu mang ao.

- C4u truc gbi VXLAN gom: Outer MAC + Outer IP + UDP (port 4789) + VXLAN
Header + Ethernet goc.

- Cho phép tao mang Layer 2 mé& rong gitra cac Data Center.

6. VRF (Virtual Routing and Forwarding) va phan tach mang

- VRF tach bang dinh tuyén logic, tao nhiéu instance mang riéng biét trén cung thiét
bi.

- Twong tw nhw VLAN & Layer 3 - cho phép nhiéu tenant hoat dong doc lap.

- 'ng dung trong MPLS VPN, bdo mat multi-tenant.

- C6 thé két hop VXLAN + VRF d€ x4y kién tric mang phin tan va scalable.

7. Cac co’ ché bao mat va kiém soat VLAN

- Port Security: gi¢i han MAC dwoc phép truy cap.

- Private VLAN: tach biét may trong cung VLAN.

- VLAN Hopping attack: tdn cong vwrot VLAN qua switch misconfiguration hodc gan
tag gia.

- Giai phap: disable DTP, dung trunk allowed cu thé, kiém soat native VLAN.
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