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TONG KET KIEN THU'C VE DNS TRONG
DU AN MCSA-AZURE

TONG KET KIEN TH&C VE DNS TRONG DUF AN MCSA-AZURE

Duéi day 1a ban tong hop toan bd cac bai viét vé hé thdng phan gidi tén mién DNS da dwoc
trinh bay trong du 4n. Mdi phan déu giit nguyén tinh kj thuat, c6 vi du cu thé, dugc trinh
bay sao cho dé doc - dic biét phtt hgp véi ngwdi dang hoc hodc dang 1am trong céc linh vuc
hé thong, 4o hda, MCSA va ddm may.

1. Giéi thidu hé théng DNS

- DNS la viét tit cia Domain Name System - hé théng phan giai tén mién sang dia chi IP.

- Pay 1a mot trong nhirng nén tang co ban nhat cia mang Internet va ndi bé.

- Khi nguwoi dung gé tén mién (vd: vnpro.vn), may tinh sé truy vin DNS dé 14y dia chi IP thuc
té twong &ng.

- Cac ki€u ban ghi DNS phé bién: A, AAAA, CNAME, MX, PTR, NS, SOA...

2. Cac vai tro ctia DNS Server

- Authoritative DNS: c6 thAm quyén tra loi tén mién cu thé.

- Caching DNS: chi cache lai két qua tir noi khac.

- Forwarder DNS: chuyén tiép truy van DNS ra ngoai.

- Root Hint DNS: str dung danh sach ggi y root dé truy van tiép theo.

3. DNS Policies trong Windows Server

- H6 tro tao chinh sdch DNS dé kiém so4t truy vdn DNS theo vung dia ly, subnet, client name.
- 'ng dung: DNS Split-Brain, Geo-Location-Based Resolution.

- Vi du: cing mét tén mién nhwng tra vé IP khac nhau cho user trong mang noi bo va ngoai
Internet.

4. GlobalNames Zone (GNZ)

- Cho phép phan giai tén NetBIOS dang single-label name trong méi treong khong dung
WINS.

- Phut hgp véi doanh nghiép 16n da loai bd WINS nhung van mudn hd tro tén don gian.
- Chi can ciu hinh mot zone duy nhit tén “GlobalNames”, chira cac alias (CNAME).

5. Root Hints

- Danh sach cac may chi root DNS ctia Internet.

- DNS Server st dung Root Hints néu khong c6 Forwarder.

- C6 thé thay déi hodc cap nhat danh sach nay tir file named.root.

6. Conditional Forwarders
- Chuyeén tiép truy van DNS cho tén mién cu thé dén DNS server dworc chi dinh.
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- T6i wu héa hiéu ndng va do chinh xac trong méi trwong lién két nhiéu domain.
- Vi du: domainA.local c6 thé cau hinh forwarder dén domainB.local.

7. Secure Dynamic Updates va Zone Transfers
- C4u hinh DNS cho phép cip nhat dong (dynamic updates) an toan.
- B4o mat viéc chuyén viing (zone transfer) bang cach gi¢i han IP hoic dung TSIG.

8. DNS trén Nano Server

- DNS c6 thé trién khai trén Nano Server cho méi trweong nhe, khong GUIL

- Can c4u hinh qua PowerShell hoic remote quan ly.

- 7 buére trién khai bao gom: thém go6i DNS, ciu hinh zone, tao ban ghi, khéi dong dich vu...

9. DNS Debugging va cong cu chan doan
- Str dung nslookup, dig, dnscmd, Get-DnsServerResourceRecord.
- Kiém tra 16i phan giai, TTL, zone replication.

10. DNSSEC - Domain Name System Security Extensions
- Bao vé ban ghi DNS khéi bi gid mao (DNS Spoofing).

- Str dung cac chir ky s6 dé xac thye ban ghi DNS.

- Pwoc dung trong cac méi treong yéu cdu bao méit cao.

11. L6i pho bién va xtr Iy sw ¢6 DNS

- Khéng truy vian dwoc tén mién: Kiém tra IP DNS, zone c6 ton tai khong.
- Loi chAm: Kiém tra caching, round trip time, TTL.

- DNS bi loop hoéc c4u hinh forwarder sai: gy deadlock.

12. T6i wu héa hiéu suat DNS

- C4u hinh cache TTL hop ly.

- Dung forwarders gan v&i ha ting mang.

- Gidm s6 ban ghi wildcard, tranh dung recursion sau.

13. ('ng dung DNS trong Active Directory

- AD phu thudc hoan toan vao DNS dé phan giai SRV record.

- Mbi DC ding ky cac ban ghi _ldap._tcp, _kerberos._tcp trong zone DNS.
- Néu DNS 16i, ngwoi dung sé& khong thé ding nhap domain.

LOTKET

Hé thong DNS khong don thuan chila “d6i tén thanh IP”, ma con la nén tang séng con cho
moi hé théng mang, tir ndi bo dén Internet, tir Windows Server dén hé thong cloud hién dai.
Viéc hiéu ré ciu truc, chirc ndng, cdu hinh va bao mat DNS la mdt k§ nang khong thé thiéu
déi véi bat ky ky sw hé thdng ndo. Hay chac rang ban da ndm virng cic ndi dung trong tai
liéu téng két nay trwée khi trién khai thuc té!
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