CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
5 TRUNG TAM TIN HQC VNPRO
ﬂ Pﬂﬂ@ PC: 276 - 278 Ung Vin Khiém, P.25, Q.Binh Thanh, Tp H Chi Minh

Tém Tat Kién Thirc Spanning Tree
Protocol (802.1D)

F2 TONG QUAN VE SPANNING TREE PROTOCOL (STP)
Mang Layer 2 von khong cé khai niém dinh tuyén, nén néu ton tai nhiéu dwong két
ndi vat Iy song song gitra cic switch, kha nang rit cao sé xuat hién vong lap (loop).
Diéu nay khién frame bi quay vong vo tin, gy té liét mang, tiéu tén tai nguyén CPU,
lam tran bang MAC (goi la MAC flapping).

= Giai phap: Spanning Tree Protocol (STP) - chuan IEEE 802.1D ra doi dé dam bao
mang khong bi vong ldp bang cach chin bét cac cong dw thira, tao ra mot cdy logic
duy nhat.

%+ QUY TRINH HOAT PONG CUA STP TRUYEN THONG
1. Bau chon Switch goc (Root Bridge)
- Switch c6 Bridge ID nho6 nhit sé dwoc chon lam switch géc.
- Bridge ID gébm: Priority (mac dinh 32768) + MAC address.
- Néu tat ca switch d€ mac dinh, switch nao c6 MAC nho nhat sé dwoc chon.

2. Tinh toén chi phi (cost) dé dén Root

- Moi switch khong phai gbc sé xac dinh:
- COng nao 1a ngdn nhat vé root — goi l1a Root Port (RP).
- Trén méi segment, switch nao giri BPDU t&t nhit sé c6 Designated Port (DP).
- C4c cOng con lai 1a Alternate hodc Blocking.

3. Cac trang thai cong trong STP 802.1D
- Blocking: khong gtri, khong hoc MAC, ngan loop.
- Listening: chi 1dng nghe BPDU.
- Learning: hoc dia chi MAC nhwng chwa chuyén dir liéu.
- Forwarding: chuyén dir liéu va hoc MAC.
- Disabled: bi shutdown.
Tong thoi gian: 15s Listening + 15s Learning — 30 gidy.

4. H6i tu mang khi c6 thay doi topology
Ngay ca khi mang da 6n dinh, STP van giri BPDU dinh ky.
@ Khi c6 su kién (mat link, switch méi...) —» STP tai tinh toan so do.

g KY THUAT TOI U'U STP (trong 802.1D)
¢ PortFast: cho phép port vao forwarding ngay (dung cho PC).
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¢ BPDU Guard: néu nhin BPDU — shutdown port.

¢ Root Guard: ngan switch khac gia lam root.

€ TIPS THUC CHIEN

- Mdi VLAN c6 1 ciy STP (v&i PVST+).

- Bt root tai Core/Distribution, khéng dé mac dinh.

- show spanning-tree vlan 10: kiém tra trang thai, bridge ID, port role.

B TONG KET KIEN THUC COT LOI

1. STP ngan loop bang cach block cdng thira.

2. Mdi switch tinh dwdng tt nhat vé root.

3. Cac cong co6 thé 1a RP, DP hoac Blocking.

4. H6i tu mat khoang 30 gidy.

5. Dung PortFast, BPDU Guard, Root Guard dé t6i wu va bao vé mang.

- Loi két
STP 1a nén tang cho sw 6n dinh mang Layer 2. Nim virng STP 1a buéc dau tién dé
hiéu dwoc Layer 2 switching chuyén nghiép.
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