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A. YEU CAu:
- Cai dat dich vu DNS trén may PCO1 - Cau hinh dich vu DNS:
+ C4u hinh Primary Zone trong Forward Lookup Zone v&i tén: 23TH02.VNPRO
+ C3u hinh Reverse Zone trong Reverse Lookup Zone v&i dai: 192.168.1.0
C4u hinh cac ban ghi: A, PTR, CNAME.
- Khai bdo DNS client va kiém tra:
+ Khai bdo tén may: PCO1

+ DUng nslookup dé kiém tra phan giai

B. CHUAN BI:
+ PCO1: Windows Server 2016 dé cai DNS
+ PC02: Windows 10 dé kiém tra phan giai.
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THUC HIEN:

B1. Cai dat Domain Controller trén may PCO1.
B2. Join mdy PC02 vao Domain Controller.

B3. M& Control Panel 2 Network and Sharing Center, chon Change Adapter Settings.
Chudt phai Ién card LAN, chon Properties = Chon Internet Protocol Version 4 (TCP/IPv4)
- Nhéan Properties.

e

[
v

Networking

Connect using:

&¥ Intel(R) 82574L Gigabit Network Connection

This connection uses the following tems:

V| % Client for Microsoft Networks

¥ JB Fie and Printer Sharing for Microsoft Networks
o8} QoS Packet Scheduler

- Microsoft Network Adapter Multiplexor Protocol
-4 Link-Layer Topology Discovery Mapper /0 Driver
-4 Link-Layer Topology Discovery Responder

«4. Intemet Protocol Version 6 (TCP/IPv6)

B Intemet Protocol Version 4 (TCP/IPv4)

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

KK KK R

B4. O muc Preferred DNS Server, trd vé IP clia chinh minh & OK
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Internet Protocol Version 4 (TCP/IPv4) Properties 360

[ General ]

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: [192.168. 1 . 100 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: [ . . . I

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: [ 192 .168 . 1 . 100 I

Alternate DNS server: [ 8 ” . I

[]validate settings upon exit Advanced...

B5. M¢& Server Manager, vao menu Manage, chon Add Roles and Features
B6. Man hinh Welcome >  Next

B7. Man hinh Select installation type = Chon Role-based or feature-based installation

-  Next

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/c/VnProTrung TamTinHoc



CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
. TRUNG TAM TIN HQC VNPRO

m%’@, DC: 276 - 278 Ung Viin Khiém, P.25, Q.Binh Thanh, Tp Hb Chi Minh

PT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

= Add Roles and Features Wizard (= [= [T

DESTINATION SERVER

Select installation type scot

Before You Beain Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type

; Son ® Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

Serv

m
w
I
i

_) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

I < Previous I | Next > ] nstal

B8. Man hinh Select destination server, gitt nhu mac dinh >  Next

B9. Man hinh Select server roles, ddnh dau chon vao 6 DNS

B10. Tai clra sé Installation progress, click vao Close dé két thic qua trinh cai d&t
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DESTINATION SERVER

Installation progress e

View installation progress

o Feature installation
—_—

Installation succeeded on PCO1.

DNS Server
Remote Server Administration Tools
Role Administration Tools
DNS Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | ’ Next> | | Close Cancel

B11. Vao Server Manager » Tools » chon vao dich vu DNS
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File Action View Help

o 2mc BHm i A

2 DNS

4 § Pco @ Add a New Zone

b (L) Global Logs
p . Forward Lookup Zones 2 e A
The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone

:: Reverse Lookup Zones| stores information about one or more contiguous DNS domains.
p . Trust Points
p . Conditional Forwarders To add a new zone, on the Action menu, click New Zone,

B12. Click chudt phai tai Forward Lookup Zones chon New Zone... Next

File Action View Help
e nmc Bm i 03

| ]
£ DNS
4 i PCO1 @ Add a New Zone
b [ Globallogs
= R s gia i New Zone... ystem (DNS) allows a DNS namespace to be divided into zones. Each zone
W TEVEISE l..ookup Z9n ~bout one or more contiguous DNS domains.
p . Trust Points View »
p | Conditional Forward on the Action menu, click New Zone.
Refresh
Help

Create a new zone.
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B13. Tai ctra s6 Zone Type, chon vao Primary zone > Next

New Zone Wizard =l
Zone Type
The DNS server supports various types of zones and storage. y

Select the type of zone you want to create:

® Primary zone
Creates a copy of a zone that can be updated directly on this server,

) Secondary zone

Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

") Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing a stub zone is not

authoritative for that zone.
Store the zone in Active Directory (available only if DNS server is a writeable domain
controller

| <Back | Next>£€\ Cancel

B14. Tai cira s6 Zone Name, nhap vao tén mién: 23th02.vnpro > Next

TOARIC B e = oy

MNew Zone Wizard -

Zone Name
] Whatis the name of the new zone? '

The zone name specfies the portion of the DNS namespace for which this server is
authoritative. It might be your organization’s domain name (for example, microsoft.com)

or a portion of the domain name (for example, newzone.microsoft.com). The zone name is & to be divided into zones. Each zone
not the name of the DNS server,

mains.

Zone name;
23th0Z.vnpro

< Back || Mext = ‘ | Cancel

B15. Tai ctra s6 Dynamic Update, chon vao Allow both nonsecure and secure dynamic updates

> Next > Finish
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Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
specdified the following settings:

MName:  23th02.wnpro
Type: Standard Primary
Lockup type: Forward

File name: 23th02.vnpro.dns ~

MNote: You should now add records to the zome or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish,

B16. Click chu¢t tai Reverse Lookup Zones, chon vao New Zone » Next

Tl
£

ile Action View Help
e 2w c Bm i@
| 2 ons

4 i PCol @ Add a New Zone

b (L) Global Logs
p | Forward Lookup Zones

The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone

; ;_?I New Toner rores information about one or more contiguous DNS domains.
[ —‘ C“* View » "0 add a new zone, on the Action menu, click New Zone,
Refresh
Help

Create a new zone.

B17. Tai cira s6 Zone Type, click chon vao Primary zone > Next
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Zone Type
The DNS server supports various types of zones and storage.

Select the type of zone you want to create:

(®) Primary zone
Creates 3 copy of a zone that can be updated directly on this server,

() Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.

() Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

| Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

| <Back | mext> | | cancel |

B18. Tai cira sd Reverse Lookup Zone Name, click chon vao IPv4 Reverse Lookup Zone

> Next

Reverse Lookup Zone Name
A reverse lookup zone transiates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6
addresses.

(®) IPv4 Reverse Lookup Zone

() IPv6 Reverse Lookup Zone

| <Back | mext> | | cancel |

B19. Tai ctra sd Reverse Lookup Zone Name, nhdp vao Network ID: 192.168.1. > Next
> Next
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Reverse Lookup Zone Name
A reverse lookup zone transiates IP addresses into DNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone,
(®) Network ID:

|192 R IR

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order,

If you use a zero in the network ID, it will appear in the zone name., For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

() Reverse lookup zone name:
1,168.192.n-addr.arpa

| <Back | mext> | | cancel |

B20. Tai cira sO Dynamic Update, chon vao Allow both nonsecure and secure dynamic updates
> Next > Finish

Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Dynamic updates enable DNS chent computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

(®) Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
4 This option is a significant security vuinerability because updates can be
T accepted from untrusted sources.

) Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

| <Back | mext> | | cancel |

B21. C4u hinh tao ban ghi cho may PCO1: Chon tén mién 23th02.vnpro » Click chudt phai
> New Host (A or AAAA)
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e DNS Manager = | = -

File Action View Help

e« 2@ XE 6= ias

5 Mame Type Data
g SRV §:| (same as parent folder) Start of Autherity (SOA) [1], srw., hostmaster.
- Global Logs ﬂ(same as parent folder) Mame Server (MNS5) T,
4 || Forward Lookup Zones

= 23thD2xnpr

b ] Reverse Lookup Update Server Data File
I+ | Trust Points Reload
I+ || Conditional Fora Mew Host (A or AAAA)...

Mew Alias (CNAME)...

Mew Mail Exchanger (Mix)...

Mew Domain..

Mew Delegation...

Other New Records...

DMSSEC ]

All Tasks 2
Wiew >
Delete

Refresh
Export List...

Properties

Send command to server to

Hel
n =0 T 7 1 = PNS T

B22. Tai cira s6 New Host, Name: PCO1, IP address: 192.168.1.100 5 Click tai Create
associated pointer (PTR) record. (dé may tu dong tao ban ghi PTR) 5> Add Host > OK

ﬁ DMNS Manager - |0 x

File Acticn View Help

e Hm XE G P EE
]

£ DNS =
4 3 srv Mew Host -

srv., hostmaster,
[ Global Lags
4 ] Forward Lookup Zones

Mame {uses parent domain name if blank):

° | PCO1 |
2 23th02wvnpro
1 [ Reverse Lookup Zones Fully qualified demain name {FQDN):
»E &ﬁ Points [ Pco1.23tho2.vnpro. |
p [ nditional Farwarders
IP address:

| 152,163, 1. 100 |

Create assodated pointer (FTR) record

Add Host || Cancel

B23. Tiép tuc tao ban ghi host A cho may PC02
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MNew Host -

Mame {uses parent demain name if blank):
|PCDZ |

Fully qualified domain name {FQDM):
[ Peoz.23tho2.vrpro. |

IP address:
|192‘168.1.101 |

Create associated pointer (FTR) record

Add Host | | Done
B24. Tao mdéi ban ghi CNAME
e DNS Manager
File Action View Help
e« EXEB o=z Hm § 8z
5&. DMS Mame Type Data
o i SRV Q (same as parent folder) Start of Authority (SOA) [1], srw., hostmaster,
[ Global Logs Q (came ac parent folder) Mame Server (N5} s,
4 [ Fgrward Lookup Zones gpc(_ﬂ Host (4) 192.168.1.100 |
Ed 23th0g nom “— - Host [4) 192.168.1.101
p [ Reversel Update Server Data File
B | TrustPoi Reload
b [ Conditior New Host (A or AAAA)...

Mew Alias (CNAME)... %_[
MNew Mail Exchanger (MX]...

Mew Domain...

MNew Delegation...

Other New Records...

DMSSEC 3
All Tasks 3
View 3
Delete ~
Refrech
Export List...

Properties

Create a new alias res|

Help

A 1 T wF  [akic L I

B25. Tai man hinh New Resource Record > nhap vao muc Alias: www, muc FQDN: chon dén

PCO01.23th02.vnpro 5 OK

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/c/VnProTrung TamTinHoc



CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
. TRUNG TAM TIN HQC VNPRO

m%’@, DC: 276 - 278 Ung Viin Khiém, P.25, Q.Binh Thanh, Tp Hb Chi Minh

PT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

New Resource Record x
Al reniavacy L
Browse -
n
Lockin: ] 23th02.umpro v]
Records:
MName Type Data Timestamp
= oot | Host (A) 192.1687%...,
=lrcoz Host (&) 192.168.1....
Selection: PC01.23th02. vnpro
Record types: Hosts and Aliases (A and CNAME Records) ~ |
| K | | Cancel |
| oK | | Cancel |
g Mew Resource Record -
§ Alias (CMNAME)
Alizs name {uses parent domain if left blank):
| s |
Fully gualified domain name (FQDN):
1 | www, 23th02, vrpro. |
c Fully gualified domain name (FQDN) for target host:
| PC01.23th02. vnpro | | Browse... |
oK | | Cancel

B26. Qua PC02, kiém tra phan giai IP sang tén mién
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npro

vapro
.1.168

Nhu vay ta da truy van dugc cdc may trong mang local nhung khi truy van hay ping t&i mot tén
mien bén ngoai thi khong dugc

B Command Prompt

Dé thyc hién phén giai tén mién cac dia chi & bén ngoai mang LAN ta sé& cai dat DNS recursive
B27. Vao Server Manager = Tools = chon vao dich vu DNS

B28. Chu¢t phai vao Server DNS = Chon Properties

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/c/VnProTrungTamTinHoc



CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

N . TRUNG TAM TIN HQC VNPRO

T PC: 276 - 278 Ung Viin Khiém, P.25, Q.Binh Thanh, Tp HS Chi Minh
¥nPro

PT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

2 DNS Manager - | x

File  Action View Help
o5 M XEd=: Br {86

f_% ON% H MName
ﬂ WIN-QO VDS Az 08 _—
Configure a DNS Server...

New Zone...

Set Aging/Scavenging for All Zones...
Scavenge Stale Resource Records
Update Server Data Files

Clear Cache

Launch nsloekup
All Tasks »
Wiew 3

Delete

Refresh

Export List...

Properties I:}

Help

Opens the properties dialeg box for the current selection.

B29. Chon Tab Advanced = Tich vao 6 Enable automatic scavenging of stale records dé tu dong
x0a cac ban ghi DNS khong con st dung

WIN-QQUKRS4GUSM Froperties 7 X
Debug Logging Event Logging Monitoring
Interfaces Forwarders Advanced Root Hints -

Server version number:
10.0 14333 {ix35833)

Server options:

[(Disable recursion (also dissbles forwarders)
[CJEnable BIND secondaries

[IFail on load if bad zone data

[wlEnable round robin

[wlEnable netmask ardering

[wlSecure cache against pollution

Name chedking: Multibyte (LTFS) ~
Load zone data on startup: From Active Directory and registry

Enable automatic scavenaing of stale records
Scavenging period: days w

Reset to Default

Cancel Apply Help

B30. Chon Tab Forwarders = Edit = Nhap dia chi DNS Google - OK
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Edit Forwarders X

IP addresses of forwarding servers:

P Address Server FQOM validated Delete
'ﬁ'ﬁ.ﬁ.ﬁ.ﬁ dns.google oK Up
'ﬁ'ﬁ 8.4.4 <Unable to resalve= oK

Down

Mumber of seconds before forward queries ime out;

The server FQDN will not be available if the appropriate reverse lookup zones and entries are not
configured.

cancel

B31. Chon Tab Root Hints > Remove cac Root Server mac dinh

Debug Logging Event Logging Monitoring
Interfaces Forwarders Advanced Root Hints

Root hints resolve queries for zones that do not exist on the local DNS
server, They are only used if forwarders are not configured or fail to

respond.

Name servers:
Server Fully Qualified Domain Name (FQDN) IP Address Lo
A.ROOT-SERVERS.NET. [198.41.0.4] [20.
B.ROOT-SERVERS.NET. [192.228.79.201.
C.ROOT-SERVERS.NET. [192.33.4.12] [2..
D.ROOT-SERVERS.NET. [199.7.91.13] [2..
E.ROOT-SERVERS.NET. [192.203.230.10]
F.ROOT-SERVERS.NET. [192.5.5.241] [2..
G.ROOT-SERVERS.NET. [192.112.36.4]
H.ROQOT-SERVERS.NET. [198.97.190.53] . «
< >

Add... | Edit... ‘ | Copy from Server

e =

B32. Chon Apply > OK

B33. Mé CMD - Nhép 1énh net stop dns && net start dns dé khoi dong lai dich vu DNS
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B Administrator: Command Prempt

Ping request could not find hos .com. check the name and

Reply fraom

Ping s
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