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LAB 3: TRIEN KHAI HE THONG CISCO SD-WAN VOI HAI PUONG
TRANSPORT

I. So dd

It le0: 10.10.1.1/24

|
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tint lo1: 10.10.2.1/24
- B
P
-— \Sysmm-ip' 1113 ===

1
tintlo2: 10.10.3.1/24
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N
L s\ ) S - &7 (203) 200.200.3.0/50 m\.S’E System-ip: 4.1.1.1 1925-::;0 - : s
System-ip: 1.1.1.1 - - G ﬁ‘_ﬁ:im lot: 10.10.8.1/24
2 lenms 254 2 1
Thong tin cta cac thiét b
Tén thiét bi Username Password Version
vManage admin Admin 20.10.1
vBond admin Admin 20.10.1
vSmart admin Admin 20.10.1
VvEdge admin Admin 20.10.1
PC Test123 Windows 10
BANG 1: Bang quy hoach IP
Host VPN 0 VPN 512 VPN 11
vManage 10.1.1.1/24 192.168.1.1/24
vBond 10.1.1.2/24 192.168.1.2/24
vSmart 10.1.1.3/24 192.168.1.3/24

vEdge-site 1

200.200.1.2/30
172.16.1.1/24

192.168.10.254/24

vEdge-site 2

200.200.2.2/30
172.16.1.2/24

192.168.20.254 /24
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vEdge-site 3 200.200.3.2/30 192.168.30.254/24
172.16.1.3/24

IL Yéu ciu:
Dung hé théng Cisco SD-WAN theo so do trén.
Céu hinh cac thiét b ¢& dam bao dé bao cac dja chi IP WAN (VPNO) & céc site ¢ thé thiy nhau

Céu hinh Bring up controller: vSmart, vBond, vManage va cac vEdge
III. Thyc hién:

3.1. C4u hinh céc thiét bi dé dam bao dé bao cac dia chi IP WAN & cac site c6 thé thdy nhau
e Cau hinh vmanage:

config ter

system

host-name vmanage
system-ip 1.1.1.1

site-id 1000
organization-name VnPro
vbond 10.1.1.2

vpn O

interface ethO

no shut

ip address 10.1.1.1/24
tunnel-interface
allow-service all

exit

ip route 0.0.0.0/0 10.1.1.254
vpn 512

interface ethl

ip add 192.168.1.1/24

no shut
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| commit and-quit

e CAu hinh vsmart:

config ter

system

host-name vsmart
system-ip 1.1.1.3

site-id 1000
organization-name VnPro
vbond 10.1.1.2

vpn 0

int ethO

no shut

ip add 10.1.1.3/24
tunnel-interface
allow-service all

exit

ip route 0.0.0.0/0 10.1.1.254
vpn 512

interface ethl

ip address 192.168.1.3/24

no shut

commit and-quit

e CAu hinh vbond:

config ter
system
host-name vbond
system-ip 1.1.1.2
site-id 1000
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organization-name VnPro
vbond 10.1.1.2 local vbond-only
vpn O

interface ge0/0

ip address 10.1.1.2/24
tunnel-interface
encapsulation ipsec
allow-service all

ip route 0.0.0.0/0 10.1.1.254
vpn 512

int ethO

no shutdown

ip address 192.168.1.2/24

commit and-quit

e CAu hinh vedge 1:

conf t

system

host-name vedgel
system-ip 2.1.1.1
site-id 1
organization-name VnPro
vbond 10.1.1.2

vpn 0

int ge0/1

ipadd 172.16.1.1/24
tunnel-interface
encapsulation ipsec

color mpls
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no shutdown

allow-service all

exit

ip route 10.1.1.0/24 172.16.1.254
vpn 512

int eth0

no shut

commit and-quit

e CAu hinh vedge 2:

conf t

system

host-name vedge?2
system-ip 3.1.1.1

site-id 2
organization-name VnPro
vbond 10.1.1.2

vpn 0

int ge0/1

ip add 172.16.1.2/24
tunnel-interface
encapsulation ipsec
allow-service all

color mpls

no shut

ip route 10.1.1.0/24 172.16.1.254
exit

commit and-quit
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e Cau hinh vedge 3:

conf t

system

host-name vedge3
system-ip 4.1.1.1

site-id 3
organization-name VnPro
vbond 10.1.1.2

vpn O

int ge0/1

ip add 172.16.1.3/24
tunnel-interface
encapsulation ipsec
allow-service all

color mpls

no shut

ip route 10.1.1.0/24 172.16.1.254
exit

commit and-quit

e ChAu hinh router Internet:

conf t

hostname internet

interface Ethernet0/0

ip address 200.200.1.1 255.255.255.252
ip nat inside

no shut

|

interface Ethernet0/1
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ip address 200.200.2.1 255.255.255.252

ip nat inside

no shut

!

interface Ethernet0/2

ip address 200.200.3.1 255.255.255.252
ip nat inside

no shut

I

interface Ethernet0/3

ip add dhcp

no shut

ip nat outside

I

interface Ethernet1/0

ip address 200.100.1.1 255.255.255.252
ip nat inside

no shut

I

ip route 10.1.1.0 255.255.255.252 200.100.1.2
access-list 1 permit any

ip nat inside source list 1 interface Ethernet0/3 overload

e CAu hinh router R:

conf

hostname R

!

interface Ethernet0/0

ip address 10.1.1.254 255.255.255.0
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I
interface Ethernet0/3

ip address 200.100.1.2 255.255.255.252
no shut

!

interface Ethernet1/0

ip address 172.16.1.254 255.255.255.0
no shut

|

ip route 0.0.0.0 0.0.0.0 200.100.1.1

3.2. C4u hinh Bring up controller: vSmart, vBond, vManage va cac vEdge
Sau khi d4 cdu hinh co ban cho ca cac thanh phan controller trong SD-WAN fabric ta tién hanh
promote vManage 1én thanh CA( Certificate Authority). Dung trinh duyét trén pc (trong so d6 lab)
login vao portal vManage:

https://192.168.1.1:8443

Két noi thanh cong vao vManage.

ks Cisco SD-WAN x UEE
|« C A Notsecure | httpsi//192.168.1.1 TR

: ; i P

nlllclllo
CIsCcoO

SD-WAN

admin
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IV. Kiém tra:
Két noi thanh cong vao vManage.
% Menitor - Overview Cisco SDW. x -+ N — x
&« C A Notsecure | bttps://192.168.1.1/#/app/monitor2/overview ¥ % 0O a
= Cisco SD-WAN Reso @ Al Sites Overview O = o

m Devices Tunnels Applications Security VPN More : 2
] =0 [T
Overview © = | M

CONTROLLERS WAN Edges CERTIFICATE STATUS LICENSING REBOOT

0 0 1 0 0 0 0

vBond vSmart vManage Reachable Warning Assigned Last 24 hrs

Invalid
24 Hours v Actions v
Site Health © 24 Hours G erforming Sites v Tunnel Health @ 24 Hours Latency (ms) v  Good Tunnels \v
0 0
No Data to Display No Data to Display

O bai lab nay ching ta s& ding vManage 1am server chimg thuc. Dung openssl dé tao va ky
certificates tur vshell

- Sau khi két néi thanh cong vManage ta s& tién hanh promote vManage 1én thanh CA: dung
terminal console trén vManage:

+ G6 1énh vshell d&é vao Shell mode cau hinh openssl: “ vshell”

+ Tiép theo generate key RSA 2048 ta gd 1énh : “openssl genrsa -out ROOTCA . .key 2048”

+ Sau khi da c6 key ta s€ generate | ROOTCA ta go 1énh: “openssl req -x509 -new -nodes -key
ROOTCA.key -sha256 -days 2000 -out ROOTCA.pem”

+ Tiép theo ta gb theo tiy chon, con khong gd gi thi cir enter cho qua

- Tiép theo vao PC (trong so dd lab) SSH vao vmanage véi ip: 192.168.1.1
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onitor - Over x  +
| € C A Notsecure | hitps://192.168.1.1/#/app/monitor2/overview = % O &
|
= Cisco SD-WAN () Select Resource Groupw @ All Sites Qverview O o= 0 O
@ Devices  Tunnels  Applications  Security VPN More - 2
Overview @ #8 PuTIV Configurstion X G = EE
Category:
=) Session Basic options for your PUTTY session
i Logging
CONTROLLERS R Specfy the destination you want to connect to REBOOT
: Host Name for P address) Port
{ i Keyboard
0 0 1 P [z |E 0
vBond vSmart vManage | | Fedues ErmzrEniTe Last 24 hrs
7 Window @3SH O Seial OOther: | Tehet ~
Appearance
¢ Behaviour Load, save or delete  stored session
i Translation Saved Sessions
| i Selection
i e Colours - .
£} Connection Default Settings Load <4 Hours v Actions v
Data
. — Proxy Save
Site Health © 24 Hours & S5H 24 Hours Latency (ms) v Good Tunnels v
Delete
Serid
Telnet
Rlogin
- SUPDUP Close window on exit
(O Aways (O Never (8 Onlyon clean ext
ot Canc
i ane
No Data to Display No Data to Display

1110 AM

~ 5@

+ Ta vao shell mode vai [€nh vshell g6 1énh: cat ROOTCA.pem dé doc chung chi sb, sau d6 ta
copy ching chi sé d6 tir begin dén end

EF 192.168.1.1 - PuTTY - O ¥

~% cat R AP
BEGIN CERTIFICATE—————
MITDbTCCAIWgAWIBAgITVdzgMAJuD7ihl.OtfIn=HjCHF S6cwDQY JKoZThvcHAQEL
EQAWR JELMA kG 1 TEEhMCVE4xDDAKBgNVELAgMAOh DT TEMMACGAIUE Bww D SENNMO 4w
DAYDVOOKDAVNT1BSTzELMAKGA I TE CwwC SVOwHhcHMj MwN j I 2ZMTEWwODUwWhcHMj gx
MIEZMTEWwCDUWN ] BGHMOswlOYDVOOGEWJIWT JEMMRAoGA I UE CAWD SENNMOwwCgY DVOOH
DANIQO0xDj AMBgNVBAoMBYVZOUFE JPMO=wCOYDVOQLDATIVDCCAS IwDQY JKoZ Thvel
ROEBBQADggEPADCCAQoCggEBATOMe ko FTWgRNmZGIMwT rXk0UvemAFJHEXWiIiIG6jC
KzlmSx3X5530bkSEDhn3FHiMwlj 6304 kHANcBzHNgdjide57TyeIladVD+Ef1NpyON
JZ6AFzxydvnZkyMEEScyzlz fwlghDEJYOmP4VEkSAckcXC1hU6fA k]l fWxeNT jaheE
bx3b2XrtkH6 jVgigRnFOPXd9wIolTOuDWDVAE01AqLt BhnOKo2D02ABoAspXaSHE
BT47jDyvHOYB=9LEBExMOUxrcelpe4asJei+BHiTeSKIIGiALG0cGSPYTHITIF X
/S SByOGHZOirrtT4eQ4EtrfFtRkPR,/ 1p4SP+Rb3WMOK Y] LBECAWEA LaNTMFEWHOYD
WROOBBYEFHxVS/dEjRXVujsF+HkuHAodgi PgMBEGAITdIWQYMBaAFHXVS / dKjRXV
uj sF+HkuHROdgi PgMASGAIUAEWER/ wQFMAMBAFBwDOY JEoZ ThveNAQELBOADgGEB
BESsYblrMNsdoCl+rHAO4pzMaW9i05y1N1Io0/WLEP] 2 jX+PW9s0iUhIha/anRwP
gQUeIgleb/LZWRBRMIGPaCe/F+NzXgXI/ /AKjVaQl TP1eNS5stRYUNESCFE3+tK3/
[Wgia/H1sEvOWXAHQE] cOmDN1bME,/ LEJNOIJMUksWzHbCGEcd/ PEGFcaNFY638Wzp3
kEVg+IQzo,/ msrmxJr LEGESbCnaZ YpXRvJOXS5hE /KyudG+BeT4xWY SYyNrv431wPe2
Rnfljl0kSdhGFGs JawTGoiYUfgHgnwvlvLF4ntIuxoTngREKP/wgvBFJCcHjcSGuA
z9Jg4b9T1CNLH] Gbm+JPnTO=

- Sau d6 ta vao Administration — Setting — Controller Certificate Authorization — chon
Enterprise Root Certificate roi paste vao Certificate chon Import & Save
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s HBe

ks Monitor - Qverview Cisco SDWA X +

& G A Notsecure | hitps://192.168.1.1/#/app/monitor2/overview
PP,

Cisco SD-WAN

nels Applications

Monitor Settings “

Manage Users
Configuration
Cluster Management

Tools
Integration Management

Maintenance Root CA Management 0
Warning
Disaster Recow 1 Invalid
VPN Groups
Workflows
Colo Groups
VPN Segments Sites v

Analytics License Management

Resource Group

admin n O

htpsy//192.168.1.1/#/3pp/administration/settings
T
O 5= O m O O

Wl Administration

x  +

&« C A Notsecure | hitps://192.168.1.1/#/app/administration/settings

= Cisco SD-WAN © se

\/

Resource Groupv
Administration Settings

Controller Certificate Authorization Cisco

Certificate Signing by

o (Recommended) () Digicert  (O) Manual ) Enterprise Root Certificate

Certificate
DANIQOOxDjAMBaNVBAGMBYZOUFJPMQswCQYDVQQLDAJVDCCASWDQYKoZIhveN
AQEBBOADGGEPADCCAQGCOgEBAIOMekQofTWGRNMZGIMw TrxkOUvBmAF JHXWiljc
Xzkm9x3X9930bk9KDhn3FHMwQjB304k HANCBzHNGdjidBS7yelaBVD + Ef NpyON
Z6AFzxydvn. GhDEJYQmP: ckeXCIhUBTFAK1AWxeN TjAheE
bx3b2XrtkHE{VafaRnF 9PXdSwlol TQUDWDVABQ1AgLtBhnOKo 2D02ABoASpXaSNf
BT47|DyHQYB29b6BAxMQUxrceUpedas. Jei+ BHileSKIIGIABEOCGIPYFHIT Fx8e
/S8yOGHzQjrrtT4eQAEfFRKPR/ 1p49P+ Rb3WMOKyjLBEGAWEAAaNTMFEWHQYD
VROOBEYEFHxVS/dKRXVujsF+ HkuHAGdQiPGMBBGA T UdiwQYMBaAFHXVS/dKIRXY
ujsF+HkuHAodq A1UGEWEB/wQF QV.JKoZIhveNAQELBQADGEB
AESsYb1rNNsdtClerHADApzMaWainsyIN 1100/ WLKP{2iX+PW3sQjUhlha/a
qQUEIg1eb/LZWRBRMIGPaC6/F +NzXaXl/[AKWaQ17P16N5StRYUWESCFk3 + tk3/
Waia/H1sRVOWXAHQSjcOmDNIBME/LEIXOIMUKsWzHBCGBE )/ PEGFcaNFY638Wzp3
KVa+TQzo/mSrmxJrLKGKEbCpaZYpXRvJOXSHP/KyudG+Be T4xWYSYyNrv+3iwPe2
Rnflj10kSdhGFGsJxw7GoiYUfgHgnwy vL Fantluxa TngRKP/y
29Jq4bSIICNLH|Gbme+JPRTQ=

END CERTIFICATE

GuA

Cancel

CERTIFICATE STATUS

Tunnel Health

Overview

Security VPN

0

Assigned

Tunnels

Settings

More -

LICENSING

2

REBOOT
Last 24 hrs

24 Hours v Actions v
24 Hours Latency (ms) v Good Tunnels v

No Data to Display

- 11:14 AM
5 & 6/26/202: U

Ta chinh lai :

+ Organization name: “VnPro”
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+ Vbond: “10.1.1.2”

s Administration - Settings Cisco © X 4
< C A Notsecure | hitps//192.168.1.1/#/app/administration/settings
= Cisco SD-WAN () Select Resource Group~ Settings

Administration Settings

Organization Name
vBond

Alarm Notifications

Hardware WAN Edge Certificate Authorization
Controller Certificate Authorization

‘WAN Edge Cloud Certificate Authorization
Certificate Revocation List

Web Server Certificate

Enterprise Feature Certificate Authorization

Umbrella DNS Certificate

Enforce Software Version (ZTP)

VnPro

10.1.1.2 1 12346

Disabled

Onbox

Enterprise

Automated

Disabled

18 Jun 2026 2:34:11 PM

-
= w 0O
O =0
View | Edit
View | Edit
View | Edit
View | Edit
View | Edit
View | Edit
View | Edit
| Certificate
View | Edit
View | Edit
View | Edit

==> vManage da dugc promote lén thanh CA

- Dung vManage dé ky chimg thuc cho vManage, vSmart, vBond.

Vmanage

+ Truy cap vao giao dién web dé tao mot yéu cau ky chimg thyc

+ Configuration — Certificates — Controllers — vManage — Generate CSR d¢ tao file

vmanage _csr
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&% Configuration - X + v - X
« C A Notsecure | bttps//192.168.1.1/#/app/config/certificates/vedgelist 2 Y O & :

Cisco SD-WAN Certificates O = 684
ge List Controllers TLS Proxy
Monitor

TLS/SSL Proxy

Network Design TotalRows: 0 3 L 5%

Ell 2 Templates
SR EEEE p Enterprise Cert Serial No Certificate Expiration Date Subject SUDI serial # Action

Administration Folicies No data available

Security
Workflows
Network Hierarchy
Unified Communications
Analytics Cloud onRamp for SaaS
Cloud onRamp for laaS

Cloud onRamp for Multicloud

Cloud onRamp for Colocation

Sign Out

/2/app/config/certificates vedgalist

ome® 0 F

SEG 2

Wil Configuration x 4+ . = .
€« C A Notsecure | hitps//192.168.1.1/#/app/config/certificates/controller ® % O &
Cisco SD-WAN Select Resource Groups Certificates oS O=E e o

WAN Edge List TLS Proxy

Send to vBond

Q. search
TotalRows: 1 [ L 46
> Operation Status. Controller Type Hostname System IP Site ID Certificate Serial Expiration Date uuid vEdge Lis... Devici
> N/A vManage vmanage 1.1 1000 No certificate installed - 2f3ef Sync 1.1 E
View CSR
View Ce

Reset RSA

Invalidate
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d Configuration - Certificates Cisce X 4+ @ - X
<« C A Notsecure | https://192.168.1.1/#/app/config/certificatesfcontroller 2 % 0O a
= Cisco SD-WAN () Select Resource Groupw Certificates & = @ £

CSR

IP Address: 1.1

Download
BEGIN CERTIFICATE REQUEST----- =
MIIDRzCCAIBCAQAWGEYxCzAJBGNVBAY TAIVTMRMwEQYDVQQIEWpDYWxpZ
m8ybmih
MREwDwWYDVQOHEWhTYW4gSm9zZ TEOMAWGA 1UECxMFVmMSQcm8xFiAUBgG
NVBAGTDUNp
C2ZNvIFi RIDXMxO: ITONZtYWShZ 2L YZZWYxMzY tNDdiMy0

ONGY4
LWIZNTELZDQxNWiIw Y TVIMZILT/ gl I it SQE
w

E3N1cHBvCnRAdMIwdGYSYSSib20wagEiMAOGCSaGSIbIDQEBAQUAAMIBDW
AwggEK

AolBAQDACUBRA. LNWavUHxvxmnM 0sn
pieLuBG

- Sau khi tao xong file csr, ta dung khoa ROOTCA key dé ky file vmanage csr ta vira tao ra véi
cau 1énh nhu sau: openssl x509 -req -in vmanage csr -CA ROOTCA.pem -CAkey
ROOTCA.key -CAcreateserial -out vmanage.crt -days 2000 -sha256 ==> tao file vimanage.crt

Kiém tra két qua la: da ky thanh cong

- Ta vao trong PC (trong so d6 lab) vao putty go dia chi 192.168.1.1 r6i SSH Dung 1énh cat
vmanage.crt dé doc file vimanage.crt

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htty vw.youtube.com/(@vnprol49




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
4 ﬂ Pﬂ'j@ PC: 276 - 278 Ung Vin Khiém, P.25, Q.Binh Thanh, Tp H6 Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

il Configuration - C:

< C A Notsecure | hetpsi//192.168.1.1/#/app/config/certificates/controller e ¥ O & :

Certificates [ TR ) BA.

MIIDIDCCANWCFBaCkSuoCsllpriolsOeq]iuQvNMMAOGCSgGSIb3DQEBCWUAMEY X nstal
|czAJBgNVBAYTALZOMQWWCGYDVQQI DANTQ! DTTECMAWGALUE
|CgwFVESQUKE xC2ATBgNVBASHAK] UMB4XDT TzMDY yNj ExMIMuMFoXDTT4MT TxNIEx
3 MWMFowg e Y xC2ATE GNVEAYTAIVTMRMWE YDV QO IEWR DYWxp Znoybml MREWDWYD TLS Proxy
[FOQHEWhT YW4gSmSzZ TEOMAWGA1UECAMFVnS CemaxF . M'qum.TDWpcszI FNS
3RIDXMxO 4TORZt WIZNTEt
Send 10 |ZDExNWIWYTV1Mz13 LTAudmlwdGVSYSS ]bZUxI 3 MngqhkaBwDBCQEWE SN1cHBv
[cnRAdm1wdGVsYSS: AMAOGCSgG! KAoIBAQDA

|cue EMgSiLL 1 489 npjel QUi
[EKvanDleeEJsy9nQLojHo4123C0GtokhQTZ Dk7QZC!(I[‘WEi s0ZvdVunbUp34 £foHpQ

Q HQZC1hbuwf£ZQOXD1! 71UdgVXdH 16ucdpiOT9GIrFIbwEXIWgL S1ENT Y
gUKHiIl\ld.bbE KTCKYS8TEX53tRPTUnyb7b96IT1Y/TM61W4BEDIMMEt Y1 DHynibneY
[FXQDRR} 7ZfkcBITISQYFAdgrTo Qi rcOpipGHNXET! 3
lc60aNasrmQY/: Zvamwsngmammowkuz ThvcHAQELBOADGGEBACE1qTKwebER Total Rows: 1 1]
oI5 cbLxDRC T JH+tS6yeTcKos1XdE375T0ns Y257
ISV / LW SD/EL C1XVpeRSE JWg3gnl: tWola/SXF1HI
> ConskHPEaQSyO0wDs4LSgj 8t/BoVbXztD6/nlGD8 /KT2sxej+EKr IVEKCSPhGYrHKFx Pperation Status Site ID Certificate Serial vEdge Lis... Devier
[7£ 3 6LFws0GUEKINDpobDy SCAyTeumyLxSTomiDn] S kHCysgbPVDY 0USEqpk/ELHz
jmiz8 TKcahObTf1XN+1K+5n2KIB214ahHCrFG7exhC9Syk711wiWMySKRote 3gBON
[B12GPI9+GN4=

END CERTIFICATE—

CSR Generated 1000 No certificate installed Sync L1 eee

- Va cai dat chung thuc trén giao dién web: Configuration — Certificates — Controllers —
Install Certificate:

Configuration - Certificates Ciscc X = v =
<« @ A Notsecure | hitps//192.168.1.1/#/app/config/certificates/controller g v« O 2 :
Cisco SD-WAN Certificates O =28
Monitor Devices
TLS/SSL Pro b List LS proxy
Tools o
Network Design
Maintenance Templates N
= Total Rows: 1 [
olicies -
Administration
Security uuid Operation Status Site ID Certificate Serial vEdge Lis... Devic
kRS Network Hierarchy 2f3ef. CSR Generated 1000 No certificate installed Sync 11T e
Reports Unified Communications
Analytics Cloud onRamp for Saa
Cloud onRamp for laaS
Cloud onRamp for Multicloud
Cloud onRamp for Colocation
11:24 AM
3 e gogonm

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

"ﬁvo DC: 276 - 278 Ung Van Khiém, P25, Q.Binh Thanh, Tp H6 Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

ks Configuration - Certificates Ciscc X 4 v = =] X

€& > C A Notsecure | heps://192.168.1.1/#/app/config/certificates/controller

= Cisco SD-WAN () Select Resource Groupv Certificates O = 60

Install Certificate

Certificate Text Select a File

Y
FKQDRR; i 5u29D40tvnC

\QELBQADGGEBACEI7K

J6mJIH+tS6y 7510msqY29)
X ,

SKHPEaQSYOOwDsAL T2sxej v
74GLFwsQUEKImDpobDySOAy TeumyLx5TomWDm|9kHCysqbPVDYOUSEGPK/
EtWe

miz87KcahObTAXN+1K FG7exhC ON
Bi2GPIO+GN4=

Install Cancel

Kiém Tra: D3 xéc thyc thanh c6ng vManage

il Configuration - Certificates Ciscc X =+

& C A Notsecure | hitps;//192.168.1.1 pp, i ivity |_certific: 132f9eal-6877-4fd2-a879-77da478b978c

0%
X

a
= Cisco SD-WAN () Select Resource Group oS o=@ o

Install Certificate Initiated By: admin From: 192.1

Total Task: 1 | Success : 1

Q. search
Total Rows: 1 £ §0%
v status Message Device Type Device ID System 1P vhanage IP
@ Success Successfully synced vEdge list ... vManage 213ef136-47b3-44f8-b351-d4... 1.1.1.1 (RRE]

[26-Jun-2023 11:26:2@ UTC] Started processing serial 1ist file on vManage-2f3ef136-47b3-44f8-b351-d415b8a5e39c (vmanage)
[26-Jun-2023 11:26:21 UTC] Completed processing serial 1ist file on vManage-2f3ef136-47b3-448-b351-d415b055e39c (vmanage)
[26-Jun-2023 11:26:21 UTC] Done - Push vSmart List for vManage-2f3efl36-47b3-44f8-b351-0415b0a5e39c (vmanage)
[26-Jun-2023 11:26:21 UTC] Pushed serial list to vManage-2f3efl36-47b3-44f5-b351-d41500a5e30¢ (vmanage)

[26-Jun-2623 11:26:21 UTC] No new updates to be sent to device

[26-Jun-2025 11:26:21 UTC] Successfully synced vEdge 1ist on vManage-2f3ef136-47b3-44f8-b351-d415b@a5e39¢

VBond

Vao Configuration — Device — Controller — Add controller

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@
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CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
Q.Binh Thanh, Tp H6 Chi Minh

PC: 276 - 278 Ung Vin Khiém, P.25.

DT: (028) 35124257 | Hotline: 0933427079 Email: vopro@vnpro.org

il Configuration -

< c

Cisco SD-WAN

|7~ Monitor

Maintenance
Administration
| Workflows

Reports

(D Analytics

il Configuration - Devices Ci

= Cisco SD-WAN

Q  search

o= 15

vSmart
Controller Type Hostname
vManage vmanage

) Select Resource Groupw

A Not secure | hitpsi//192.168.1.1/#/app/config/devices/vedge

Devices

WAN Edge List JEURRIIE

¥

TLS/SSL Prox

Certificates

ync Smart Account

Network Design

Templates

[»] Region ID Mode Device Status

Palicies

No data available
Security

Network Hierarchy

Unified Communi

Cloud onRamp for SaaS

Cloud onRamp for laaS

Cloud onRamp for Multicloud

Cloud onRamp for Colocation

< C A Notsecure | hitps//192.168.1.1/#/app/config/devices/controller

Devices

WAN Edge List

System-ip Site ID Region 1D Mode Assigned Template

1.1 1000 - CLl -

v oo %
= % O a
O = @ 4

Total Rows: 0

Assigned Config Group Assigned Tem;

~ - X
2 w O a
O = @ 2
Total Rows: 1

Draft Mode Device Status Certificate S

Disabled Installed e

In Sync

- C4u hinh vbond Management ip adress: 10.1.1.2, username: admin, password: Admin

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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TRUNG TAM TIN HQC VNPRO
PC: 276 - 278 Ung Van Khiém, P.25, Q.Binh Thanh, Tp H6 Chi Minh

&k Configuration - Devices Cisca ST X =+

& C A Notsecure | hitps;//192.168.1.1/#/app/config/devices/controller

= Cisco SD-WAN () Select Resource Groupw Devices

Add vBond

vBond Management IP Address*

10..0.2

Username™

admin

Password*™

{8 Generate CSR

Cancel

Kiém tra: xuat hién vbond

s Configuration - Devices Cisco S0 X +

<« C A Notsecure | hisps//192.168.1.1/#/app/config/devices/controller
= Cisco SD-WAN @ Select Resource Groupw Devices
Q  search

Add Controller Change Mode v

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

v o - g X
e % 0O 2
O = O 2

v - a8 X

e v O &

O =00
\/

ToalRows:2 [ L &%

Website:

www.vnpro.vn | Forum: www.vnpro.org | Video: https://

~/ —
Centroller Type Hostname System-ip site ID Region 1D Mode Assigned Template Device Status Certificate S
vBond - - - - cu - Not Installec «es
vManage vmanage 111 1000 - cu -

In Sync Installed o

www.youtube.com/@vr
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CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

PC: 276 - 278 Ung Vin Khiém, P.25, Q.Binh Thanh, Tp H6 Chi Minh
pT

(028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

- Tao file vbond_csr bang cach chon Generate CSR

&

Configuration - Certificates Cisc

C A Notsecure

Cisco SD-WAN

Monitor

Maintenance

Administration

Workflows

Reports

Analytics

Sii

L

Bttps://192.168.1.1/#/app/config/ certificates/vedgelist
Certificates
ge List

Controllers TLS Proxy

TLS/SSL Proxy

]

Network Design

Templates

Enterprise Cert Serial No Certificate Expiration Date

HEe3s No data available
Security

Network Hierarchy

Unified Communications

Cloud onRamp for SaaS

Cloud onRamp for laaS

Cloud onRamp for Multicloud

Cloud onRamp for Colocation

n O

certificates/vedgelist

o m

&«

Configuration - Certificates Cisc

C A Not secure

= Cisco SD-WAN

Send to vBond

Q search

Controller Type
> vBond
> vManage

bitps://192.168.1.1/#/app/config/certificates/controller

‘J Select Resource Groupw Certificates

WAN Edge List TLS Proxy

Total Rows: 2 3
Hostname System IP Expiration Date uvid Operation Status Site ID Certificate Serial vEdge Lis... Devie:
- - - 34a18... CSR Generated - No certificate installed Sync 10 B
) ; ) N View CSR
vmanage 1110 16 Dec 2028 6:23:00 PM +07  2f3ef... vBond Updated 1000 1682912BAB0ACOE5AG...  Sync

Total Rows: 0

Subject SUDI serial # Action

11:21 AM
2023

!

View Certificate

Generate CSR “

Reset RSA

Invalidate

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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"Pﬁ(o' BC: 276 - 278 Ung Van Khiém, P.25, Q.Binh Thanh, Tp Hb Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Wl Configuration - Certificates Cisce X + v

& > C A Notsecure | kitps//192.168.1.1/#/app/config/certificates/controller 2 ¥

n]
= Cisco SD-WAN () Select Resource Group« Certificates o = @ O

CSR

P Address:  10.1.1.2

Download

=====BEGIN CERTIFICATE REQUEST===~~
MIDRTCCAIOCAQAWGCQXCZAJBNVBAY TAIVTMRMWEQY DVQQIEpDYWxoZ
mybmih

MREWDWYDVQOHEWhTYWAgSmEzZ TEOMAWGA 1 UEGXMFVmSQem8xFIAUBg
NVBAoTDUNp

c2NvIFNSC3RIbXMxQTA/BGNVBAMTOHZIb25KLTMOY TEANMZhLTM NZKENGY 4.
2505

YJUTLWISZTE NjkwY2Jk ¥ S0xLnZ pcHRIBGEUY 29tMSIWIAY Ko ZIhve NAQKBFhN

z
dXBwb3JOQHZp Eu’ i \QEFAAOCAQBAMIIBC

gKC
AQEAtdAFFQ1MJ0jh9i+ JckadrZfiyhW3uttEXRUC/cMHh/1WeOSp9mL 3x5kWau
uz

- Vo consle vbond gd cat vbond_csr va copy chung chi sb tir begin dén end

- Sau d6 qua console vmanage tao file vbond_csr bang cau 1énh: vim vbond_csr dan ching chi s6
vira copy & vbond bang cach gd i rdi kich chudt phai dé dan, sau d6 gd esc :wq dé thoat ra.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnpro149
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TRUNG TAM TIN HQC VNPRO

Y b( 6 - 278 Ung Vian Khiém, P.25, Q.Binh Thanh, Tp H6 Chi Minh
nFro

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

[F‘g]vBond — O X
File Edit View Options Transfer Script Tools Window Help

53 53 (51, 43 2, Evter host <Alt:R> N eED FEL @ ’
# vManager vBond X | @9 vSmart | @ vEdgel | @9 vEdge? | %' vEdge3 4D

Ready Telnet: 10.215.27.145 30, 10 30 Rows, 67 Cols  VT100 CAP NUM

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

\/P Y, PC: 276 - 278 Ung Vin Khiém, P.25, Q.Binh Thanh, Tp H6 Chi Min!
mJ J/[J'@ DT: (028) 35124257 | Hotline: 093342707 ail: vnpro@

&

File Edit View Options Transfer Script Tools Window Help

HBRE R et Aet  aBB @B FKL 0 @ :
vManager X vBond | &% vSmart | @ vEdge1 | @ vEdge2 vEdge3 q b

Ready Telnet: 10.215.27.145 24, 4 30 Rows, 67 Cols  VT100 CAP NUM

- Tiép tuc & console vmanage dung cau lénh: “openssl x509 -req -in vbond csr -CA
ROOTCA.pem -CAkey ROOTCA.key -CAcreateserial -out vbond.crt -days 500 -sha256” dé
chuyén file vbond_csr sang vbond.crt

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

TRUNG TAM TIN HQC VNPRO

Y PC: 276 - 278 Ung Vin Khiém, P.25, Q.Binh Thanh, Tp H6 Chi Mink
nFro Sy ‘

079 Email: vnpro@vnpro.org

- Vao PC (trong so db lab) ssh vao vmanage, dung cat vbond.crt dé copy chimg chi sb

ils tion - Cer x 4+
& C A Notsecure | ktps: ler 2 ¥ O a
= Ciscao SD-WAN () Select Resource Grouns Certificates [ = ) B A
£ 19216811 - PuTTY - o x
1stall Certif
TLS Proxy
Send to
2 sed
Total Rows: 2
Co Dperation Status Site ID Certificate Serial vEdge Lis... Devic
vB SR Generated - No certificate installed Sync 10
Bond Updated 1000 1682912BABDACIESAB...  Sync 1.1

- Sau d6 vao giao dién trén web vmanage chon Install Certificate

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

® TRUNG TAM TIN HQC VNPRO
"Pr'o PC: 276 - 278 Ung Van Khiém, P25, Q.Binh Thanh, Tp Hb Chi Minh
DT: (028) 35124257 | Hotline: 0933427079 Email: vapro@vnpro.org
ks Configuration - Certificates Ciscc X 4 ~ - X
& C A Notsecure | https://192.168.1.1/%/app/config/certificates/controller e % O &
= Cisco SD-WAN () Select Resource Groupv Certificates O = o 2

Install Certificate

Certificate Text [ selectaFile
OYKUIKAMKBE / /U025 SUIDALABMAUGUS QUSIDIUUEBUWUAASIBAUSMNEUGK
Yi/Ocl
Bl2xsUl i maLne 55D
Yol

qgKp1Ziréc 2ZeaZ 1eXWmQ T0Fiw?
23

\QgM1U TKIQBvyAS4UCaWw
+20TZyR

AKGDZOZEU s wouUKzvK+0nOx98r/BOdRz + 0CTHAKH7yU +nn/JCNUNSObo/ T/iS
cio

lxpgmJRTw! Q7 dfLitO

2l
nE/2x7BR
- ~END CERTIFICATE

Cancel

Kiém tra két qua: thanh cong

&5 Configuration - Certificates Ciscc X = v - X
& c A Not secure | batps//192.168.1.1 ipp, i |_certific 0969208-87d3-4dcc-328f-7ddaab91505f = ¥ o &
= Cisco SD-WAN () Select Resource Groupw oSO e oo

Install Certificate

Total Task: 1 | Success : 1

Q. search v

Total Rows: 1 {3 40%

> Status Message Device Type Device ID System IP vManage P

> @ Success Successfully synced vEdge list ... vBond 34a186fa-3579-4f8e-9b55-b9... - 1.1

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vr




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

® TRUNG TAM TIN HQC VNPRO
"Pr'o BC: 276 - 278 Ung Van Khiém, P.25, Q.Binh Thanh, Tp Hb Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

VSmart: tuong tu vbond

- CAu hinh vSmart Management ip adress: 10.1.1.3, username: admin, password: Admin

'
Configuration - Devices Cisco ST X +

v - X
<« C A Notsecure | ketps://192.168.1.1/#/app/config/devices/controller ® v O &
= Cisco SD-WAN () Select Resource Group= Devices o= e 0
WAN Edge List

Q  search \/
Add Controller Change Mode v

vBond -

Total Rows: 2 +

; G e
Controller Type Hostname System-ip Site ID Region 1D Mode Assigned Template Draft Mode Device Status Certificate §
vBond vbond 1192 1000 - cu - Disabled In Sync Installed e
vManage vmanage 1.1 1000 - CLl - Disabled In Sync Installed .ee

als Configuration - Devices Cisco SI. X -+

Vo= X
<« C A Notsecure | hitps//192.168.1.1/#/app/config/devicas/controller e w O a
= Cisco SD-WAN () Select Resource Group~ Devices o= oo

Add vSmart

vSmart Management IP Address*

10.1.1.3

Username*

admin

Password*

Protocol

DTLS *

8 Generate CSR

Gancel m

Website: www.vnpro.vn | Forum: www.vnpro.org | V, ttps://www.youtube.co




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
& TRUNG TAM TIN HQC VNPRO
n*va@ DC: 2 Jng Van Khiém, P25, Q.Binh Thanh, Tp Hb Chi Minh
AY

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

- Tao file vsmart_csr bang cach chon Generate CSR

&% Configuration - Certificates Ciscc X =

v X
& C A Notsecure | hitps://192.168.1.1/#/app/config/certificates/controller ¥ % 0O a
= Cisco SD-WAN ';) Select Resource Groupw Certificates O = ® &

‘ Install Certificate |

WAN Edge List TLS Proxy

Send to vBond

Q  search %
Total Rows: 3 S {'@}
> Controller Type Hostname System IP Expiration Date uuid Operation Status site ID Certificate Serial vEdge Lis... Devici
> vBond vbond 1112 07 Nov 2024 6:40:29 PM +07  34al8. Installed 1000 1682912BAB0ACIBSAB. Sync 111 e
> vManage vmanage 1.1 16 Dec 2028 6:23:00 PM +07  2f3ef.. vBond Updated 1000 1682912BAB0ACYIE5A6... Sync 11T, een
> vSmart - - dcd451... CSR Generated - No certificate installed Sync 10.1. E
View CSR

View Certificate

Generate CSR h
Reset RSA

Invalidate

IP Address: 10.1.1.3

|4

Download

—BEGIN CERTIFICATE REQUEST— {Ij)‘
MIDSCCAICAQ AwgelkxCzABgMNVBAY TANTMRMwWEDYD
VOOIEwpDYWapZm9ybmlh
MREwDwYDVOOHEAhTYWAgSmOzZTEUMBIGA TUECxML:
2R3YW4udmIwemBxFDASBgMY
BACTCIZJUHRIBGEgGSWSMUIWOAY DVOODEZI2c2 1 hen(tE
DhlkAj SMDURCTOAMIDD

MOy LThkwOGENzFiZW DMWYy Y TRhLTIudmlwd GVsYSSih2
OxljAgBghkghkiGowlE

COEWE2N1cHEvenRAdmIwd GVeYSSh2TwggEMADGCSgE
SIb3DOEBAQUAALBDwAW

ggEKACIBADCEHgnorkbZRa7Ung YWipjja+RZHdsHLGE3
MWKugYxM1MjTOeskx3

DEk1 Fwy/k9PtmadzBjgarfXpPrip0aVGiiPKasetEkxn8q8zoY ™

Close

- Vao consle vsmart gd cat vsmart_csr va copy chirng chi so tir begin dén end

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt yww.youtube.com/@vnprol49
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TRUNG TAM TIN HQC VNPRO

\ ’]‘J P[J'/@ PC: 276 - 278 Ung Vin Khiém, P.25, Q.Binh Thanh, Tp H6 Chi Mink
DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

@

File Edit View Options Transfer Script Tools Window Help

-.QEQ E;]H__Jﬁ Enter host <Alt+R> 3 _& =2 (3 | 5 % " 7] . _
| vManager | % vBond vSmart X @) vEdgel | &¥ vEdge2 | % vEdge3 4 b

Ready Telnet: 10.215.27.145 30, 11 30 Rows, 67 Cols  VT100 CAP NUM

- Sau do6 qua console vManage tao file vsmart csr bang cau 1énh: vim vsmart_csr dan chung chi
sO vura copy ¢ vbond bang cach gd “i roi kich chudt phai dé dan, sau d6 go “esc :wq” dé luu va

thoat ra.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

TRUNG TAM TIN HQC VNPRO
y, PC 6 - 278 Ung Vin Khiém, P.25, Q.Binh Thanh, Tp H6 Chi Min
nrro S SN
PT: (028) 3512425 Hotline: 09334270 2 vnpro(@

[& vManager — O X
File Edit View Options Transfer Script Tools Window Help

Q@EQH_J& Enter host <Alt+R> e 7&'-:')_-'}' ar% " 7] . &

vManager X vBond vSmart | &% vEdge1

Ready Telnet: 10.215.27.145 24, 4 30 Rows, 67 Cols  VT100 CAP NUM

- Tiép tuc ¢ console vmanage dung cdu lénh: “openssl x509 -req -in vsmart csr -CA
ROOTCA.pem -CAkey ROOTCA .key -CAcreateserial -out vsmart.crt -days 500 -sha256”

dé chuyén file vsmart csr sang vsmart.crt

- Vao PC (trong so db lab) ssh vao vManage, dung cat vsmart.crt dé copy ching chi sé

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnpro149




CONG TY TNHH TU VAN VA DICH VY CHUYEN VIET

. TRUNG TAM TIN HQC VNPRO
"inb DC: 276 - 278 Ung Vin Khiém, P25, Q.Binh Thanh, Tp H6 Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

dls Configuration - Certificates Ciscr X+ - X
&« C A Notsecure | hitps://192.168.1.1/#/app/config/certificates/controller 2 ¥ O a2
= Cis Certificates oS = 60
Install Certificate
TLS Proxy
Send to
Q. se: \/
TotalRows: 3 £ L {6
> Co Dperation Status Site ID Certificate Serial vEdge Lis... Devict
> vBs Installed 1000 1682912BABOACIESAE...  Sync 100 e
> wumd Bend Updated 1000 1682912BABDACIE5AB... Sync (R B
> vSmart - - - dca51... CSR Generated - No certificatg installed Sync 101 s

- Sau d6 vao giao dién trén web vManage chon Install Certificate

ik Configuration - Certificates Ciscc X + v

< C A Notsecure | hitps//192.168.1.1/#/app/config/certificates/controller

a
= Cisco SD-WAN () Select Resource Groupw Certificates oS = @ o

Install Certificate

Certificate Text (1 selectaFie
BIBURNUY/ | SYOURHCUAWEAR UsFARUGAY

8es0Z

meWUmPB +sQUNSVBSYITOqwNNEVIRIVCcx Selad Wnsvou/ pCmjYOBoieL Ak
ds1cO

+ZGuBAWGTI21 E7qQRWVGWOGIYS/pl 1 FuATZM7gzwEjBA69uwgV 35uN/EKS0gKe
nJ
URuVO SIEQ OBBDTLUWORCHGHDXBEYF I/
AT

i UM2vD27/H+ Zkhyg | KOFHRSDnkPo3
J

+H3XVbtnhOn/Mrvn+3TzZUZZK: TStZzrZ AWK Mi

!

wOlsRElgQA==

Cancel
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Configuration - Certii x4+ v o - X
< C@ A Notsecure | hetpsy//192.168.1.1/#/app/device/status?activity=install_certificatedipid=5f2638eb-1b13-4f7a- 408d9429a23 2 % O a

= i - M s 3 ce G - ~

= Cisco SD-WAN () Select Resource Groupw [ =N O BA]

Install Certificate Initiated By: admin  From: 192.168.1.100

Total Task: 1 | Success

Q. search

TotalRows: 1 £ &b
> Status Message Device Type Device 1D System 1P wManage IP
> @ Success Successfully synced vEdge list ... vSmart dca51esf-f81e-4608-a642-46... - IRRE]

- vManage, vSmart, vBond da bring-up thanh cong

s Monitor - Devices Cisco SDWAN X 4

< C A Notsecure

= Cisco SD-WAN

Devices

Devices Colocation Cluster

Device Group All v

Devices (3)

Q, Search Table
Hostname Device Mode!
vmanage vManage
>
vBond (vEdge Cloud)
vsmart vSmart

() Select Resource Groupw

ttpsy//192.168.1.1/#/app/monitor2/devices

@ All Sites

Overview Devices Tunnels Applications

Certificates Licensing

Site ID System IP Health @ Reachability
1000 1111 © T
1000 1112 T
—
1000 1.1.1.3 © T

Devices

Security

v8mart Control

0/0

0/0

VPN

More

v - x
e % 0O a
S = 08

2
1) Export
v
As of: Jun 26, 2023 11:57 AM
Up Since CPU Load Memory Ut Action
Jun 26,2023 05:00 PM 349% emmes 54

Jun 26, 2023 05:09 PM

Jun 26,2023 0
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3.3. Thiét 1ap thiét bj vEdge vao hé thong Cisco SD-WAN

C#u hinh license vEdge

Dé co dugc file (serialFile.viptela) thi ta phai c6 mot smart account hodc ¢ thé download né tai
day:

https://drive.google.com/file/d/1rEcGj2ufgs IgkK PO-
mZe7MmZgQcYFf/view?usp=sharing

(can chinh lai organization name trong phan cau hinh céc thiét bi 1a: VnPro dé c6 thé upload duoc
file nay)

Chon Configuration->Devices->Upload WAN Edge List va chon file trong phan download
(serialFile.viptela)

&% Monitor - Devices Cisco SOWAN X =+ v x
< C A Notsecure | hstps//192.168.1.1/#/app/monitor2/devices » w O &
~ =
Cisco SD-WAN Devices O =05
- nels  Applications  Security VPN More - 2
| ~  Monitor Devices «
TLS/SSL Proxy E
Certificates
9 Tools
> Network Design
Maintenance Templates
. Policies 0 ot &
£, Administration o Export £
Security
CA Workflows v
Network Hierarchy
‘;‘ Reports Unified Communications Asof: Jun 26, 2023 11:57 AM {3
- Reachability vSmart Control BFD Up Since CPU Load Memary Util  Action
(D Analytics Cloud onRamp for SaaS i ’
Cloud onRamp for laaS T 1/1 0/- Jun 26, 2023 05:00 PM [ 3.49% - 54
Cloud onRamp for Multicloud
T o/0 0/- Jun 26, 2023 05:09 PM
Cloud onRamp for Colocation
T o/0 /- Jun 26, 2023 05:09 PM
5
Sign Out ltemns per page: 25w
92.168.1.1/#/app/config/devices/vedge -
= 11:59 AM
2 &% g
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il Configuration - Devices Cisco S0 X+ v - %
& > C A Notsecure | btps//192.168.1.1/#/app/config/devices/vedge ® % 0O 2
= Cisco SD-WAN @ Select Resource Groupw Devices o= ® &

Upload WAN Edge List

WAN Edge List® ||smamm viptela |

Upload a signed file (viptela file) from Cisco Plug and Play
Or an un-signed file (.csv file), prepared from the Sample CSV

El/audme the uploaded vEdge List and send to controllers

Upload Cancel

Upload WAN Edge List

WAN Edge List® serialFile viptela

Upload a signed file (.viptela file) from Cisco Plug and Play
Or an un-signed file (.csv file), prepared from the Sample CSVY

@ validate the uploaded vEdge List and send to controllers

Are you sure you want to upload serialFile.viptela ?

(0] 4 “ Cancel
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Upload WAN Edge List

vEdge list uploaded successfully

- Number of vEdges uploaded successfully: 10

i Configuration - Devices Cisco ST X 4+ v - X
< C A Notsecure | hips//192.168.1.1/#/app/config/devices/vedge w % 0O &
|
= Cisco SD-WAN "\7) Select Resource Groupw Devices o= B0
Q. search v

Change Mode v Upload WAN Edge List Export Bootstrap Configuration Sync Smart Account Add PAYG WAN Edges

Total Rows: 10 £ & &%

Ghassis Number Tags Hostname Site ID Region ID Mode Device Status Assigned Gonfig Group Assigned Te
0b0f3c75-47c5-5e73-a557-9cf97c... Add Tag - - - - CLl - - e
168a2a0d-2c4(-fcb1-6139-10990M8... AgdTag - - - - cu - -
53160ef9-7742-00c9-1048-0f6288... AddTag - - - cu - -
575690b0-0758-89a6-37e7-1/8662... AddTag - = - - cL - -
B00G0207-b2bd-a5fa-6911-723869... AddTag - - - - cul - -
84c6527e-45e6-c5a8-c33c-fff9d8a... Add Tag - - - - cLI - - e
a950f91b-5785-26a2-80a8-589M1 1. AgqTag - - - - cu - -
beSba729-6684-943c-1e91-7dBM2...  AddTag - - - - cu - -
ecf8966i-55(0-b701-b8df-717fe3ca.. AddTag - = - - cL - -

Vao vshell cia vEdge up license nhu da lam trén vManage
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[ vEdget — O x
File Edit View Options Transfer Script Tools Window Help
2 B o] & @) Enter host <Alt+R> N el FRI ©

vManager | @ vBond | % vSmart vEdgel x #vEdge? | % vEdge3 4
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[ vEdge1 — O X
File Edit View Options Transfer Script Tools Window Help

d B (o) £ ) Enter host <Alt+R> AR BeI TR @ & g
vManager | @ vBond vSmart vEdgel X vEdge2 vEdge3 4 b

Ready Telnet: 10.215.27.145 24, 4 30 Rows, 67 Cols  VT100 CAP NUM

Thoat vshell va request license
request root-cert-chain install /home/admin/ROOTCA.PEM

Vao web vManage chon Configuration -> Certificates chon chassis number va token
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@k Configuration - Devices C X + ~ — X
<« @ A No 2 ¥ O a
= Cisco SD-WAN Devices = ® £

WAN Ed Controllers

L Search

ap Configuration S Add PAYG WAN Edges

Total Rows: 10

Chassis Number Site ID Device Status Hostname Device Model Serial No./Token Reachability Certific:
0b0f3c75-47c5-5e73-a557-0¢l97c754274 | - - vEdge Cloud Token -|1681d823ec0948d2bd35dab0bad29d4c - @
168a2add-2c4f-fcb1-6139-1d99di86e22e - - vEdge Cloud Token - 77a1c50616774259a730197179951fad - @
5316befo-7742-d0c9-1048-df6288bb4e56 - - vEdge Cloud Token - 48 - @
57560bb0-0758-89a6-37e7-118e62ced210 - - vEdge Cloud Token - 0778de671a414437bcb0a0Bda1fb1312 - @
80060207 -b2bd-aSfa-6911-72386 - - VEdge Cloud Token - c4478875cBb94561ab498883ac6c64d7 - @
RN § . N A
84c6527e-45e6. - - vEdge Cloud oken - 598a2ecifci141 0426bc013fccd - (6]
a95df91b-578a-e6a2-8da8-589f11f0b758 - - vEdge Cloud Token - 5ddc8587bc884c5583d415f55203d0a9 - |<_';>|
& . 2 . ~ Y
be5ba729-6684 €91-7d6f296e870 - - VEdge Cloud - @
. 201 217807, o 2\
ect89661-550-b701-badf-717fe3calfd0 - - vEdge Cloud - @

Vao lai Putty va go 1€nh request vedge-cloud activate chassis-number chassis-number token
token

(chassis number va token da chon trong muc certificate)

IV. Kiém tra

@ vedger - o x

File Edit View Options Transfer Script Tools Window Help

WDBE LR Ah EBd FHL O 3
vEdgel x " 10
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[FQ] vEdge1

File Edit View Options Transfer Script Tools Window Help

N
&
2
&
&
g
&
L:i‘
L
_Y_
.; 5
<

*vManager | % vBond ? vSmart vEdgel X vEdge? | %’ vEdge3

ks Configuration - Devices Cise x 4+ 3 - X
€ 2 C @ e % O &
= Cisco SD-WAN Devices @ &
WAN Edge Controllers
Q  search
Change Mode VAN Edge List p Configuration ~ Sync Smart Account  Add PAYG WAN Edges
Total Rows: 10 5
Chassis Number Hostname Site ID Device Status Device Model Serial No./Token Reachability Certificate State

0bOf3c75-47¢5-5073-a857-9cf97c...  vedgel 1 In Sync vEdge Cloud E907EB62 reachable &y
168a2add-2c4f-fcb1-6130-1d99df8... vedge2 2 In Sync vEdge Cloud reachable <9
5316bef9-7742-d0c9-1048-df6288 vedge3 3 In Sync vEdge Cloud SDF3CF1B unreachable <9
e . ey A
57569bb0-0758-89 VEdge Cloud Token - 0778de671a. ®
80060207 -b2bd-a5fa-6911-723869 vEdge Cloud Token - c4478875c8 @
. Py o o an I
B4cB527e-45e6-c5a8-C33 vEdge Cloud Token - 598azeclfefl ®
-578a-e6a2-8dag-589f11f.. - vEdge Cloud ("ﬁ
206 - o O NARED 2\
besba729-6684-043c-1e91-7d6M2... vEdge Cloud Token - 5ca10460258... ®
R -0 - - o )
ecfB366i-5510-b701-bIdf-717fe3ca vEdge Cloud Token ®
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s Monitor - Overview Cisco SDWA X -+

< C A Notsecure | kutps://192.168.1.1:8443/#/app/monitor2/overview
= Cisco SD-WAN 'v Select Resource Groups @ All Sites Overview
Devices  Tunnels  Applications Security VPN More - 2
Overview ©
CONTROLLERS WAN Edges CERTIFICATE STATUS LICENSING
1 1 1 3 0 0
vBond vSmart vManage Reachable Warning Assigned
3 Unassigned
Site Health © 24 Hours  Good Performing Sites v Tunnel Health

No Data to Display

Tunnels

~ = X
e v O &
O @ &

REBOOT
Last 24 hrs

24 Hours v Actions v
24 Hours Latency (ms) v Good Tunnels v

No Data to Display
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