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LAB — S dung cong cu Cain & Abel

7T
—
( INTERNET 192.168.1.0/24

Cain&Abel

M0 ta

Cain & Abel 1a chuong trinh tim mat khéu hoat dong trén hé diéu hanh Windows. N6 cho
phép dé dang tim ra nhiéu loai mat khau béng cach do tim trén mang, gidi ma cadc mat khéu dd ma
hoa bang cac phuong phap Dictionary, Brute-force and Cryptanalysis, ghi &m cac cudc dam thoai
qua duong VolP, gidi ma cadc mat khéu da duoc bao vé dua trén cac ky thuat luu trir mat khau,
phat hién mat khau co trong bd dém va phan tich cac giao thic dinh tuyén.

Chuong trinh nay khong khai thac nhiing 16 hong chua duge vé cta bat ky phan mém nao.
N6 tap trung vao nhimg khia canh/diém yéu hién c6 trong cac chuén giao thirc, cac phuong phap
dang nhap va cac k¥ thuat dém. Muc dich chinh cta céng cu ndy 1a tim ra mat khau va nhiing
thong tin can thiét tir nhiéu nguodn.

Trong bai Lab nay ta dung Cain & Abel dé 1am thay d6i bang ARP hay gia mao dia chi MAC
ctia nhitng thiét bi dugc gidm sat va tir d6 c6 thé phan tich ndi dung cua luu lugng, ¢ duoc cac
thong tin nhay cam tir mot s giao thic cu thé.

Chu hinh trén Router

Router#show run

Building configuration...

Current configuration : 1174 bytes

|

version 12.3

service timestamps debug datetime msec

service timestamps log datetime msec
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no service password-encryption

!
hostname Router
|
memory-size iomem 15
ip subnet-zero
|
ip cef
!
interface FastEthernet0/0
ip address dhcp
ip nat outside
ip virtual-reassembly
duplex auto
speed auto
!
interface FastEthernet0/1
ip address 192.168.1.1 255.255.255.0
ip nat inside

ip virtual-reassembly

ip classless

ip http server

no ip http secure-server

ip nat inside source list 1 interface FastEthernet0/0 overload

access-list 1 permit 192.168.1.0 0.0.0.255

Ciu hinh CAIN
Bat tinh nang Sniffer (hinh 1).
Chon tab Sniffer — chon vao dau “+” dé quét cac host dang ton tai trong mang tin cong. Trong
ciu hinh nay ta chon quét tat ca cac host trong subnet (192.168.1.x/24) — chon “OK” (hinh 2).
Xem két qua ¢ hinh 3.
Trong tab Sniffer -> chon tab APR (hinh 4).
Start ARP Poisoning — bim chudt vao ddu “+” dé chon host can tan cong (bén trai) va Default
Gateway Router (bén phai) — bim “OK” — xem két qua hinh 5.
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File View Configure Tools Help
l[oweonpn|+v/ e nymmEe0ss 62 0
’i% Decoders IQ Metwork Iﬂ Sniffer Igf Cracker IQ Traceroute IM cCou I[‘Zj” Wireless IED Query I

IP address | MAC address | OUI fingerprint | Host name B3t [B16 68 [ar [mo [m1 [m3 |

|E Hosts [ @ apr [ Routing [T Passwords [ vorP |

Lost packets: 0%

.Q}Startl 2e® ~| W) 4:00PM

Hinh 1. Bdt Sniffer
_ USIE=1 S|
File Miew Configure Tools Help

|[awehmm | +v 2 e Om EERICEY
@ Decoders Ig Metwork, Iﬂ Sniffer I@" Cracker I@ Traceroute IM (a(anlh} I[(a"] Wireless I&) Query I

IP address | MAc address [ oI fingerprint | Host name |Bst [ e ]es [ar [mo [m1 [ms |
%
—Target
£ All hosts in my subnet
" Range.
From
SR = SR I
Ta

Ba: L = A T

—PramiscunusMods Scanner———————
[~ ARP Test [Broadcast 31-bit]
[~ ARP Test [Broadcast 16-bit]
[~ ARP Test (Broadcast 8-bit)
[~ ARP Test [Group hit]

" ARP Test [Multicast group 0]
[~ ARP Test (Multicast group 1]
[~ ARP Test (Multicast group 3)
[~ Al Tests

Cancel

B Hosts I@ APR Itf' Routing I% Passwords I& WoIP I

Lost packets: 0%

distart| | (3 & & > ”— Y 1-Paint W
Hinh 2: Quét cac Host
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_ =181
File Wiew Configure Taools Help

[awenms|+y gloymmEe0es |02 i
& Decoders Ig Metwork Im Sniffer I@f’ Cracker IQ Traceroute Im ccou I((w] Wireless I%) Query |

1P address | MAC address | OUI Fingerprint | Host name |3t [B1e[Ea [ [mo [ [ma |
192.168.1.1 O01F6CEE90AL | Cisco Systems
192.168,1.50 001AS030D141D Sony Corporation

L@ Hasts I@ APR. I‘iﬁ Rauting I% Passwaords I& YolP |

Lost packets: 0%

Aisart| (B &S > | Y 2-paint

Ll +01em
Hinh 3: Két qua
.‘!— =18l

Elle View Configure Tools Help
[olwenpr|+v s nimemesaes(@ |0

Decoders Metwark ﬂ Sniffer @? Cracker @ Traceroute B ccou [“A”  wircless Query
i)

Status | IP address | MAC address

| Packets -> | <- Packets | MAC address I 1P address I
APR-Cert ()
-3 APR-DNS
- APR-55H-1 {0}
) APRHTTPS (0}
98 APR-RDP (0)
) APR-FTPS (0)
B APR-POP3S (0)
(5 APR-MAPS (0}
B APR-LDAPS (0}

Status | IP address | MAC address | Packets -> | <- Packets | MAC address I IP address I

(& Configuration { Routed Packets |

=] Hosts I@ AR, Il}! Roting I% Passwords I& Yol I

Lost packets: 0%

B @ @@ 2[00 Werew

o ) 01m
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Hinh 4: Chon APR
_ JSEIEY
File View Configure Tools Help
[aeehmm |+ By mmEe0O®8z|(60 2 0
@ Decoders Ig Metwork I‘h Sniffer I@f Cracker IQ Traceroute @ ccou I“Q)"’ Wireless I% Query I

& APR Status [ 1p address | MAC address | Packets -> | <- Packets I MAC address | 1p address |
& APR-Cert (0)
2 APR-DNS

B9 APR-SSH-1 (0)
S APR-HTTPS (0)

5

; x|
B APR-FTPS (0)

S APR-POP3S (0) AARNING 1l
é APR-IMAPS (0) IAPR enables you to hijack IP traffic between the selected host on the left list and all selected hosts on the right list in both
S APR-LDAPS (0) directions. If a selected host has routing capabilties WAN traffic will be intercepted as well. Please note that since your

Stat machine has not the same performance of a router you could cause DoS if you set APR between your Default Gateway and
[ all other hosts on your LAN.

IP address MAC Hostname Hostname
192.168.1.1 O01FECEE 301

192.168.1.50 0014803D141D
<] 1] | 2]

LQ Configuration | Routed Packets I

=) Hosts | @ AR [ Routing [5\ Passwords |23 vaPP |

Lost packets: 0%

CEe ey L — L

CrEeT
Hinh 5

[ SET
Fle Wew Configure Tools Help

[aweommm + v 2 s vm 2OE% 0?0

@ Decoders Ig Metwork Iﬂ Sniffer I@"’ Cracker I@ Traceroute Im fatatolH} Ic‘ﬂn Wireless I%) Query |

&) APR. Status | 1P address | Mac address
APR-Cert (1) B 1dle

| Packets -= I <- Packets | WAL address I IP address
192.163.1.50 001430301410 a a 0O01FACAEIDAL 192.168.1.1

&) APRHTTPS (0)
B APR-ROP (0)
B APR-FTRS (0)
B APR-POP3S ()
5 APR-IMARS (D)
B APR-LDARS (1)

Satus | IP address I MaC address | Packets -= I <- Packets | MAL address I IP address

ifs  Configuration [ Routed Packets I

=] Hosts I@ PR, I‘}b Rauting I@a Passuiords I& YolP |

Lost packets: 0%

e Red S| ———— |
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VYnP

Hinh 6:

5%
File View Configure Tools Help

I ROmEmEeO®2 070

|ale @

Decodsrs Network Sniffer Cracker Traceroute |NE0 ool ["47 Wireless Query
&

1P address | MAC address [ OUI fingerprint | Host name B3t | ete[ee (e [0 (e [m3 [
192.166.1.1 00IF6CEES0AL | Cisco Systems [ [ [
192, 168.1.50 001480301410 Sory Corporation

|2 tosts [ are [ Rouing [Th Passwords [ 3 vore

Lost packets: 0%

B @ 0@ > 000000 (W Al 401

Hinh 7

_ I =lE(x|
Fie View Configure Tools Help

|[alweodmmn |+v 2 s 0m BO®R 07 0
|§ Decoders | @ Network [ sniffer [of Cracker [#8) Traceroute @ ccou |97 wireless @ Query |

o aPR Status [ 1P address [ MAC address | Packets-> | <-Packets | MAC address | IP address |
[Z] APR-Cert (0)
2 APR-DNS

- APR-SSH-1 (0)
) APR-HTTPS (0)

s zl
S APR-FTPS (0)
) APR-POP3S (0) WARNING

) APR-IMAPS (0) APR enables you ta hijack IP tiaffic between the selected host on the left list and all selected hosts on the right list in both
5 APR-LDAPS (0) directions. If a selected host has routing capabiliies WAN traffic will be intercepted as well. Please note that since your
Stat machine has not the same performance of a router you could cause DoS if you set APR between your Default Gateway and

all other hosts on your LAN.
IP address MAC Hostname.
192.168.1.1 001FECEE 3041

192.168.1.50 001480301410

e

L@ Configuration § Routed Packets I

=) osts | @ AR [ Routing [5 Passwords | 23 valp

Lost packets: 0%

Bsn| [@@® 2] Wsrw ErECTH
Hinh 8
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_ =lalz
File View Configure Tools Help

Jowemmm|+9 (R neommEa0®r 670

[& Decoders [ @ Network [l Sniffer [of Cracker [ Traceroute [HE ooy [37 wireless [ cuery |

Binh Thanh, Tp H6 Chi Minh

@ APR Skatus | IP address I MAC address | Packets - | <- Packets I MAC address | IP address I
" CFRCe() o de 192.168.1.50 O018E0I0L41D O 0 O0IFECEESOAl | 192.168.1.1
2 APR-DNS

- APR-SSH-1 (0)
) APR-HTTPS (0)
T8 APR-RDP (D)
-y APR-FTFS (1)
B aPR-POPIS (1)
<[5 APR-IMAPS (1)
-2} APR-LDAPS ()

Status | IP address | MAC address | Packets -= | <- Packets | MAC address | IP address |

@ Configuration  Routed Packets I

= Hosts I@ APR. IO{! Routing I‘:}k Passwords I& YolP |

Lost packets: 0%

Bl | 2 @€ 2] 0800000 (We s | gl aozem
Hinh 9

Kiém tra
Dén budc nay ban da hoan tit viéc chuan bi bat goi va thu thap cac thong tin. Budc tiép theo tién
hanh kiém tra xem khi mdt may tinh nam trong mang, truy cap vao hop thu Yahoo mail c6 do
bao mat rat cao c6 thé bi lay mat username va password khong?

1. Bang nhap vao hop thu Yahoo (hinh 10).

2. Sau khi nhap username va password — chon “Dang Nhap”.
Binh thudng sau khi bam “Ding Nhap” ta s& vao ngay hop thu cia minh nhung nhin hinh ta thiy
trinh duy¢t IE 7.0 thong bdo “There is a problem with this website’s security certificate” nhu vay
1a c6 van dé xay ra va thong tin username va password cua user dd bi mat (hinh 11).

3. Bam chudt vao hang chir “Continue to this website (not recommended)” khi d6 ta s& vao
dugc hdp mail ciia minh.

4. Gio ta s& kiém tra trudc va sau khi bat tinh ning ARP Poisoning di tic dong nhu thé niao
dén may VICTIM (hinh 12, 13)?
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-5 Yahoo! Search

File Edit View Favorites Tools Help &~

% &l | @ Dang nhap Yahoo! = SE——

YAHOO! MAIL e =
VIET NAM

[ Page v £} Tools ~

5 asan N L - Bang nhap Yahoo!
“Tom’ ngaymottentuytée .
t;‘mgmuéﬂlﬁp""'m"'m Ban da dwoc bao vé?
b@n a 2 mLcom Hay tao con ddu dng nhép. (Tai
1 IOCI( L < sa07)
ymall.comlx ot L
Nhanh 11%2 o sty
ooy @may Tén Truy Nhap
" cony Yahoo!:
MSniffer123
Lwu trie vé han (vi du free2rhyme@yshoo.com)
Khéng can lo phai x6a b6t thur tir hoac hinh dnh @é gianh ché cho mail £|
méi - u hoai @én khi nao mudn xoa thi thdil

Nhap danh ba dé nhw choi
Chuyen hét dia chi vao ymail va rocketmail trong chép mat. Khdng con
1y do gi a& néi 13 khdng c6 s6 dia chi trong tay

6ng dang nhap trong
2 tudn néu khong dang xuét. '™
[B chon néu diing chung may tinh]

Bang Nhap

Ban quén Tén Truy Nhap hoic mat
khau? | Tro gitip vé dang nhap

Pang tim cach dang nhap vao tai khoan ymail
hoac rocketmail méi?

Ban nhé nhap dia chi email ddy di @ymail.com

hoac @rocketmail.com vao 6 nhdp tén truy nhap Yahoo!

Ban khong c6 Tén Truy Nhap

Yahoo!?
Dang kj that dé dang
Bang Ky
https://login.yahoo.com/config/login? & Internet | Protected Mode: Off #100% ~

/2 Certificate Error: Navigation Blocked - Windows Internet Explorer

& https://login.yahoo.com/config/login? v | 42 | x [ Yahoo! Search 2

s
File Edit View Favorites Tools Help @'
¢ | @ Certficate Error: Navigation Blocked [ %N v B v @ v [ Page v {}Tooks v

There is a problem with this website’s security certifi@

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,

We recommend that you close this webpage and do not continue to this website.
@ Click here to dose this webpage.
& Continue to this website (not recommended).

@ More information

Done

€ Internet | Protected Mode: Off

Hinh 11: Canh bao bao mat

Trudc
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:\Users\quocle>arp —-a
nterface: 192.168.1.50 —— Bx9
Internet Address Physical Address Type
192.168.1.1 BB-1f—-6c-6e—-98-al dynamic
:\Users\quocle>
Hinh 12
Sau

C:\Users\gquocle>arp —a
Interface: 192.168.1.50 ——

Bx9?
Internet Address Physical Address Type
192.168.1.1 A8—-1f—-c6-B6—ad—2hb dynamic
192.168.1.408 B80-1f—-cb—-B6—ad—2hb dynamic

Hinh 13

Két qua: May 192.168.1.50 da bi gia mao dia chi MAC khién cho cac g6 tin di tir 192.168.1.50
ra Gateway gid bi chuyén tiép sang ATTACKER (192.168.1.40).

5. Kiém tra CAIN d¢ lay thong tin username va password da bat duoc. Xem két qud hinh
2.16 phdn duwoc to mau xanh dam

E— =lolx)
Eile Wew Configure Tools Help

[aweonmm|+v g yvnEEea®r @2 i
é%, Decoders I§ Mebwark Iﬂ'ﬂ Sniffer I@f’ Cracker I@ Traceroute IM ccou IE‘K’J Wireless IE!) Query |

E& Passwords Timestamp | HTTF server | Client I Username | Password I LRL
-- FTP (0} 12/02/2009 - 16:03:08 203.64.204,124 | 192.168.1.50 13ea3nSthi=... | 6F0KWHzsfevsi...  http:jfvn.yahoo.com?p=us
28 HTTP (22) 12{02{2009 - 16 124,108,125.235 | 192,168,150 1 0 wn.yahoo,cam
@ MAP () 12/02(2009 - 16: 203.54.204.124 192.168,1.50 13e3e605ufM=... R¥bubnxsfeuDd... http:j}vn.yahoo.com/7p=us
LDAP (D) 12402§2009 - 16 124.108.125.235 | 192.168.1.50 1
W rora(n) 12{02{2009 - 16:03:45 124,108.125.235 | 192.168.1.50 1 0
oith SME (D) 12{02)2009 - 16:03:45 124.108.125.235 | 192.168.1.50 1 i hitpefvn.yahoo.com?p=us

1.

35 0 wn.yahoo, cam

- Telnet {0)
WNC ()

192.168.1.50

203.54.204.124
13 124.108.103.241 | 192.168.1.50

9shPErscsm09. ..
1234436388/L...  http:Jfad.vieldmanager.com/st?ad_type=iframeiad_size=180x1°%

12/012/2009 - 16
05 () 12/02/2009 - 16

httpifivn me7é...

% THS {0} 12/02{2009 - 16:04:13 124,108,103.241 | 192.168.1,50 1234436383/L...  http:j/ad.yieldmanager.com/st?ad_type=iframefad_size=300x2¢
= SMTP (0} 12/02{2009 - 16: 16 124,105.125.235 | 192.168.1.50 1 0 httpeffvn.mc 766, mail.yahoo,comfme fwelcome? ackion=2yY=1546"
2 NNTP (0 12/02/2009 - 16:05:18 203,584,204, 124 192.168.1.50 13erdicd6M=k...  b4xjRnxsfeud... http:j/vn.yahoo,com/
DCE[RPE (0 12/02{2009 - 16:05:20 124.108.125.235 | 192.168.1.50 1 0 http:ffvn.yvahoo. comf
i / o 12/02{2009 - 16:05:20 124,108,125,235 | 192,168,150 1 0 http:ffvn.yahoo,comf
MakerbS-PreAuth (03 | 1oinzjz009 - 16:05:20 124,108.125.235 | 192.168,1.50 1 i itk v oo, comy
Radius-Keys (0) 12/02/2009 - 16: 124,108,125,235 | 192,168,150 1 0 http:ffvn.yahoo.comf
- B Radius-Users (0) 12/02/2009 - 16: 124,108.125.235 | 192.168.1.50 1 1] wn.yahoo,com
5 ﬁ ICQ ) 12/02/2009 - 16: 203.84.204,124 192,168,1,50 13edeglgjfN=...  BECwW3xsfeu,.,  http:j/vn.yahoo,com/7p=us
65 IKE-PSK (0) 12{02/2009 - 16! 124,108.125.235 | 192.168.1.50 1 0 btk fun.vahoo. com7p=us
12{02{2009 - 16: 124,108,125,235 | 192.168.1.50 1 0 htkpejfvn.yahoo, com) 5
-- My3QL (D)
12/02/2009 - 16:05:47 124,108.125.235 | 192.168.1.50 1 1] http:f fvn.vahao, comf?p=us
= srp ()
da SIP(0)
~<323 GRE[PPP (O)
<33 PPPOE (0)
4 | H

@ HTTR I
Q Hosts I@ APR. It}‘ Routing I% Passwords Iﬁ VIR |

Lost packets: 0%

distart| | B & & | Y 7-Paint W) 4i06pm
Hinh 14
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