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TONG KET KIEN THU'C ACTIVE
DIRECTORY (AD)

1. Offline Domain Join

Offline Domain Join la ky thudt thém mdy tinh vao domain ma khéng can két noi truc tiép
véi Domain Controller. Thwong dwoc dung trong cac tinh huéng mdy client & xa, khong thé
lién lac truc tiép voi DC khi khéi dong lan dau.

2. Khéng x6a may tinh khoi domain

Viéc x0a truc ti€p may tinh khdi domain c6 thé gdy mat thong tin quan trong nhw GPO link,
quyeén truy cip tai nguyén, hodc lam réi cau tric OU. Thay vao dd, nén disable hodc di
chuyén vao OU 'Retired’ d€ quan ly t6t hon.

3. Thém may tinh vao domain
C6 thé thuc hién bang giao dién GUI hodc dong 1énh nhu ‘netdom join'. Qu4 trinh yéu ciu
théng tin domain, tai khodn cé quyén join va sé kh&i dong lai may sau khi join thanh cong.

4. T8 chirc tai khodn AD
Tai khoan nén dwoc phan loai theo OU nhw theo phong ban, chirc nang. Viéc t6 chirc hop ly
gitp 4p dung GPO chinh x4c, phan quyén dé dang va dé kiém soat bao mat.

5. Special Identities trong Windows

Special Identities 1a cAic nhém hé thong nhw Authenticated Users, Everyone, INTERACTIVE...
Khong thé chinh stra thanh vién, nhwng rat quan trong trong phan quyén GPO, File Share, va
cac quyén truy cap hé théng.

6. Container Computers trong AD

Container mac dinh chira cac déi twong may tinh khi join domain ma khong dwoc chi dinh
OU cu thé. C6 thé dung 1énh ‘redircmp’ dé chuyén hwéng may tinh méi vao OU tuy chinh
thay vi container mac dinh.
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7. Join Domain tha cdng

Ngudi quan tri ¢ thé join domain bang tay qua "System Properties’ hodc dung 1énh
‘netdom’. Cin x4c thyc bdi user ¢6 quyén join domain (thwong la Domain Admin hodc ngudi
dwoc iy quyén).

8. Tich hop DNS trong AD
Active Directory yéu cAu DNS dé phan gidi tén dich vu nhw _ldap._tcp.dc._msdcs.domain.
DNS c6 thé tich hgp véi AD dé ty dong tao cac ban ghi SRV khi tao thém DC hodc domain.

9. OU - Organizational Units

OU giup to chirc d6i twong nhw user, computer theo logic quan tri. GPO dwoc ap dung & OU
giup chia nho pham vi anh hwdng. Khéng nén lam dung OU 16ng nhau qua siu vi kh6 quan ly
ké thira GPO.

10. Group Policy Object (GPO)
GPO gitdp quan ly chinh sach hé théng: cai dit phin mém, policy bdo mait, script dang nhip...
GPO dwgc ap vao Site, Domain hodc OU va c6 thé ké thira hodc bi chin (block inheritance).

11. Replication trong AD

Active Directory dung mo hinh replication da cht (multi-master). Cac DC dong b6 théng tin
thdng qua cac lién két replication, thwong méi 15 phut/lan trong cung site. C6 thé kiém tra
bang 1énh ‘repadmin /replsummary’.

12. Domain Controller la gi

DC la may cht lwu trit AD DS, chiu trach nhiém xac thyc user, quan ly thong tin domain.
Trong t6 chirc nén c6 it nhat 2 DC d€ ddm bao dw phong va can bang tai.

13. C4u truc logical & physical cia AD

Logical gom: Forest, Domain, OU. Physical gom: Site, Subnet va replication link. Cau tric
logic phuc vu quan tri, trong khi cdu tric vat Iy phuc vu hiéu ning va replication.

14. Account Management trong AD

GOm tao, d6i mat khiu, disable, di chuyén user. C6 thé dung giao dién ADUC hodc 1énh
PowerShell ('New-ADUser", ‘Set-ADUser’, ‘Move-ADObject'...) dé thao tac hang loat.
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