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IL. Yéu cau k¥ thuat

Viét cac Feature template VPN 0, VPN 0 Interface, VPN 512, Service VPN (VPN 11), Interface
VPN 11.

Tao Device template va day ciu hinh cho cic vedge ¢ 3 site
III. Cac budce thue hién
3.1. Viét template cho Transport VPN (VPN 0)

0 giao dién vManage, vao menu Configuration > Templates, chon tab Feature > Chon Add.

Bén trong cot Select Device, chon vEdge Cloud hoic c¢6 thé chon bt ky loai thiét bi WAN Edge
bd sung nao c6 thé nam trong trung tim dir liéu. Sau d6 chon VPN nhu hinh v& bén dudi.
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@& Monitor - Overv X ~ - X
< C A Notsecure | hitps://192.168.1.1:8443/#/app/monitor2/overview w % O &
Cisco SD-WAN Overview O = @8
nels Applications Security VPN More - 2

Monitor

Certificates

WL CERTIFICATE STATUS LICENSING REBOOT
Maintenance Templates =y Q 0 Q

Warning Assigned Last 24 hrs

Policies 3 Unassigned
Administration

Security
Workflows 24 Hours v Actions

Network Hierarchy ours Actions

Unified Communications Sites v Tunnel Health 24 Hours Latency (ms) v Good Tunnels v
Analytics Cloud onRamp for ¢

Cloud onRamp for laaS

Cloud onRamp for Multicloud

Cloud onRamp for Colocation 0

Tunne
No Data to Display
5 1:58
NGB ]
ik Configuration - Templates x o+ v - x
& C A Notsecure | katps//192.168.1.1:8443/#/app/config/template/feature?display=add 2 ¥ O &
= Cisco SD-WAN () Select Resource Group= Templates o= e o

Feature Profiles

Device Templates | (RO AC

Configuration Groups

> Add Template

Select Devices

Q) Search by device name

100
100 B

100 M

vEdge 100 WM

O vEdge 1000

O vEdge 2000

O vManage

O vSmart

Select Template

BASIC INFORMATION

AAA

Archive

BFD

NTP

OMP

Security

System

Hay cau hinh Template Name va phan mé ta Description:
Template name: vEdge_VPNO
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Description: vEdge_VPNO

M Configuration - Templates Cisco - X =+

& C A Notsecure | hitps://192.168.1.1:8443/#/app/config/template/feature?display=add
= Cisco SD-WAN '\-; Select Resource Groupw
Configuration Groups Feature Profiles

eature Template > Add Template

v - x
= Y O a
Templates O = @ 8

Device Templates (I ERIEIEE

VPN o
Select Devices

Q, Search by

O ISRv

Secure Internet Gateway (SIG) VPN @ VPN Interface Bridge

O vEdge 100 e e

O vEdge 100 B

O vEdge 100 M

O vEdge 100 WM VPN Interface Cellular VPN Interface Ethernet VPN Interface GRE
O vEdge 1000 WAN Management ~ WAN  LAN WAN

O vEdge 2000

O vEdge 5000

® vEdge Cloud VPN Interface IPsec VPN Interface NATPool VPN Interface PPP

WAN WAN WAN
O vManage
O vSmart

&% Configuration - Templates Cisco X+ v = X
< C A Notsecure | heips//192.168.1.1:8443/#/app/config/template/feature?display=add8idevice Type=vedge-cloud&itemplateType=vpn-vedge w % O &

= Cisco SD-WAN () Select Resource Groupw Templates o= 05

Configuration Groupe | ( Festura Prafiles ) ((Devica Templtes
re Temg > d Temg e » VPN

Template Name*

Basic Configuration DNS Advertise OMP IPv4 Route IPv6 Route Service Service Route GRE Route IPSEC Route NAT

Route Leak

BASIC CONFIGURATION

VPN @ o
Name -
Enhance ECMP Keying ©- on

Cancel

Sau d6, chung ta cau hinh VPN 1D 0.
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ki Configuration - Templates Cisco X + ~ - X
&« C A Notsecure | hetps//192.168.1.1:8443/#/app/config/template/featur p id&daviceTyp dge-cloud&templateType=vpn-vedg: e w O &

= Cisco SD-WAN ‘\) Select Resource Groupv Templates OO= GO

Configuration Groups ~ Feature Profiles  Device Templates (IR P

eature Template > Add Template > VPN

Device Type vEdge Cloud

Template Name* vEdge_VPNO

Description® vEdge_VPNO

Basic Configuration DNS Advertise OMP IPv4 Route IPv6 Route Service Service Route GRE Route IPSEC Route NAT

Route Leak

»  BASIC CONFIGURATION

VPN & o |
Name @~
Enhance ECMP Keying @~ on Off

Budc tiép theo, trong hinh vé& bén dudi, bén canh truong Name, chon Global dién Transport VPN.
Truong nay cé céac lua chon Ia:

Global c6 thé nhap va thay ddi truc tiép trén tab Feature.

Device Specific s& tao mot bién dé sau nay action c6 thé nhap, thay doi gia tri bién ma khong can
phai stra di feature template.

Deafault chtra gié tri mac dinh va khong thé thay doi.

 BASIC CONFIGURATION

VPN @ o

Name @~ Transpor

Enhance ECMP Keying @~ On Off
Enable TCP Optimization @' - On Off
OMP Admin Distance IPv4 @~

Trong phan Ipv4 Route, chon New Ipv4 Route va nhap 0.0.0.0/0 vao 6 Prefix, chon Add Next
Hop.
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~  IPv4 ROUTE

‘ New IPv4 Route ‘

Optional Prefix Gateway Selected Gateway Configuration Action

No data available

v IPv4 ROUTE

‘ New IPv4 Route ‘

[J Mark as Optional Row ()

O NextHop (O Null0 (O VPN (O DHGP

Gateway

Next Hop d Neot Hap
m caneel

Optional Prefix Gateway Selected Gateway Configuration Action

Mbt ctra s6 hién 18n nhéc thém Next Hop. Chon nat Add Next Hop.

Déi voi next hop thir hai, chon Device Specific va nhap bién dia chi IP next hop cho internet
(vpnO_Internet_next_hop_ip_adddress_1)

Chon Add
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X
Next Hop
~ (3
\;J
Y
MNo Next Hop added, add your first Next Hop
X

Next Hop

Address Distance Tracker
@~ 172161254 @~ @~ 0
Lip_a... ]
@ alobal

o . -
Device Specific » T

- vpnl_Internet_next_hop_ip_ad
® Add Next Hop @

Chon save dé tao template.
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~  IPv4 ROUTE

‘ New IPv4 Route |

Optional Prefix Gateway Selected Gateway Configuration Action

0.0.0.0/0 Next Hop 2 7 B

3.2. Viét Feature Template VPN interface (MPLS)
Muc feature templates, chon Add Template.

& Configuration - Templates Ciscc X -+ ~ - X
<« C A Notsecure | hess//192.168.1.1:8443/#/app/confio/template/feature?display=add e % O &
= Cisco SD-WAN 'v Select Resource Groupe Templates Oy = B O

Configuration Groups Feature Profiles Device Templates Feature Templates

eature Template > Add Template

Select Devices

VPN
Q, Search by device name

O ISRv
O vEdge 100 Secure Internet Gateway (SIG) VPN VPN Interface Bridge
O vEdge 100 B WAN LAN
O vEdge 100 M
O vEdge 100 WM
O vEdge 1000 VPN Interface Cellular VPN Interface Ethernet @ VPN Interface GRE
o WAN Management ~ WAN  LAN WAN

vEdge 2000
O vEdge 5000
® vEdge Cloud
o VPN Interface IPsec VPN Interface NATPool VPN Interface PPP

vManage

WAN WAN WAN

O vSmart

Tao template VPN Interface va thiét lap nhu bén dudi:

Select Devices: vEdge Cloud

Template: VPN/VPN Interface Ethernet
Template Name: vEdge_VPNO_GeO\1_MPLS
Description: vEdge_ VPNO_GeO\1_MPLS
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il Configuration - Templates Cisco X 4

v x
<« C A Notsecure | https://192.168.1.1:8443/#/app/config/template/feature?display=add&devicaTyp loud&templateType=vpn-vedge-interface 2 % O a
= Cisco SD-WAN () Select Resource Groups= Templates OO= 6~

Configuration Groups ~ Feature Profiles  Device Templates  (JZCIER LS

Feature Template > Add Template > VPN Interface Ethernet
Device Type vEdge Cloud
Template Name* vEdge_VPNO_Ge0/1_MPLS |
Description® | ‘ vEdge_VPNO_Ge0/1_MPLS | |
Basic Configuration Tunnel NAT VRRP ACL/QoS ARP 802.1X Advanced
~ BASIC CONFIGURATION
Shutdown @~ Yes No
Interface Name @~
Description -

Gancel “

Trong phan Basic Configuration bén canh Shut Down, chon Global va chon No. Viéc nay dé xac
dinh trang théi cong 1a luén dugc mé.

Sau d6 chon Interface Name, chon Global va nhap tén cong la ge0/1.

v BASIC CONFIGURATION

Shutdown @~ Yes O o

Interface Name | @~ geon |

Description | @~ | meLy |

Trong phan Basic Configuration bén trong Ipv4 Configuration, chon Static va bén canh Ipv4
Address, chon Device Specific va nhap tén bién vpn0_ge0/1_MPLS _if ipv4_addres.
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() Dynamic ) Static

IPv4 Address [vpn0_ge0/1

@ Global

Secondary IP Address (Maximum: 4)

™M Device Specific » Tl

DHCP Helper & Default ®| vpn0_ge0/1_MPLS_if_ipv4_adt

Trong phan Tunnel va bén canh Tunnel Interface, chon Global > On.

Sau d6 phan Color chon Global > mpls.

v TUNNEL
Tunnel Interface @~ Off

Per-tunnel Qos @~ On Off
Color | @~ mols - |
Restrict | @~| O on Off |
Groups (;) -

Border @~ On Off
Maximum Control Connections ©-

Trong phan Tunnel phan Allow Service, All -> On

Al @~ off
BGP @~ on Off
DHCP @ On Off
DNS @~ On off
ICMP @~ On off
NETCONF @~ On Off
NTP @ On Off
OSFF [Oh on off
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Nhan Save dé tao template.

3.3. Viét Feature Template VPN interface (Internet)
O tab Feature Templates, tim Template vEdge VPNO_GeO\1_MPLS > ... > Copy.

M4 Configuration - Templates Ciscc X+
<« C A Notsecure | hitpsi//192.168.1.1:8443/#/app/config/template/feature

= Cisco SD-WAN '\;) Select Resource Groupw Templates oS = oo

Configuration Groups Feature Profiles Device Templates Feature Templates
Q. search

Add Template

Template Type Non-Default

v TotalRows: 2 £ {6%
Name Description Type Device Model Device Templates Resource Group Devices Attached Updsted By L
vEdge_VPND vEdge_VPNO WAN Edge VPN vEdge Cloud 0 global 0 admin
vEdge_VPND_Ge0/1_MPLS  vEdge VPNO_Ge0/1_MPLS WAN Edge Interface vEdge Cloud 0 global 0 admin EI
View
Edit

Change Device Models
Change Resource Group

Delete

=1

~ T @

Nhap tén va md ta cho template copy:

Template Name: vEdge VPNO_Ge0\0_Internet
Description: vEdge VPNO_Ge0\0_Internet
Chon copy.
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nPro

@l Configuration - Templates Cisco. X+

v - X
&« C A Notsecure | hitps//192.168.1.1:8443/#/app/config/template/feature e % 0O a
= Cisco SD-WAN () Select Resource Groupw Templates [ = © B A

Template Copy

Template Name

vEdge_VPNO_Ge0/0_Internet

Description

vEdge_VPNO_Ge0/0_Internet| |

Chon ... > Edit dé thay di template.

My Configuration - Templates Cisco X 4

Vo= X
&« Q@ A Notsecure | hitas://192.168.1.1:8443/#/app/config/template/feature e w O a
= Cisco SD-WAN @ Select Resource Groupw Templates oS = 6 o
Configuration Groups ~ Feature Profiles  Device Templates
Q. search \/

Add Template

Template Type Non-Default v ToalRows: 3 £ §6%

Name

vEdge_VPNO_Ge0/0_Internet

vEdge_VPNO

vEdge_VPNO_Ge0/1_MPLS

Description

VEdge_VPNO_Ge0/0_Inte...

vEdge_VPNO

VEdge_VPNO_Ge0/1_MPLS

Type

‘WAN Edge Interface

‘WAN Edge VPN

WAN Edge Interface

Device Model

vEdge Cloud

vEdge Cloud

vEdge Cloud

Device Templates

0

Resource Group

global

global

global

Devices Attached

Updated By 1

aemn E

View

Change Device Models
admi
Change Resource Group
Delete

Copy

Thay d6i md ta cong, bién va color.
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ks Configuration - Templates Cisco X + v - X
¢« C A Notsecure | https;//192.168.1.1:8443/#/app/config/template/feature?display 1b1fe527-790e-4d07-946a-37d9720e52658 templateType=vpn-vedge-interface 2 % O 2
= Cisco SD-WAN ‘\) Select Resource Groupw Templates o= @ o

Configuration Groups Feature Profiles Device Templates Feature Templates

t > vEdge_VPNO_Ge0/0_Intemet

e Type vEdge Cloud
vEdge_VPNO_Ge0/0_internet

Template Name*

Description* vEdge_VPNO_Ge0/0_Internet

Basic Configuration Tunnel NAT VRRP ACL/QoS ARP 802.1X Advanced

» BASIC CONFIG

TION

Shutdown @~ Yes
Interface Name | @~ gevi0 |
Description | @~ | intemney ‘l

(O Dynamic ) Static

-

IPv4 Address E vpn0_ge0/0_Inte

@ Global

[M Device Specific »

Secondary |P Address (Maximum: 4)

Enter Key

DHCP Helper (<) Default ®| vpn0_ge0/0_Interned_if_ipv4_a
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TUNNEL

Tunnel Interface @~ O on Off
Per-tunnel Qos @~ On Off
Color @ ~ | biz-internet -
Restrict @~ O on Off
Groups @ -

Border @~ On Off
Maximum Control Connections -

Trong phan NAT chon Global > On.
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NAT @~| O oOn Off
Refresh Mode @ ~ | outbound -
Log NAT flow creations or deletions - Oon Off
UDP Timeout D~

TCP Timeout D~

Block ICMP @~ On O off
Respond To Ping @~ O on OFff
MAT Pool Range Start D~

MAT Pool Range End -

Chon Update dé luru nhitng thay ddi.
3.4. Viét Feature Template VPN quan Iy (VPN 512 — Tty Chon)
O giao dién vManage, Configuration > Templates, chon tab feature.

Chon Add.

Bén trong cot Select Device, chon vEdge Cloud hoac c6 thé chon bét ky loai thiét bi WAN Edge
bd sung nao co thé nam trong trung tam di liéu. Sau d6 chon VPN.
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Configuration - Templates Ciscc ™ X~ == v - X

< @ A Notsecure | bipsy//192.168.1.1:8443/#/app/configftemplate/featura?display=add © # O &
= Cisco SD-WAN () Select Resource Groupw Templates o= 6 O

Configuration Groups Feature Profiles

eature Template > Add Template

Device Templates Feature Templates

VPN Interface Bridge

VPN @

LAN

VPN
Select Devices
Q Search by device name
O ISRy
Secure Internet Gateway (SIG)
O vEdge 100 WAN
O vEdge 100 B
O vEdge 100 M
O vEdge 100 WM VPN Interface Celular
O vEdge 1000 WAN

VPN Interface Ethernet VPN Interface GRE

Management WAN LAN WAN

O vEdge 2000
O vEdge 5000

8 vEdge Cloud VPN Interface IPsec

‘WAN
0 wManage

VPN Interface NATPool VPN Interface PPP

WAN WAN

O vSmart

CAu hinh Template Name va Description:

Template name: vEdge VPN512
Description: vEdge VPN512
Céu hinh VPN ID: 512
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&% Configuration - Templates Ciscc - X+ v = X
& C A Mot secure | hitps://192.168.1.1:8443/#/app/config/template/feature?display aTyp loud&templateType=vpn-vedg 2 A O 2

= Cisco SD-WAN ‘\7; Select Resource Groupv Templates O = 6 O

Configuration Groups |  Feature Profes | | Device Templates
ature Template > Add Template > VPN

Device Type vEdge Cloud

Template Name* vEdge_VPN512

Description™ vEdge_VPN512

Basic Configuration DNS Advertise OMP IPv4 Route IPv6 Route Service Service Route GRE Route IPSEC Route NAT

Route Leak

v BASIC CONFIGURATION

VPN | @ | =12 ||

Name -

Enhance ECMP Keying @~ On Off
Cancel

3.5. Viét Feature Template Interface VPN 512
Template Name: vEdge VPN512 eth0

Description: vEdge VPN512_eth0
Interface Name: ethO

@ Configuration - Templates Cisco. X 4 4 -
<« C A Notsecure | kitpsi//192.168.1.1:8443/#/app/config/template/feature?displ eTyp loud&templateType=vpn-vedge-interface v % 0O

= Cisco SD-WAN 'V Select Resource Groupw Templates (&) 2]

Configuration Groups ~ Feature Profiles  Device Templates ([0 ToR NS EH
emplate > Add Template > VPN Interface Ethernet

Device Type vEdge Cloud

Template Name* vEdge_VPN512_eth0

Description® vEdge_VPN512_eth0

Basic Configuration Tunnel NAT VRRP ACL/QoS ARP 802.1X Advanced

~  BASIC CONFIGURATION

=

Shutdown Yes

L=

Interface Name

| @~ etho

Description

D,

Cancel
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3.6. Viét Feature Template service VPN
Service VPN 11

Configuration > Templates, chuyén qua tab Feature > Add Template.

onfiguration - Templates Ciscc X =+

< C A Notsecure | hstps://192.168.1.1:8443/#/app/config/template/featura?display=add

= Cisco SD-WAN '\) Select Resource Groups Templates

Caonfiguration Groups Feature Profiles Device Templates Feature Templates

ature Template > Add Template

v = x
w % O &
O = 0 L&

VPN
Select Devices
Q, Search by device name
O 1SRy
Secure Internet Gateway (SIG) VPN @ VPN Interface Bridge
U vEdge 100 WAN LAN
O vEdge 100 B
O vEdge 100 M
U vEdge 100 WM VPN Interface Cellular VPN Interface Ethernet VPN Interface GRE
O vEdge 1000 WAN Management  WAN LAN WAN
O vEdge 2000
O vEdge 5000
8 vEdge Cloud VPN Interface IPsec VPN Interface NATPool VPN Interface PPP
0w WAN WAN WAN
U vManage
O vSmart

Tao template cho VPN 11 nhu sau:

Select Devices: vEdge Cloud
Template: VPN/VPN

Template Name: vEdge VPN11
Description: vEdge VPN11
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W@k Configuration - Templates Cisco X + v - X
<« C A Notsecure | kitps;//192.168.1.1:8443/#/app/config/template/feature?displ aTyp loud&templateType=vpn-vedg 2 % O a

= Cisco SD-WAN () Select Resource Groupw Templates oS = ® o

Configuration Groups Feature Profiles Device Templates
ature Template > Add Template > VPN

Device Type vEdge Cloud

Template Name* vEdge VPN11

Description® vEdge_VPN11

Basic Configuration DNS Advertise OMP IPv4 Route IPv6 Route Service Service Route GRE Route IPSEC Route NAT

Route Leak

v BASIC CONFIGURATION

VPN | @ | |
Name @~
Enhance ECMP Keying @~ On Off

Gancel m

Nhan Save dé tao template.

3.7. Viét Feature Template VPN 11 interface
Trang Feature Templates, chon Add Template.

Tao template cho VPN 11 interface nhu bén dudi:

Template Name: vEdge VPN11 Ge0\2
Description: vEdge VPN11 Ge0\2
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&l Configuration - Templates Cisco X + v - X
&« C A Notsecure | hitps;//192.168.1.1:8443/#/app/config/template/feature?display=add = o O &
= Cisco SD-WAN ‘Q Select Resource Groupw Templates oS O=Z e o

Configuration Groups ~ Feature Profiles  Device Templates
sture Template > Add Template
Select Devices

VPN

Q_ Search by device name
O 1SRy
U vEdge 100 Secure Internet Gateway (SIG) VPN VPN Interface Bridge
O vEdge 100 B WAN LAN
O vEdge 100 M
O vEdge 100 WM @
O vEdge 1000 VPN Interface Cellular VPN Interface Ethernet VPN Interface GRE
o WAN Management WAN LAN WAN
O vEdge 2000
O vEdge 5000

VPN Interface IPsec VPN Interface NATPool VPN Interface PPP
O vManage

WAN WAN WAN
O vSmart -
»

Wk Configuration - Templates Cisco X+ v — X
&« C A Notsecure | https;//192.168.1.1:8443/#/app/config/template/feature?display=add8deviceType=vedge-cloud&templateType=vpn-vedge-interface # % O &
= Cisco SD-WAN ‘\-_; Select Resource Groupw Templates oS =S e 0o
Goniguration Groups | | Festure prories | | Device Tempiates
re Temg 2 > A emplate » VPN Interface Ethernet
Device Type Cloud
Template Nai vEdge_VPN11_Ge0/2

n vEdge_VPN11_Ge0/2

Basic Configuration Tunnel NAT VRRP ACL/QoS ARP 802.1X Advanced

v BASIC CONFIGURATION
Shutdown | @~ Yes No |

Interface Name: | @~ gev2 |

Description @~

Cancel
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s Configuration - Templates Cisco . X == v - X
& C A Notsecure | hitps//192.168.1.1:8443/#/app/config/template/feature?display=add&device Type =vedge-cloud&itemplateType=vpn-vedge-interface v % O &
= Cisco SD-WAN '\-; Select Resource Groupw Templates O = @ 8

Configuration Groups  Feature Profiles  Device Templates (VTR TS

ature Template > Add Template > VPN Interface Ethernet

() Dynamic ) Static

IPv4 Address m-~

D Global
Secondary IP Address (Maximum: 4) 9

[ Device Specific > Enter Key

DHCP Helper © Default @ vpn11_ge0/2_if_ipvd_address
Block Non Source IP @~ Yes No

Bandwidth Upstream @~

Bandwidth Downstream @~

cancel “

Chon Save

3.8. Tao mot Device Template

O giao dién vManage, Configuration > Templates (tab Device).
Chon Create Template > From Feature Template.

Chon Device Model (vEdge Cloud).
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&k Configuration - Templates Cisco X = Vv - X
< G A Notsecure | kepsy//192.168.1.1:8443 /#/app/config/template/device e % O 2
= Cisco SD-WAN () Select Resource Groupw Templates &= O L
e C—— Pt T
Q search
Create Template v
From Feature Template o .
TotalRows: 0 L3 4%
CITTEmpT ~ &
Name ... Description Type .. Device Mode... Device Role ... Resource Group Feature Templates Draft Mode Devices Attached Updated By Last Updated

No data available

Name (vEdge Multi_Transport Teamplate), Description

Nhéap Template
(vEdge Multi Transport Template).

@k Configuration - Templates Cisco X + W = X
< C A Notsecure | hetps//192.168.1.1:8443/#/app/config/template/device/featura 2w O &
= Cisco SD-WAN () Select Resource Group Templates oSS oo
Configuration Groups ~ Feature Profiles [ DEY-CRICUEICN)  Feature Templates
vEdge Cloud v
SDWAN Edge ~
Template Name* vEdge_Multi_Transport_Template
- vEdge_Multi_Transport_Template
Service VPN Additional Templates

Transport & Management VPN

Basic Information
Basic Information

Additional System Templates

Factory_Default_vEdge_System_Templ...

System *
Archive

@ NP

Logging™ Factory_Default_Logging_Template_VO1 «

Create Gancel

5@
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Trong phan Basic Information thi ¢& mic dinh néu cd nhimg template twong (ng thi cd thé chon
vao.

i Configuration - Templates x o+ v - x
< C A Notsecure | hitps//192.168.1.1:8443/#/app/config/template/device/feature e w 0O &
= Cisco SD-WAN ‘V Select Resource Groupw Templates o= @8
Configuration Groups  Feature Profiles Feature Templates
Basic Information Transport & Management VPN Service VPN Additional Templates :

Basic Information

Additional System Templates

System * Factory_Default_vEdge_System_Templ... +

Logging* Factory_Default_Logging_Template_V01

AAA Factory_Default_AAA_Template - BFD * Factory_Default_BFD_Template_V01 -
OMP * Factory_Default_vEdge_OMP_Template Security * Factory_Default_vEdge_Security_Temp.. w

reate Cancel

Trong phan Transport & Management VPN, chon VPN Interface.

Wk Configuration - Templates Ci X + v - X
|
<« C A Notsecure | hitps//192.168.1.1:8443/#/app/config/template/device/feature 2 % O a
= Cisco SD-WAN ‘Q‘ Select Resource Groupw Templates & =R O RNA]

Configuration Groups Feature Profiles Device Templates Feature Templates
Transport & Management VPN

VPNO * vEdge_VPNO - Additional VPN 0 Templates
@ BGP
VPN Interface vEdge_VPNO_Ge0/0_Internet - 0 & oSPF

) Secure Internet Gateway

VPN Interface vEdge_VPNO_Ge0/1_MPLS - 8§
) VPN Interface Cellular
) VPN Interface GRE
) VPN Interface IPsec
(@ VPN Interface PPP
VPN 512 * vEdge_VPNS12 - Additional VPN 512 Templates
VPN Interface vEdge_VPN512_eth0 - 0

Service VPN

o @3 ds
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Déi véi VPN 512, chon mau tinh ning méi dwoc tao trong muc s6 ra VPN 512 va trong muc sé ra
VPN Interface trong VPN 512.

Trong phan service VPN, di chudt qua vin ban + service VPN. Mot cira s6 s& xuét hién véi mot
hop van ban cho so service VPN ma ban muon tao.

s Configuration - Templates Cisco X + W - X
< C A Notsecure | httpsy//192.168.1.1:8443/#/app/config/template/device feature 2 % O &
= Cisco SD-WAN ‘Q Select Resource Groupw Templates = O

Configuration Groups Feature Profiles Device Templates Feature Templates

Service VPN

Q  search h4

0 Rows Selected Add VPN

. ~
Total Rows: 0 =

D 1o} Template Name Sub-Templates

No data available

Additional Templates

Banner Choose. - .

Create Cancel

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




%Pr'o"

CONG TY TNHH TU VAN VA DICH VY CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
PC: 276 - 278 Ung Vian Khiém, P.25, Q.Binh Thanh, Tp Ho Chi Minh

Add VPN

@ Select VPNs

Select one or more Service VPNs to add:

Awvailable VPN Templates [ Select All
Q) Search N
D Template Name

9cf7824f-4d65-4280-868c-52abc... vEdge_VPN11

Create VPN Template

Add VPN

@ Select VPNs

Include sub-templates to attach to ALL selected service VPNs:

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org
x
-
0 ltems Selected
Selected VPN Templates
Q_ Search Y
[»] Template Name
Cancel -
>

@ Select Sub-Templates

VPN Interface vEdge_VPN11_GeD/2

) Sub-Templates ~

Back

L

Additional VPN Templates

) VPN Interface Bridge

(¥) VPN Interface GRE

(#) VPN Interface IPsec

)

() VPN Interface Natpool

ww.youtube.com/@vn
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DT: (028) 35124257 | Hotline:

i Configuration - Templates Cisco X =+ v - x

& C A Notsecure | hitps://192.168.1.1:8443/#/app/config/template/device/feature e % O a
= Cisco SD-WAN () Select Resource Groupw Templates O o= @ &
Configuration Groups Feature Profiles Device Templates Feature Templates
Service VPN
Q  search 7
0 Rows Selected Add VPN
Total Rows: 1 £
D o] Template Name Sub-Templates
|D 9cf7824f-4d65-4280-868c-52abcc39c el vEdge_VPN11 VPN Interface e |

Additional Templates

Banner Choose. -

Policy Choose. -

cencel

Chon Create dé tao va luu mau thiét bi.

3.9. Trién khai cac Device Template téi cac bo dinh tuyén WAN Edge.

Configuration > Templates > tab Device > tim vEdge Multi Transport Teamplate > ... > Attach
Devices.
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s Configuration - Templates Cisco X 4

v - x
< @ A Notsecure | heps//192.168.1.1:8443/#/app/configftemplate/davice ¥ v O a
= Cisco SD-WAN () Select Resource Groupw Templates o ® [
Configuration Groups  Feature Profiles (LTl R ) Feature Templates
Q. search
Create Template v
Template Type Non-Default v TotalRows: 1 £ §6%
Name .. Description Type .. Device Mode.. Device Role ... Resource Group Feature Templates Draft Mode Devices Attached Updated By Last Updated
VEdge.. vEdge_Multi_Tr.. Feature vEdgeCloud SDWANEdge global 13 Disabled o admin 270un 202333 ]
Edit
View
Delete
Copy
Attach Devices @
Change Resource Group
Export CSV

Mot ctra s6 hién Ién liét ké cac thiét bi bi c6 san s& dugc ap dung cau hinh nay. Danh sach céc thiét
bi chira tén may chu va dia chi IP cuaa thiét bi néu n6 dugc quan ly théng qua vManage hoac né sé
chtra so sé-ri cua thiét bi chua quan 1y va khong duoc vManage xac dinh.

Chon thiét bi ban muén &p dung cau hinh va chon mii tén dé di chuyén thiét bj tir Available
Devices box sang Selected Devices. Ban c6 thé chon nhiéu thiét bi cing mét lic. Chon Attach.
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J8
Attach device from the list below 0 ltems Selected
Available Devices D Select All Selected Devices

All ~ | Q Search 4 All ~ | Q Search Y

Name Device IP Name Device IP

be5ba729-6684-943c-1e91-7d6ff296e97b -

ecf8966f-55f0-b701-b9df-717fe3calfd0

f121e275-5¢29-cbce-71¢c1-783ee2126db4

80060207 -b2bd-a5fa-691f-72386930a34e

84cB527e-45e6-c5a8-c33c-ff9dBad42a4

vbond 1.1.1.2

vedgel 1.1.10.1

vedge2 1.1.10.2

vedge3 1.1.10.3

Attach Cancel
N - - .
Tim vedge-sitel > ... > Edit device template
s Configuration - Templates Cisco X + v - X
<« C A Notsecure | hetps;//192.168.1.1:8443/#/app/config/tem plate/device/configure/8fc007d 1-6380-45bf b8cB3d76ad51 2 % O &
= Cisco SD-WAN \:} Select Resource Groupw Templates o= O O
Device Template | vEdge_Multi_Transport_Template
Q search

Total Rows: 3

§... Chassis Number System IP Hostname IPv4 Addressivpn11_ge0/2_if_ipv4_address) Address(vpn0_Internet_next_hop_ip_address_1)
0b0f3c75-47c5-5e73-a557-9cf97¢754274  1.1.10.1 vedgel
5316befg-7742-d0ce-1048-df6288bb4e... 1.1.10.3 vedge3
168a2add-2c4f-fcb1-6139-1d99df86e22e  1.1.10.2 vedge2 wee

Mot man hinh hién 1én hién thi danh sach bién. Tir danh sach d6 thay d6i bién ma minh muén.
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b Configuration - Templates Cisco X 4 v - X
& C A Notsecure | hitps//192.168.1.1:8443/#/app/config/templ i g 007d1-6380-45bf. b8cB3d76ad51 # % O 2
= Cisco SD-WAN () Select Resource Group Templates O = 6 0

upddle veviCe lelnpidle

Variable List (Hover over each field for more information)

Status

Chassis Number

System IP

in_complete

0b0f3c75-47c5-5e73-a557-9cf97¢754274

1.1.10.

Hostname vedgel

IPv4 Address(vpn11_ge0/2_if_ipv4_address) 192.168.10.254/24
Address{vpn0_Internet_next_hop_ip_address_1) 200.200.1.1
IPv4 Address(vpn0_ge0/1_MPLS_if_ipv4_address) 172.16.1.1/24

IPva Address(vpn0_ge0/0_Internet_if_ipvd_address) 200.200.1.2/30

Hostname vEdge-Site1

System P 211

Site ID 1

Chon Update. Sau d6 Next dé ap dung cac mau Ién céc thiét bi vEdge da chon.

Man hinh tiép theo s& cho biét rang hanh dong cau hinh s& dugc &p dung cho mét hay nhiéu thiét
bi dugc gan vao mot device template. Chon mot device template & phia trén bén trai sé hién thi
cho ban cau hinh s& dugc day dén bo dinh tuyén vEdge (tab Config Preview). Chon tab Config
Diff & dau man hinh dé xem su khac biét trong ciu hinh hién tai so véi cau hinh sap &p dung.

Chon Configure Devices
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% Configuration - Templates X+ v - X
& C A Notsecure | kstps://192.168.1.1:8443/#/app/config/template/device/configure/8fc007d1-6380-45bf-8a88-b8c83d76ad51 2 v 0O &
= Cisco SD-WAN ‘\, Select Resource Groupw Templates oS 2o o

vEdge_Multi_Transport_Template

plate

Q. search
Total Rows: 3 1
S.. Chassis Number System IP Hostname IPv4 Address(vpn11_ge0/2_if_ipv4_address) Address(vpn0_Internet_next_hop_ip_address_1)
& O0b0f3c75-47¢5-5e73-a557-9cf97c754274  1.1.10.1 vedgel 192.168.10.254/24 200.200.1.1 wee
Q 5316bef9-7742-d0c9-1048-df6288bb4e. 1.1.103 vedge3 192.168.30.254/24 200.200.3.1 e
Q 168a2add-2c4f-fcb1-6139-1d99df86e22e 1.1.10.2 vedge2 192.168.20.254/24 200.200.2.1 wee

Cancel

s Configuration - Templates Cisco ' X = v - X
< c A Notsecure | Btps//192.168,1.1:8443/#/app/config/templ. /configure/previe: 007d1-6380-45bf- 8-t e % O &

= Cisco SD-WAN () Select Resource Groupw Templates o= 60
Dev Template Total
vEdge_Multi_Transport_... 1

Device list (Total: 3 devices)

Filter/Search

0b0f3c75-47c5-5e73-a557-
9ct97c754274

vedge1/1.1.10.1

5316bef9-7742-d0c9-1048-
df6288bbde56

vedge3[1.1.10.3

168a2add-2c4f-fcb1-6139-
1d99df86e22e

vedge2(1.1.10.2 Please select a device from the device list

Configure Device Rollback Timer

Cancel

Configure Devices h

Sau khi x&c nhan s& xuat hién mot bang théng béo qua trinh 4p dung template 1én cac vEdge da
duoc chon trude do.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

278 Ung Vin Khiém, P.25, Q.Binh Thanh, Tp Ho Chi Minh

fPro o

A
il Configuration - Templates Cisco X + v - X
<« C A Notsecure | https;//192.168.1.1:8443/#/app/device/status?activity=push_file template_configuration8ipid=push feature template _configuration-cOc66efd-3b59-4757-b492-17cdb... 1 ¢ [1 &
= Ci - () Select Resource Groupw =
Cisco SD-WAN () Select R G oS o= e oo
|
Push Feature Template Configuration | @ Validation Success Initiated By: admin From: 192.168.1.100

Total Task: 3 | Success : 3

Q. search
Total Rows: 3 (5 4%
> Status Message Chassis Number Device Model Hostname System IP Site ID vManage 1P
> @ Success Done - Push Feature T... 0b0f3c75-47c5-5e73... vEdge Cloud vedgel 211 1 1.1
> @Success Done - Push Feature T... 5316befd-7742-d0c9... vEdge Cloud vedge3 411 3 1400
> @Success Done - Push Feature T.. 168a2add-2c4i-fcbl-... vEdge Cloud vedge? 31 2 1400

IV. Kiém tra két noi giira cac thiét bi

Ta vao ting VEdge show interface description dé xem cu hinh di dwgc day thanh cong.
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File Edit View Options Transfer Script Tools Window Help

if-oper—-status Up

if-tracker-status NA

desc Internet
ipve—admin—-status Up

interface vpn 0 interface ge0/1 af-type ipv4
—address 172.16.1.1/24
—admin—-status Up

—oper—status Up

—tracker-status NA

esc MPLS

||.
oy R T

veo—admin—-status Up

erface vpn 0 interface ge0/3 af-type ipv4
—address -

—admin-status Down
—Ooper—status Down

—tracker—-status NA
S C None

ipve—admin-status Up
interface vpn 0 interface system af-type ipv4
ip-address 2.1.1.1/32
if-admin—-status Up

—oper—-status Up

—tracker—-status NA
desc None

ipve—admin-status Up
interface vpn 11 interface ge0/2 af-type ipv4
ip—address 192.168.10.254/24
if-admin—-status Up
if-oper—-status Up

if-tracker-status NA

desc None

Js
oy T

M

Ready
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Trén vEdge ta dung c4c Iénh sau dé kiém tra két néi gitra vEdge:

Dung lénh show control connections ding dé kiém tra tinh trang két néi cia VEdge voi cac thiét
bi trong mang Cisco SD-WAN.
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