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I1. MO ta

Bai lab gdm mot PC, mot Switch va mot Access Point duogc két ndi nhu hinh trén

Trén bai lab ndy, hoc vién s& thuc hién cdu hinh trén AP

Dit IP theo so d6 sau:

Tén thiét bi

bia chi IP

AP

192.168.1.1/24

PC

192.168.1.2/24

Interface Vlan 1

192.168.1.10/24

I11. YéUu chu

1. Gi6i thiéu vé Access Point 3502
2. Két n6i WebPage ctia AP3502
3. Thiét 1ap SSID trén AP3502

IV.Céu hinh

Yéu cau 1. Gidi thiéu vé Access Point 3502.
Trén Cisco Switch két ndi AP3502

Switch Core# show cdp entry ap

Device ID: ap Entry address(es): IP

address: 192.168.1.1

Platform: cisco AIR-SAP3502E-A-K9,

Nt DA —

1I~nAD

(link-local)

Capabilities: Trans-Bridge
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X6a cau hinh va khoi dong AP3502 véi cau hinh trang.

ap# erase startup-config

Erasing the nvram filesystem will remove all configuration files!
Continue? [confirm] <enter>

[OK]

Erase of nvram: complete

Yéu cau 2. Két ndi WebPage ciia AP3502.

Tién hanh két ndi HTTP t6i IP cua AP3502 la 192.168.1.1 véi tai khoan
Cisco/Cisco.

bay la giao dién cuia AP3502

Saye Configuration  Ping  Logout Refresh

HOML NETWORK JCIATION WIRELLS! SECURITY SCRVICES MANAGEMENT SOFTWARE EVENT LOG
Home alvaln
cisco a =
Summary Cisco Aironet 3500 Series Access Point
} Easy Setup
Network Assistant Hostname ap ap uptime is § minutes
 Assoslation
Chents 0 Infrasiructure chents. 0
* Metwork Identity ]
1P Address 19216811
1PV Address FESO 4256 39FF FECA 5F82
MAC Address 4055 39ca 5182
L
Network Interfaces. B
it S R S,
Interface MAC Address Transmission Rate
# GioabiEheme 4055 39ca 582 100Mbps
¥ Radio.802 1NRIGHE 1caa 07c6 (420 Mcs Index 15
R adio1-807 11180t 1caa 07d8.7650 Mcs Index 16
[hll.- A .
Time Severity Description
Mar 1005259 850 Warming Full power - NEGOTIATED inline power source
Mar 1005259 850 ®Notification Restarting Radio interface Dot11Radio due 10 interface reset

Kiém tra va dat IP cho AP3502.
Vao Network — Network Interface — IP Address

Saye Configuration Ping Logout  Refresh

HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

NETWORK -

Hostname ap ap uptime is 6 minutes

* NETWORK MAP

Summary Network Interfaces: Summary
Adjacent Nodes

System Settings
. NETWORK o | | =
INTERFACE IP Address ( DHCP ) 192.168.1.1
Summary (1P Subnet Mask | 2552552550
GigabitEthernetd Default Gateway 192.168.1.10
Radio0-802.11N 2.4GHz IIAG Adiress T 2055.39ca 52|
Radio1-802.11N SGHz
Software Status Enabled I Disabled ¥ Disabled
Hardware Status upft pown® Down ¥

Interface Resets 2 0 0
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DT: (028) 7 | Hotline: 0933427079 Email: vnpro@vnpro.org
Dit IP cho thiét bi
Hostname ap ap uptime is 7 minutes
Network Interfaces: IP Address
Configuration Server Protocol: @® DHCP © Static IP
£ Disable DHCP Address Binding
IP Address: 192.168.11 J
IP Subnet Mask: 255.255.255.0 ]
Default Gateway IP Address: 192.168.1.10 |
) Overmide DHCP Default Gateway

Network Interfaces: IPV6 Address
IPv6 ® Enable © Disable
Config Server P | ¥ DHCP ¥ Autoconfig O Static IP
IPV6 Link-Local Address: [FEB0::4255:39FF-FECA'5F82 | (X XXX X)
IPV6 prefix Address: 1 | (XXX X X/<0-128>)

) Anycast © EUI-B4

FEB0::4255.39FF FECA.5F82 ~
IPV6 Address List:

- oslee |

IPV6 Reachable-time: | (0-3800000)

Kiém tra lai IP: Home — Easy Setup — Network Configuation

Save Confic ] Logout Re

afra]n
cisco

HOME NETWORK SERVICES MANAGEMENT EVENT LOG

Summary . |
e Network Configuration [ Reboot AP | | Factory 1 }
Setsor Confiocration Host Name: lap
Network Assistant Server Brotocol: ® pHce O static IP
1P Address: (9226801 ]
1P Subnet Mask: |285.255.255.0 |
Default Gateway: [152068.100 |
1PV6 Protocol: ¥ pHCP ¥ Autoconfig ) Static 1P
e A [ | (X:X:X:X::X/<0-  Current SSID List(Read Only)
128>)
Create a user
username: i—
Password: [
Change global authentication password L
default enable secret: li‘:i‘.‘jiﬂi!fi‘.ﬂ
confirm enable secret: :}
SNMP Community: |def:
® Read-Only ' Read-Write
L appiy |

Hoic ciing 0 thé telnet t6i AP3502 va thuc hién 1énh dé kiém tra IP ciia AP3502.
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Telnet dén AP3502

User Access Verification

Username: Cisco
Password: Cisco

Kiém tra IP

ap> show ip interface brief

Interface IP-Address OoK?

BVI1 192.168.1.1
Dot11RadioO
GigabitEthernetO
unassigned

unassigned

Method Status Protocol
YES NVRAM up up
NVRAM up up
YES NVRAM up up

Dit IP cho thiét b

ap> enable

Password: Cisco

ap# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

ap(config)# interface bvi 1

Luu ciu hinh

ap# write memory

Yéu cau 3. Thiét lap SSID trén AP3502.

Vao Security — SSID Manager

Save Configuration Ping Logout Refresh

CcISCO MANAGEMENT SOFTWARE  EVENT LO
Security
Hostname ap ap uptime is 17 minutes
Admin Access
En tion Manager Security: Global SSID Manager
SSID Manager .
Dotllu Manager Current S$SID List
Server Ma =
nager - SSID: W1 J
AP Authentication e -
Intrusion Detection VLAN: l< NONE> v | Define VLANs
Local RADIUS Server ZCCKUD ;
5 ackup 2.
Advance Security -
Backup 3:
Band-Select: ) Band Select
Universal Admin Mode: ) Universal Admin Mode
Interface: ¥ Radio0-802.11N2 45Hz
¥ Radio1-802 11N5G2

NetworkID: | |(0-4096)
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SSID: bat tén SSID

Interface: Chon bang tan phat séng
ol | I I h
cisco T
| = I 7
Security
e Multiple BSSID Beacon Setti
Encryption g P ALl
SSID Manager Multiple BSSID Beacon
°°'“"::"‘9" () Set SSID as Guest Mode
Server Manager
AP AlcTier i oaion © Set DataBeacon Rate (DTIM)/DISABLED  [(1-100)
Intrusion Detection
Apply | Cancel
Local RADIUS Server I__.I
Advance secuity | GussiModelntrstncwressDSettogs
Radio0-802.11N24CHz;
Set Beacon Mode: ®Single BSSID  Set Single Guest Mode SSID:
© Multiple BSSID
Set Infrastructure SSID: | <NONE > v | [ Force Infr Devices to iate only to this SSID
Radio1-802.11N5CHz:
Set Beacon Mode: @ Single BSSID  Set Single Guest Mode SSID: | < NONE > v
© Multiple BSSID
Set Infrastructure SSID: |<NONE > v | () Force Infrastructure Devices to associate only to this SSID
il
Kéo xudng chon Apply

Kich hoat bang tan 2,4 GHz

CISCO
Home

Summary
» Easy Setup
Network Assi

i l v .| % ﬁ -
SO Cisco Aironet 3500 Series Access Point

ap uptime is 21 minutes

Home: Summary Status

IP Address 182.168.1.1

IPv6 Address FEB80. 4255 39FF FECA 5F82

MAC Address 4055 39ca 5182
T

Interface MAC Address Transmission Rate

# GigabiEthemet 4055 39ca 582 100Mbps

§ Ragico.00p 110246 | | 1caa07c6.1020 Mes Index 15

¥ Radio1-802 11NEGHE 1caa 07d8 76b0 Mcs Index 15
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Bat tinh nang Radio

Saye Configuration Ping Logout Refresh

Cisco HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Home
Summary Hostname ap ap uptime is 22 minutes
» Easy Setup - N -
Network Assistant Network Interfaces: Radio0-802.11NZ45H2 Settings
Operating Mode: Mixed
Enable Radio: © Disable
Current Status (Software/Hardware): D|sablod‘ Down ]
Role in Radio Network:

) Access Point (Fallback to Radio Shutdown)
) Access Point (Fallback to Repeater)
) Repeater

7 Root Bridge

7 Non-Root Bridge

 Root Bridge with Wireless Clients

) Non-Root Bridge with Wireless Clients

) Workgroup Bridge -

2 Universal Workgroup Bridge  Client MAC: | (HHHH HHHH HHHH)
. Scanner

© Spectrumsoectrum information®

Kéo xudng chon Apply

A I 1ot l " Saye Configuration Ping Logout Refresh
C ISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
Home Antenna Gain(dBi): 0 | (128-128) .
Summary
» Easy Setup Traffic Stream Metrics: ) Enable ® Disable
Network Assistant Aironet Extensions: ‘® Enable ' Disable
Ethernet Encapsulation Transform: ® RFC1042 © 802.1H
Reliable Multicast to WGB: ® Disable ) Enable
Public Secure Packet Forwarding: ' Epable ® Disable
Beacon Privacy Guest-Mode: ) Enable ® Disable
Beacon Period: 100 | (20-4000 Kusec)  Data Beacon Rate (DTIM): 2 | (1-100)
Max. Data Retries: 64 |(1-128) RTS Max. Retries: 64 |(1-128)
Fragmentation Threshold: 2346 | (256-2346) RTS Threshold: 2347 | (0-2347)
Root Parent Timeout: 0 | (0-65535 sec)
Root Parent MAC 1 (optional): [ | (HHHH HHHH HHHH)
Root Parent MAC 2 (optional): ' | (HHHH HHHH HHHH)
Root Parent MAC 3 (optional): | (HHHH HHHH HHHH)
Root Parent MAC 4 (optional): | (HHHH HHHH HHHH)
| Apoly |

LGc nay, cac may tinh da co thé két ndi t6i SSID

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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IV. Kiém tra
Cac may tinh da co thé két ndi t6i SSID

VNPRO STAFF

VNPRO_Hocvien

Other people might be able to see info you
send over this network

E Connect automatically




