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IL. Yéu cau k¥ thuat

Viét bon Feature Template vSmart VPN 0, vSmart VPN 0 Interface, vSmart VPN 512,
vSmart_Interface VPN 512.

Tao Device template bao gdm bdn template trén va day cau hinh cho vSmart.
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III. Céc budc thue hién

3.1. Viét Feature Template Transport VPN (VPN 0)

O giao dién vManage, vao Configuration > Templates, chon tab feature, chon Add. Bén trong cot

Select Device, chon vSmart. Sau d6 chon VPN.

s Monitor - Overview Cisco SDWA' X 4 v -

< C A Not secure | hitps//192.168.1.1:8443/#/app/monitor2 foverview ® % O a2
Cisco SD-WAN Overview O =0

nels  Applications  Security VPN Mare - 2
Devices

/SSL Proxy
:

Certificates

Monitor

Tools
Wsiiiede CERTIFICATE STATUS LICENSING REBOOT

Maintenance Templates 0 0 0

Warning Assigned Last 24 hrs
. Policies 3 Unassigned
Administration

Security

/8 Workflows

o= our sme
Network Hierarchy 24 Hours \v  Actions v/

‘;‘ Reports Unified Communications Tunnel Health © 24 Hours Late ms) v Good Tunnels v

[ L Analytics Cloud onRamp for Sa

1.10.2:biz-internet-1.1.10.3:biz-internet

Cloud onRamp for laaS 20.58

= vEdge-Site] :mpls-vEdge-Site3:mpls
Cloud onRamp for Multicloud o o

- - vEdge-Site1:mpls-vEdge -Site 2:mpls.
Cloud onRamp for Colocation 2 - = -
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% Configuration - Templates Cisco X 4 v = X
& C A Notsecure | hitps//192.168.1.1:8443/#/app/config/template/feature?display=add e W O a
= Cisco SD-WAN ‘\-} Select Resource Groupw Templates o= e o

Configuration Groups ~ Feature Profiles  Device Templates [iZ NI UILIREES

asture Template > Add Template

Select Devices

Q Search by device name OMP Security System

O I1SRv

O vEdge 100

O vEdge 100 B

) vEdge 100 M

O vEdge 100 WM VPN @ VPN Interface Ethernet

O vEdge 1000 Management  WAN LAN

O vEdge 2000
OTHER TEMPLATES
O vEdge 5000

O vEdge Cloud

O wManage Banner Logging SNMP

i
& vSmart I -

Budc tiép theo, cau hinh Template Name va Description:

Template name: vSmart_VPNO
Description: vSmart_VPNO
Cau hinh VPN ID: VPN 0
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&5 Configuration - Templates Cisco X+ v X
&« C A Notsecure | hitpsi//192.168.1.1:8443/#/app/config/template/feature?displ eType= rt&templateType=vp t ®w % 0O &
= Cisco SD-WAN ‘\:) Select Resource Groupw Templates &) @ [
Configuration Groups Feature Profiles Device Templates.
re Temp = > Add Template > VPN
Device Type vSmart

Template Name* vSmart_VPNO

vSmart_VPNQ

Basic Configuration DNS IPv4 Route IPv6 Route

v BASIC CONFIGURATION
VPN I @ vewo - I
Name @~

Cancel

Bén trong phan Ipv4 Route, chon New Ipv4 Route va nhap 0.0.0.0/0 vao 6 Prefix, chon Add Next

Hop.

«

Configuration - Templates Cisco X

4

C A Notsecure | hitps//192.168.1.1:8443/#/app/config/template/featur

eType=vsmart&templateTyps

= Cisco SD-WAN ‘O Select Resource Groupw Templates

s > Add Template > VPN

Prefix | @~ | cooon ‘I

Gateway © NextHop (O Null0 (O VPN (O DHCP
Next Hop Add Next Hop

Optional Prefix

Gateway Selected Gateway Configuration

Cancel
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w — X
= ¢ L % O &
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() Mark as Optional Row ()

Cancel

Action
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Mot cira s6 hién 1én nhic thém Next Hop. Chon ndt Add Next Hop.

X
Next Hop
Address Distance
@~ | 1011254 @~ g
() Add Next Hop
X

Next Hop

No Next Hop added, add your first Next Hop

| Add Next Hop "
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Wk Configuration - Templates Cisco X + v - X
< C A Notsecure | hetpsy/192.168.1.1:8443/#/app/config/templateffeature?display =add&deviceType=vsmart&templateType=vpn-vsmart 2 % O &
= Cisco SD-WAN () Select Resource Groupw Templates oS =0 o
Configuration Groups ~ Feature Profiles  Device Templates
re Template > Add Template > VPN

() Mark as Optional Row ()

Prefix @~ ov0o000
Gateway O NextHop (O Nullo (O VPN () DHCP
Next Hop 1 Next Hop
Cancel
Optional Prefix Gateway Selected Gateway Configuration Action

cance! E

Chon Save dé tao template.

3.2. Viét feature template VPNO interface
Muc feature templates, chon Add Teamplate.

@k Configuration - Templates Cisco X + v - X
&« C A Notsecure | hitps://192.168.1.1:8443/#/app/config/template/feature?display=add r w O a
= Cisco SD-WAN () Select Resource Groupw Templates o= O

Configuration Groups Feature Profiles Device Templates

- > Add Template

Select Devices

Q, Search by device name OMP Security System

O ISRv

O vEdge 100

O vEdge 100 B

O vEdge 100 M o

[ vEdge 100 WM VPN VPN Interface Ethernet

O vEdge 1000 Management WAN LAN

O vEdge 2000
OTHER TEMPLATES
O vEdge 5000

O vEdge Cloud

[ vManage Banner Logging SNMP

8 vSmart | .
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Tao template VPN Interface va thiét lap nhu bén dudi:

Template: VPN Interface Ethernet
Template Name: vSmart_VPNO_eth0
Description: vSmart_VPNO_eth0

W Configuration - Templates Cisco X + v - x
< C A Notsecura | httssy//192.168.1.1:8443/#/app/confia /templatefeature?display =add &devicaType =vsmart&templataType=vpn-vsmart-interface e A O a :
= Cisco SD-WAN () Select Resource Groupw Templates o= @ >
Configuration Groups Feature Profiles Device Templates

T > Add Temy > VPN Interface Ethernet
Device Type vSmart
Template Name* vSmart_VPNO_eth0
Description* vSmart_VPNO_eth0
Basic Configuration Tunnel ARP Advanced
v BASIC CONFIGURATION
Shutdown | @~ Yes | O No ‘I
Interface Name | @~ | etho v I
Description ©-
ID A ionatan v

Trong phan Basic Configuration bén canh ShutDown, chon Global va chon No. Viéc nay dé xac
dinh trang thai cong 1a ludn duoc mo.

Sau d6 chon Interface Name, chon Global va nhap tén cong la ethO.

BASIC CONFIGURATION

Shutdown - Yes (® Mo
Interface Name - | =] v
Description -

Trong phan Basic Configuration bén trong Ipv4 Configuration, chon Static va bén canh Ipv4
Address, chon Device Specific va nhap tén bién vpn0_eth0_if ip_addres.
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4 Configuration - Templates Cisco X =+ v - X
< C A Notsecure | hitps//192.168.1.1:8443/#/app/config/template/feature?display=add@device Type =vsmart&templateType=vpn-vsmart-interface w % O &
= Cisco SD-WAN '\-; Select Resource Groupw Templates O = @ 8O
sture Template > Add Template > WPN Interface Ethernet
IP Configuration
(O Dynamic Q Static
IPv4 Address
@ Global
IPv6 Configuration M Device Specific > Enter Key
© oot o - i
(O Dynamic Q static
IPv6 Address @~
~  TUNNEL
Tunnel Interface o~ on off .
Cancel Save

Trong phan Tunnel va bén canh Tunnel Interface, chon Global > On.

Trong phan Tunnel phan Allow Service, All -> On.

ks Configuration - Templates Cisco X + v - X
‘ < C A Notsecure | hetps//192.168.1.1:8443/#/app/configftemplate/feature?display=add&deviceType=vsmart&templateType=vpn-vsmart-interface 2w O &
= Cisco SD-WAN () Select Resource Group~ Templates o= oo
Configuration Groups ~ Feature Profiles  Device Templates
mp emplate > VPN Interface Ethernet
v TUNNEL

Tunnel Interface | @- ‘ O on | off |

Color (.Z:.v

Al I @~ ‘ O on | o] |

DHCP ©- an Off

bs (©O)hd On Off

ICMP @~ on Off

Cancel

5@
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Nhan Save dé tao template.

3.3. Viét feature template Manage VPN (VPN 512)
O giao dién vManage vao Configuration > Templates, chon tab feature > Chon Add.

Bén trong cot Select Device, chon vSmart. Sau d6 chon VPN.

s Configuration - Templates Ciseca X 4 v - X
€« C A Notsecure | hitps://192.168.1.1:8443/#/app/config/template/feature?display=add 2 % O & :
= Cisco SD-WAN () select Resource Group Templates o= O~

Configuration Groups Feature Profiles Device Templates Feature Templates

eature Template > Add Template

Select Devices

Q Search by device name OMP Security System

O ISRv

O vEdge 100

vEdge 100 B

vEdge 100 M

vEdge 100 WM VPN @ VPN Interface Ethernet

[ vEdge 1000 Management  WAN LAN

O vEdge 2000
OTHER TEMPLATES
O vEdge 5000

O vEdge Cloud

O vManage Banner Logging SNMP

& vSmart I -
|

Céu hinh Template Name va Description:
Template name: vSmart_VPN512
Description: vSmart_VPN512

Cau hinh VPN ID: VPN512
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&l Configuration - Templates Cisco X 4+ Vv - X
& C A Notsecure | hitpsi//192.168.1.1:8443/#/app/config/template/feature?displ eType= rt8templateType=vpi t v % 0O a

= Cisco SD-WAN ‘\:;‘ Select Resource Groupw Templates SN O A]

ature Template > Add Template > VPN
Device Type vSmart
Template Name* vSmart_VPN512
n* vSmart_VPN512
Basic Configuration DNS IPv4 Route IPv6 Route
»  BASIC CONFIGURATION
Name @~
Cancel

Chon Save dé tao template.

3.4. Viét feature template VPN512 interface
Muc Feature Templates, chon Add Template.

@k Configuration - Templates Cisco X + v - X

< C A Notsecure | hups//192.168.1.1:8443/#/app/config/template/feature?display=add 2w O a
= Cisco SD-WAN '\) Select Resource Groupw Templates O = 6O

Configuration Groups Feature Profiles Device Templates

sature Template > Add Template

Select Devices

Q, Search by device name OMP Security System

O ISRv

O vEdge 100

O vEdge 100 B

O vEdge 100 M o

[ vEdge 100 WM VPN VPN Interface Ethernet

O vEdge 1000 Management WAN LAN

O vEdge 2000
OTHER TEMPLATES
O vEdge 5000
O vEdge Cloud

O vManage Banner Logging SNMP

8 vSmart | .
»
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Tao template VPN Interface va thiét lap nhu bén dudi:

Template: VPN Interface Ethernet
Template Name: vSmart_VPN512_ethl
Description: vSmart_VPN512_ethl

s Configuration - Templates Ciscc X =+ v - X
[ C' A Notsecure | kstpsi//192.168.1.1:8443/#/app/config/template/feature?display =add&deviceType=vsmart&templateType=vpn-vsmart-interface = % 0O &
= Cisco SD-WAN '\-) Select Resource Groupw Templates oS =6 0
Configuration Groups | | Festurs Profies | | Device Templates
sture Template > Add Template > VPN Interface Ethernet
Device Type vSmart
Template Name* vSmart_VPN512_eth1
Description*™ vSmart_VPNS12_eth1
Basic Configuration Tunnel ARP Advanced
 BASIC CONFIGURATION
Shutdown I ®-~ Yes | O No I
Interface Name I @~ | etm v I
Description @~

ID P nfmention

Trong phan Basic Configuration bén canh Shut Down, chon Global va chon No. Viéc nay dé xac
dinh trang théi cong 1a luén duoc mo.

Sau d6 chon Interface Name, chon Global va nhap tén cong la eth.
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ik Configuration - Templates Cisco X + v - x
<« @ A Notsecure | https//192.168.1.1:8443/#/app/config/template/feature?display=add&deviceType=vsmart8itemplateType=vpn-vsmart-interface e % O 2
= Cisco SD-WAN ‘G Select Resource Groupw Templates o= 6o

Configuration Groups Feature Profiles Device Templates Feature Templates

eature Template > Add Template > VPN Interface Ethernet

Dev vSmart

Template Name* vSmart_VPN512_eth1

Deseription* vSmart_VPN512_eth1

Basic Configuration Tunnel ARP Advanced

v BASIC CONFIGURATION

Shutdown I @~ Yes ‘ O No I
Interface Name I @~ | e v I
Description [OLd

ID Canfimimntinn

Fancel

Trong phan Basic Configuration bén trong Ipv4 Configuration, chon Static va bén canh Ipv4
Address, chon Device Specific va nhap tén bién vpn512_eth1_if ip_addres.

-

onfiguration - Templates Cisco X + v - X

& C A Notsecure | hitps//192.168.1.1:8443/#/app/config/template/feature?display=add&deviceType=vsmart&itemplateType=vpn-vsmart-interface & % 0O a

= Cisco SD-WAN 'G Select Resource Groupw Templates oS =@ oo

Configuration Groups Feature Profiles Device Templates Feature Templates

ature Template > Add Template > VPN Interface Ethernet

IP Configuration

) Dynamic ) Static

Pu4 Address
@ aGlobal
IPv6 Configuration M Device Specific » Ty
@ Default @ vpn512_eth_if_ip_address
(O Dynamic Q) Static
IPv6 Address @~

v TUNNEL

Tunnel Interface

@~ on

cancel m

Nhéan Save dé tao template.
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3.5. Tao mot Device Template
O giao dién vManage ta chon Configuration > Templates (tab Device).

Chon Create Template > From Feature Template.

Chon Device Model (vSmart).

s Configuration - Templates Cisco X + ™ = X
< C A Notsecure | hetssy//192.168.1.1:8443/#/app/config/template/device e ¥ O &
= Cisco SD-WAN () Select Resource Group= Templates ~N e o
Configuration Groups  Feature Profiles | (DELTRC | Feature Templates
Q search
Create Template
From Feature Template N "
TotalRows: 1 5 &b
emplate - v
Name ... Description Type ... Device Mode... Device Role ... Resource Group Feature Templates Draft Mode Devices Attached Updated By Last Updated
vEdge... vEdge Multi_Tr.. Feature vEdge Cloud SDWAN Edge global 13 Disabled 3 admin 27 Jun 2023 3:3

Nhap Template Name (vSmart_Teamplate), Description (vSmart_Teamplate).
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¥nPro

i Configuration - Templates x + ~ - X
<« C A Notsecure | hitps://192.168.1.1:8443/#/app/config/template/device/feature 2 % O a
= Cisco SD-WAN ‘\i; Select Resource Groupw Templates o @ o
Configuration Groups Feature Profiles Feature Templates
vSmart v

Device Model™

Template Name* vSmart_Template

Basic Information Transport & Management VPN Additional Templates

Basic Information

cefittorrat-Systerrfemptates

System * Factory DeTaun vemar vManage Sys. v

Logging* Factory_Default_Logging_Template_V01

Trong phan Basic Information thi ¢ mic dinh néu c¢d nhimg template twong @
Vao.

ik Configuration - Templates Cisco X =+

¢« @ A Notsecure | hitps//192.168.1.1:8443/#/app/config/template/device/!
= Cisco SD-WAN ‘\7) Select Resource Groupw Templates o= 0o
Configuration Groups | | Feature Profiles Feature Templates

Basic Information Transport & Management VPN Additional Templates

Basic Information

Additional System Templates

System * Factory_Default_vSmart_vManage_Sys... +
@ Archive
Logging™ Factory_Default_Logging_Template_¥01
V. _Logging_Template @ NTP
AAA * Factory_Default_AAA_Template - OMP * Factory_Default_vSmart_OMP_Template
Security * Factory_Default_vSmart_vManage_Sec... v

eate Cancel
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Trong phan Transport & Management VPN, chon VPN Interface. Bbi voi VPNO, chon mau tinh
ning méi dugc tao trong muc sé ra vSmart_VPNO va trong muc s6 ra VPN Interface trong
vSmart_VPNO_Interface.

Dbi v6i VPN512, chon mau tinh ning méi dugc tao trong muc sé ravSmart_VPN512 va trong muc
s6 ra VPN Interface trong vSmart_VPN512_Interface

4k Configuration - Templates Cisco X 4 ¥ - X
< C A Notsecure | hitpsi//192.168.1.1:8443/#/app/config/template/device/feature ® ¥ O &
= Cisco SD-WAN ‘\-}‘ Select Resaurce Groupw Templates S = @

Configuration Groups ~ Feature Profiles (IRl  Feature Templates

Transport & Management VPN

VPNO* wSmart_VENO - Additional VPN 0 Templates

(©) VPN Interface
VPN Interface vSmart_VPNO_eth0 -

(=]

VPN 512 * vSmart_VPN512 - Additional VPN 512 Templates

(3 VPN Interface
VPN Interface wSmart_VPNS12_eth1 - 0

Additional Templates

Banner Ghoose. - 2

Create Cancel

Chon Create dé tao va luu mau thiét bi.

3.6. Trién khai cac device template dén vSmart
Ta chon Configuration > Templates > tab Device > tim vSmart_Template> ... > Attach Devices.
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Wl Configuration - Templates Cisco

< C A Notsecure

= Cisco SD-WAN

Q. search

Create Template

Template Type Non-Default

Name ... Description

vEdge... VEdge_Multi_Tr

vSmar. vSmart_Template

x4+

Eeps//192.168.1.1:8443 /#/app/config/template/device

Type

Feature

Feature

() Select Resource Group

Device Mode...

vEdge Cloud

vSmart

Configuration Groups

Device Role

SDWAN Edge

SDWAN Edge

Resource Group

global

global

v o= x
e Y O &
Templates O = @ O

Feature Profiles Device Templates Feature Templates

TotalRows: 2 L3 45
Feature Templates Draft Mode Devices Attached Updated By Last Updated
13 Disabled 3 admin 27 Jun 2023 3:3.
g Disabled 0 admin 28 unz02z10.. ]
Ediit
View
Delete

_U
Export CSV

Mot cira s6 hién Ién liét ké cac thiét bi bi ¢ san s& dugc ap dung cau hinh ndy. Danh sach céc thiét
bi chira tén may chu va dia chi IP cuaa thiét bi néu n6é dugc quan ly théng qua vManage hoac né sé
chura so sé-ri cua thiét bi chua quan 1y va khong duoc vManage xac dinh.
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Chon thiét bi ban muén ap dung ciu hinh va chon mii tén dé di chuyén thiét bi tir Available
Devices box sang Selected Devices. Ban c6 thé chon nhiéu thiet bi cung mét Iic. Chon Attach

x
Anach device from the list below 0 ltems Selected
Available Devices [:] Select All Selected Devices
All - Q, Search Y4 All - Q. Search Y
/'S'\
| ] o
Name Device IP L Name Device IP
R
vsmart 1.11.3
N . .
Tim vSmart > ... > Edit device template
Wk Configuration - Templates Cisce X 4 v - X
<« C A Notsecure | heps://192.168.1.1:8443/#/app/config/template/device/confi 4b62046e-d845-4f1d-aabe-4d 173 1bade? € % O &
= Cisco SD-WAN () Select Resource Groupw Templates o= e L
Device Template | vSmart_Template
Q' search
Total Rows: 1 F o4
S.. Chassis Number System IP Hostname 1Pv4 Address(vpn512_eth1_if_ip_address) IPv4 Address(vpnO_eth0_if_ip_address) He
1953c011-633c-4533-a0dc-5eccfedfaded  1.1.1.3 vsmart

Edit Device Template &

Cancel

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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Mot man hinh hién 1én hién thi danh séch bién. Tir danh sach dé thay d6i bién ma minh mudn.

14 Configuration - Templates Cisce X = Vo= x
<« @ A Notsecurs | hetps;//192.168.1.1:8443/#/3pp,/config/template/device/configure/4b620468-dB45-4¢1d-a3be-4d 1173 1badeT e % O &
= Cisco SD-WAN () Select Resource Group~ Templates o= e oo

upddle veviCce lelnpidle

Variable List (Hover over each field for more information)

Stas in_complete

Chassis Number f953¢011-633c-4533-a9dc-5eccfedfaded

System IP 1113

Hostname vsmart

1Pv4 Address(vpn512_eth_if_ip_address) 192.168.1.3/24

IPv4 Address{vpn0_eth0_if_ip_address) 10.1.1.3/24

Hostname vSmart

System IP 1113

Site ID 1004

Generate Password

Chon Update. Sau d6 Next dé ap dung cac mau 1én thiét bi vSmart da chon.

Man hinh tiép theo s& cho biét ring hanh d6ng cu hinh s& dugc &p dung cho mét hay nhiéu thiét
bi dwoc gin voa mot mau thiét bi. Chon mot thiét bi ¢ phia trén bén trai s& hién thi cho ban ciu
hinh s& dugc day dén vSmart (tab Config Preview). Chon tab Config Diff & ¢dau man hinh dé xem
su khéc biét trong cau hinh hién tai so véi cau hinh sap ap dung.

Sau d6 ta chon Configure Devices

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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&l Configuration - Templates Cisco X =+

v - X
< C A Notsecure | Buss//192.168.1.1:8443/#/2pp/confia/templ refp 1/A620466-0845-4F1d-2abe-4d 173 1badeT e ¥ O &
= Cisco SD-WAN () Select Resource Group~ Templates o 6 o
Device Template Total
vSmart_Template 1

Device list (Total: 1 devices)

Filter/Search

953c011-633¢-4533-a9dc-5eccfe3faded

vsmart|1.1.1.3

Please select a device from the device list

Rollback Timer

Cancel

Configure Devices %

. O B ds

Sau khi x&c nhan s& xuat hién mot bang théng bao qua trinh ap dung template 1én vSmart da duoc
chon trude do.

i Configuration - Templates Cisco X =+

¢« C A Notsecure | hitps//192.168.1.1:8443/#/app/device/status?activity=push_file_template_configuration&pid=push_feature_template_configuration-4034990f-aab7-44a0-a722-5

= Cisco SD-WAN ‘d Select Resource Groupw

Push Feature Template Configuration | @ Validatol

Initiated By: admin  From: 192.168.1.200

Total Task: 1 | Success

Q. search

Total Rows: 1 £
> Status Message Chassis Number Device Model Hostname System P Site ID vManage 1P
> ° Success Done - Push Feature T. f953c011-633¢c-4533. vSmart vsmart 1113 1000 1.1 I

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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IV. Kiém tra

Ta vao console ctia vSmart trong so d lab, ta gd Iénh show running-config dé xem céc cau hinh
da thay doi

5
File Edit View Options Transfer Script Tools Window Help
{5,550, 6 ), Ener host <Alt+R> N BBI FRS

vSmart X

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnpro149




nPro

E]vSmart
File Edit View Options Transfer Script Tools Window Help

o BB o] B A B %

omp
no shutdown
filter—-route

outbound affinity—-group-pre

graceful-restart
outbound-policy—-caching
!
vpn O
interface ethO
ip address 10.1.1.3/24
tunnel-interface
11 ice all
dhcp
dns
allow—service icmp
no allow—-service sshd
no allow-service netconf
no allow—-service ntp
no allow—-service stun

shutdown

s
v

ip route

vpn 512
interface ethl
ip address 192.168.1.3/24
no shutdown
1
1

vSmart# I

Trén vSmart ta dung céc lénh sau dé kiém tra két ndi gitra cac thiét bi:

CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
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Dung Iénh show control connections dung dé kiém tra tinh trang két ndi cua vSmart vai céc thiét
bi trong mang Cisco SD-WAN.
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