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LAB - St dung cong cu NMAP

== -

192.168.1.1 Nmap client
192.168.1.10/24

Hinh 2.17.

Mo ta

Cong cu NMAP cho phép léy thong tin vé cac dich vu dang mé trén router, server, host...
nhim muc dich giam sat hé théng mang hodc thu thép thong tin can thiét dé tn cong dich vu nao
do.

Cai dat NMAP

Choose which features of Nmap you want to install,

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

. —T Description
Select components to install: Nmap Core Files F':-ihnn e

Register Nmap Path over a component to

WinPcap 4.02 see its description,
Network Performance Img
Zenmap (GUI frontend)

Space required: 33.3MB

Mullsoft Install System v2.34

Hinh 2.18.
Chon Next.
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Installation Complete
Setup was completed successfully,

Completed

Show details

Mullsaft Inskall System v, 34

Hinh 2.19.
Kiém tra
Ta thay dugc rang R1 (192.168.1.1) dang mé cac port sau ddy: 80, 23,... két qua c6 thé thay
doi tuy theo dich vu dang dugc mo trén Router.

<= Zenmap

=l=ixi

Scan  Tools  Profile  Help

o & )

Mew Scan  Command Wizard  Save Scan  Open Scan | Report & bug Help

Quick Serwices version detection on 192.168.1.1 X

Target: |192.165.1.1 j Profile: IQulckSerchsverslnndatect\nn j Scan

Command: Inmap -T Aggressive -sY -v 192,168.1.1

I Hosts Services | Ports [ Hosks  Mmap Oukput |Host Details |Scan Details |

05 ¢ I Host ! I Starting Nmap 4 62 { hibp:/f/nmap org | at 2009-02-12 16:17 SE Asia Standard Time
Tmitiating ARD Ping Hcan an 16:17

Sranming 192 168 1.1 [1 pore]

Completed ARP Ping Zran at 16:17, D 0fs slapsed {1 total hosts)
Tnitiating Parallel DNE resolution of 1 host. at 16:17

Completed Parallel DNE resolution of 1| host. at 16:17, 0 0%s elapsed
Iniciating %YW Ztealth Zean at 15:17

Scanning 192.168.1.1 [1715 ports]

Discoversd open pert S0/tcp on 192.168.1.1

Discoversd cpen port Ziftop on 192.168.1.1

Discoversd cpen port L7207y on 192.168.1.1

Diccoversd cpen port EOS0/tcop on 192.168.1.1

Complened SYN ftealth Scan ac 16:17, L.52s elapsed (171E tomal porcs
Iniciacing Service scan ac 16:17

#  Scanning

Hinh 2.20.
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