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LAB - Thuc hién SSH

S5H Client S5H Server

10.1.1.10/24 10.1.1.1/24

Hinh 2.21.
Mo ta
SSH tuong tu tinh ndng cua telnet, nhung bdo mat hon telnet vi username, password va dir
liéu dugc ma hoa trén moi truong truyén.
Xem vi du ciia mot chuong trinh bét goi khi sir dung telnet:
User Access Verification
Username: .......... vt100. .cciissccoo
Password: cisco
SW>eennaa
Password: cisco
Sw#ccoonnff tt

Enter configuration commands, one per line. End with CNTL/Z.
sw{config)#

Thue hién

Budc dau tién khi thue hién SSH 13 cdu hinh hostname va domain-name vi thong tin nay
dung dé dinh danh khoéa (key).

Budc thir hai 13 tao khoa (dy 1 thong tin can thiét dé xay dung két ndi bao mat).

SW (config) #crypto key generate rsa

% Please define a domain-name first.
SW(config) #crypto key generate rsa

The name for the keys will be: SW.vnpro.org

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take a few
minutes.

How many bits in the modulus [512]:
Generating RSA keys
[OK]

00:25:13: %SSH-5-ENABLED: SSH 1.99 has been enabled
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SW#sh run

Building configuration...
|

hostname SW

!

enable password cisco

|

username cisco password 0 cisco //Tao database local d& cung clp théng tin
xac thuc

ip subnet-zero
|
ip domain-name vnpro.org
ip ssh time-out 120
ip ssh authentication-retries 3
ip ssh version 1
!
interface Vlanl
ip address 10.1.1.1 255.255.255.0
no ip route-cache
|
line con O
line vty 0 4
login local //Xac thuc dung database local

transport input ssh //Chi cho phép thuc hién SSH, néu cho phép telnet thi
khai bdo cho telnet

line vty 5 15
login local

transport input ssh

End

Trong phan nay chiing ta s& dung chuong trinh SecureCRT dé 1am SSH Client.
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Protocal; ISSH'I 'I

Hostrame: |1 0.1.1.1

Part: |22 Firewall INone j

Uszermame: Icisco

Authentication

ﬂ hzave Fazswond |
hd

[~ Show quick conmect on startup ¥ Save session

¥ Openinatab

Conrnect I Cancel

Hinh 2.22.

Thuc hién budc xac thuc.

Enter Secure Shell Password x|

cizcof@10.1.1.7 requirez a pazsword. Pleaze enter
a pazsword now,

Cancel

i

L zername: ICISCD

Pazzword: I"" o

[ Save pazsword

Hinh 2.23.
SW#sh ssh vty O
Connection Username Version Encryption State
0 cisco 1.5 3DES Session started
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