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Tong K&t Chi Pé GPO (Group Policy)

1. Th&*r Tw U'u Tién GPO (Group Policy Precedence)

Trong moi truweong Active Directory, khi mot d6i twong nguwoi dung hodc may tinh bi
ap dung nhiéu Group Policy cung ltic (chdng han tir Local, Site, Domain va OU), thi
thi tw wu tién sé quyét dinh GPO nao c6 hiéu luc cubi cung. Thir tw 4p dung nhu sau
(ttr thap dén cao):

- Local Group Policy

- Site GPOs

- Domain GPOs

- OU GPOs (va ca OU con néu cd)

Nguyén tic "Last Writer Wins" 4p dung - nghia l1a GPO dwoc 4p dung sau cung sé cd
hiéu lwc néu c6 sw xung dot thiét 1ap.

Vi du: Néu mét Domain GPO cho phép truy cip Control Panel, nhwng OU GPO lai
chin, thi thiét 1ap tir OU s& thang.

2. Scope ctia GPO (Group Policy Scope)

Scope xac dinh pham vi &nh hwdng ctia mot Group Policy Object. GPO ¢6 thé dwgc
lién két (Link) vao cac thanh phin sau:

- Site

- Domain

- OU (Organizational Unit)

Bén canh d0, tinh nang Security Filtering cho phép kiém soat chinh xac doi twong
nao (nguwoi dung, may tinh) trong vung ap dung sé thwc sy nhan dwoc policy. Group
Policy ciling c6 thé sir dung WMI Filtering dé diéu kién héa viéc ap dung GPO theo
théng s6 hé théng nhw phién ban 0S, dung lwong RAM, tén thiét bi,...

Vi du: Mot GPO dat tai OU "HR" nhung chi 4p dung néu thiét bi c6 RAM > 4GB.
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3. Dinh Nghia GPO (Group Policy Object)

Group Policy Object 1a mét thanh phan trong hé thong Active Directory cho phép
quan tri vién kiém soat tap trung cic ciu hinh cia hé diéu hanh, #ng dung va tai
khoan ngudi dung hodac may tinh.

Mot GPO bao gobm hai phan chinh:
- Computer Configuration: Ap dung cho may tinh bat ké ai ding nhap.
- User Configuration: Ap dung cho ngudi dung bat ké ho dung may nao.

Cac thanh phan thwong ciu hinh qua GPO:

- Thiét 1ap Windows (Security, Folder Redirection)

- Chinh sach phan mém (Software Restriction, Deployment)
- Chinh sach hé thong (Password Policy, Account Lockout,...)

4. Group Policy Overview (Téng Quan Vé Group Policy)

Group Policy 1a mot trong nhitng cong cu cot 16i d€ quan tri moi trweong doanh
nghiép Windows. N6 gitip giam gdnh nang quan ly thi cong va ddm bao tuan tha bao
mat.

Loi ich chinh caa GPO:

- Tw dong hoa ciu hinh hé théng va &rng dung

- Tang cwdng bao mat

- Quan ly ngu¢i dung va may tinh theo vai tro

- Kiém soat chinh sach toan cong ty (vi du: chin USB, d6i mat khiu dinh ky, bat/tit
dich vy,...)

Group Policy hoat dong theo mo hinh ké thira va c6 thé bi chidn (Block Inheritance)
hodc ép budc (Enforced) trong cau truc OU.

5. Group Policy va GCM (Group Configuration Management)

GCM la cach tiép can hién dai gitp quan tri vién quan ly hang loat ciu hinh Group
Policy thong qua cac cong cu tap trung nhw Microsoft Endpoint Manager (Intune),
Group Policy Management Console (GPMC), hodac PowerShell.
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Viéc tich hop GPO vé&i GCM giup:

- Dé dang backup va versioning policy

- Trién khai dong nhit trén moéi trweong hybrid (on-prem va cloud)
- Phan tich chinh sach hiéu lwc (Resultant Set of Policy - RSoP)

- Kiém tra xung dot gitra cac GPO

Khi t6 chirc chuyén dan 1én mé hinh cloud-native hoic hybrid, kha nang tich hop
GPO va cac cong cu hién dai nhw Intune tré nén quan trong hon bao gio hét.
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