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IL. Yéu ciu k§y thuét

Viét mot Centralized policy Hub and Spoke trong giao dién vManage cho vEdge ¢ site2 1am hub
va vEdge sitel, 3 lam spoke

Kich hoat policy Hub and Spoke vira viét xong.

III. Cac budc thue hién

3.1 Viét mot Centralized policy Hub and Spoke trong giao dién vManage

Pau tién ta vao giao dién vManage > Configuration > Policies > Centralized Policy > Add
Policy.
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Certificates
Network Design
Templates
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Security
Network Hierarchy
Unified Communications
Cloud onRamp for SaaS

Cloud onRamp for laaS

Cloud onRamp for Multicloud

Cloud onRamp for Colocation

kitps://192.168.1.1:8443,

= Cisco SD-WAN

Add Default AAR & QoS

policies

o | o 9

() Select Resource Groupw

Type

VPN11_NAT_POLICY Ul Policy Builder

/app/monitar2/overview

Sites v

Overview

Applications Security

CERTIFICATE STATUS

0

Warning

/app/config/policy/centralizedPolicy/policies

Policies

Localized Policy

Updated By

admin

0 phén Site ta chon New Site List dé tao ra danh sach Sitel, Site2, Site3.
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Pro

&% Configuration - Policie:

& C' A Notsecure | hitps//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy8action=add
= Cisco SD-WAN 'J Select Resource Groupw
ralized Policy > Add Policy
@ Create Groups of Interest
Select a list type on the left and start creating your groups of interest
Application
() e List
Color
Community
Name Entries Reference Count
Data Prefix
Site1 1 1
Palicer
Prefix Site2 2 1
I Site
Site3 3 1
App Probe Class

SLA Class

TLOC

VPN

Region

Preferred Color Group

Policies

Updated By

admin

admin

admin

Cance|

v - X
= % O &
O = @ 5

Last Updated Action

28Jun 2023 2:10:12PM ... 2 0D
28Jun2023 210019 pM . T
28 Jun 2023 2:10:26 PM ... < BT

Tiép theo v6i muc Tloc > New Tloc List

&

Configuration - Pol

C A Notsecure | https//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy8action=add

Cisco SD-WAN

Select Resource Groupw

ralized Policy > Add Policy

@ Create Groups of Interest

Select a list type on the left and start creating your groups of interest

Application

Caolor

Community

TLOC Calor Encap

Name

Data Prefix
Policer

Prefix

Site

App Probe Class
SLA Class

TLOG

VPN

Region

Preferred Color Group

Policies

Preference Reference C...

No data available

v — X
2 v O &
O = @ &

Updated By Last Updated Action

Sau d6 ta tao Tloc cho sitel v&i: mbi site gdm c6 hai Tloc 1a mpls va biz-internet

Pau tién ta tao Tloc mpls cho sitel
List Name: Site!
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Tloc IP: 2.1.1.1

Color: mpls

Encap: ipsec
Ta chon Add Tloc dé tao thém Tloc biz-internet v&i cac thong sb tuong tu mpls, chi thay ddi
Color 1 biz-internet. Ta chon Save dé tao Tloc cho Sitel

@l Configuration - Policies Cisco SO X =+ w — X
<« C A Notsecure | https://192.168.1.1:8443/#/app/config/policy’type =centralizedPolicy@taction=add w ¥ O &
= Cisco SD-WAN @ Select Resource Groupw Policies O = 60

TLOC List

List Name *

Site1

TLOC P~ - * Preference

I 2111 I iz-intern i v | 0-4294967295

v‘ 0-4294967295

conet

Ta tiép tuc tao Tloc cho Site2 va Site3 tuong tu Sitel
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&l Configuration - Polici x + v — X
&« C A Notsecure | htips;//192.168.1.1:8443/#/app/config/policy?type =centralizedPolicyBaction=add 2w O a2

= Cisco SD-WAN () Select Resource Groupe Policies oS = @ o
ralized Policy > Add Pelicy
@ Create Groups of Interest
Select a list type on the left and start creating your groups of interest
Application v Name TLOC Color Encap Preference Reference C. Updated By Last Updated Action
B v Sitel 0 admin 28 Jun 2023 3:55:52 PM+0 7 T
Community
AR biz-internet  ipsec -

Data Prefix
Policer FARN mpls ipsec -
Prefix =

v site2 0 admin 28 Jun 2023 3:56:12PM+0 ¢ T
Site
P - 3110 biz-internet  ipsec -
SLA Class 3.1 mpls ipsec -

I TLOC

Vv site3 0 admin 28 Jun 2023 3:56:37 PM+0 ¢ DT
VEN
Rogion 411 biz-internet  ipsec -
Preferrad Color Group

411 mpls ipsec -

Ta chon Next dé tiép tuc, chon Add Topology > Custom Control (Route & TLOC)

%5 Configuration - Polici sSoox 4+ v X
& C A Notsecure | ktps//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy&action=add e w O &
= Cisco SD-WAN () Select Resource Group+ Policies = C I
Centralized Policy > Add Policy
@ Configure Topology and VPN Membership
Specify your network topology
Topology VPN Membership
Q. search
Hub-and-Spoke o
Mesh Total Rows: 0 o o
es| —n

| Custom Control (Route & TLDCJI
Description Mode Reference Count Updated By Last Updated

Import Existing Topology

No data available

Budc tiép theo
Name: Hub_and Spoke
Description: Hub _and Spoke
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&k Configuration - Policies Cisco ST X 4

v o - x
€ > C A Notsecure | hitps://192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy&action=add 2 Y O &
= Cisco SD-WAN () Select Resource Groupv Policies o= e 0
Add Custom Control Policy -
Name* Hub_and_Spoke
Description® Hub_and_Spoke|
Default Action
1} Drag & drop to rearder Reject Enabled z

| Default Action

Save Control Policy Cancel
Command Prompt

Tao Route Match nham cho phép Site2 nhan hét tat ca cac route ma vSmart phan phdi cho. Sitel
va Site3 ciing nhan hét tit ca cac route nhung sé stra tloc id thanh cua Site2.
Tiép theo Sequence Type > Route

Wi Configuration - Policies Cisco S0 X =4+

Vo= b
€& 3 C A Notsecure | hetps//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy8action=add 2 ¥ O 2
= Cisco SD-WAN @ Select Resource Groupw Policies oS = 6 O

Add Control Policy

| =} Route
Greate a policy to apply on a OMP

TLOC
SR Create a policy to apply to TLOCs
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Sau d6 ta chon Sequence Rule va tao nhitng cai Rule vi Match Conditions va Actions tuong

ung nhu:

Match Conditions: Site List: Site2
Actions: Accept

Chon Save Match And Actions dé tao Rule

Wl Configuration - Policies Cisco SO X =+ ~ — X
|
< @ A Notsecure | hispsy//192.168.1.1:8443/#/app/confio/policy?type=centralizedPolicy&action=add 2 % O a
= Cisco SD-WAN () Select Resource Groupw Policies o= @

Add Custorn Control Policy
Name* Hub_and_Spoke

Description” Hub_and_Spoke

. E Route Route

@ Sequence Type
Drag and drop to re-arrange rules

1t} Drag & drop to reorder

I it Route

Default Action

Save Control Policy Cancel
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&% Configuration - Polic

<« C A Notsecure | kitpsi//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy&laction=add
= Cisco SD-WAN () Select Resource Groupv Policies
Add Custom Control Policy
Name* Hub_and_Spoke
Description* Hub_and_Spoke
E Route
(® Sequence Rule  Drag and drop to re-arrange rules
1, Drag & drop to reorder
Protocol Pud - 4 lst OMPTag  Origin  Originator  Preference [
| i Route :
Default Action Match Conditions Actions
Site List @ * Reject
Select a site list
Search Sita2
Site1 2
New Site List
Cancel

Save Control Policy

~ — X
B % O &
~ =
O ® &
Route
Path Type TLOC VPN Prefix List »>
Enabled

Cancel

Save Match And Actions

ats Configuration - Policies

< C A Notsecure

= Cisco SD-WAN () Select Resource Groupe

\/

Add Custom Control Policy

Name” Hub_and_Spoke

Description®

Hub_and_Spoke

E Route

® Seque

1, Drag & drop to reorder

ce Rule

Protocol IPvd -
I it Route H

Default Action Match Conditions

ist @

Site2 x

Sitel va Site3 tuong tu d6i nhu Site2, nhung d6i vdi Actions thi ta Accept thém Tloc Lis

Match Conditions: Site List: Sitel

Actions: Accept > Tloc List: Site2

Match Conditions: Site List: Site2

hEps//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy8taction=add

Policies

Drag and drop to re-arrange rules

V- X
2 w O a
O = 08
Route

) Reject  Community ~ ExportTo ~ OMPTag  Preference  Service ~ TLOG Action  TLOC
Actions
x Accept Enabled
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Configuration - Policies X + ~ - X
€« C A Notsecure 92.168.1.1:8443/#/app/confi/policy?type = centralizedPolicy&action=add 2 Y O 2 :
= Cisco SD-WAN () Select Resource Groupw Policies o= ® ;.

Add Custom Control Policy
Name* Hub_and_Spoke

Description™ Hub_and_Spoke

E Route Route

Sequence Rule  Drag and drop to re-arrange rules

1, Drag & drop to reorder Maten

e Type

| . Protocol P4 - © Accept(O) Reject  Community Export To  OMP Tag Preference  Service TLOC Action
2% Route :
Defaut Action Match Conditions Actions
) x Accept Enabled
Site1 % T
List x
o Select a TLOC list
Searc Site2
3111
3.1.1.1
—

Save Control Policy Cancel

4 Configuration - Policies x4+ e - X
& C A Notsecure | h#psy//192.168.1.1:8443/#/app/config/policy?type =centralizedPolicyBlaction=add e Y O & ¢
| = Cisco SD-WAN \/ Select Resource Groupe Policies o= 6o
Add Custom Control Policy -
Name* Hub_and_Spoke
Description* Hub_and_Spoke
E Route Route
i
Sequence Rule  Drag and drop to re-arrange rules
= Match Conditions Actions ra
| Site List Site1 Accept [m]
| : Site I0: TLOG List site2 o]
Default Action TLOC IP:
Color.
l Encapsulation
~
© = Match Conditions Actions z
| Site List Site3 Accept [m]
Site 1D TLOCG List: Site2 ﬁ
| TLOC IP:
Color:
Encapsulation
~ -
|

Save Control Policy Cancel

Sau do6 ta chon Sequence Type > TLOC
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Configuration - Policies Cisco S0 X =+

v - X
& > C A Notsecure | hitpsy/192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy&action=add 2 % O &
= Cisco SD-WAN () Select Resource Groupw Policies o= B O

Add Control Policy

Route
Greate a policy to apply on 3 OMP

TLOC
ar
IS Create a policy to apply to TLOGS:

Ta tao Rule dé apply cho TLOC véi
Match Conditions > Site List: Size2
Actions > Accept

s Configuration - Policies Cisco S0 X +

Vo= b3
€& 3 C A Notsecure | hitps//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy&action=add 2 v O a
= Cisco SD-WAN @ Select Resource Groupw Policies oS = e oo
Add Custom Control Policy -
Name* Hub_and_Spoke
Description* Hub_and_Spoke

E roc 100
@ Sequence Type
(® Sequence Rule || Drag and drop to re-arrange rules

1} Drag & drop to reorder

& Route

I & Toc B

Default Action

Save Control Policy Cancel
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& Configura

x4 v = x

& C A Notsecure | hetes://192.168.1.1:8443/#/app/config/policy?type =centralizedPolicy8laction=add w % O &
= Cisco SD-WAN ‘.;} Select Resource Groupe Policies oSO @ o
Add Custom Control Policy -

Hub_and_Spoke

Description® Hub_and_Spoke

H moc TLoc

Drag and drop to re-arrange rules

1, Drag & drop to reorder Match

Sequence Type

i Roue O Accept(O) Reject OMP Tag  Preference
I i e : Match Conditions Actions
Default Action x Aceept Enabled
Site2 x -
Cancel

Save Control Palicy Cancel

i Configuratio x o+ v = X
& C A Notsecure | hitps://192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy8action=add ® « O &
= Cisco SD-WAN \;} Select Resource Groupw Policies oS o=@ o
Add Custem Control Policy -
Name* Hub_and_Spoke

Hub_and_Spoke

B moc TL0C

e Rule  Drag and drop to re-arange rules

Sequence Type

*, Drag & drop to reorder

. @] (= viatch condiions Actions z
& Route
Site List Site2 Accept n}
. Site ID: (0]
1w TLOC H
~
Default Action

Save Control Policy Cancel
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% Configuration - Policies Cisco SO X 4 v = X
& C A Notsecure | kitps//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy&taction=add w % O &
= Cisco SD-WAN ‘\-) Select Resource Groupw Policies oS o=@ o
Centralized Policy > Add Policy -
@ Create Groups of Interest @ Configure Topology and VPN Membership

Specify your network topology

Topology VPN Membership

Q search

Add Topology v

Total Rows: 1 3 46
Name Type Description Mode Reference Count Updated By Last Updated
Hub_and_Spoke Custom Control Hub_and_Spoke created o admin 28 Jun 2023 4:16:17 PM

o - e

Ta chon Save Control Policy, sau d6 ta chon Next > Next dé dén budc Add policies to sites
and VPNS

Chinh sira cac thong s6 nhu sau:

Policy Name: Hub _and Spoke

Policy Descriptions: Hub _and Spoke
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s Configuration - Policie: o SC X + ~ — X
<« C A Notsecure //192.168.1.1:8443#/app/config/policy?type =centralizedPolicy8action=add 2 % O a
= Cisco SD-WAN ‘L} Select Resource Groupw Policies O o= G L
entralized Policy > Add Policy -
@ Create Groups of Interest @ Conhgure Topology and VPN Membership @ Configure Traffic Rules @ Apply Policies to Sites and VPNs

Add policies to sites and VPNs
Policy Name* Hub_and_Spoke

Policy Description* Hub_and_Spoke

Topology Application-Aware Routing Traffic Data Cflowd Role Mapping for Regions

CUSTOM CONTROL

@ New Site/Region List

Direction Site/Reglon List Region ID Action

Back m Save Policy Cance

Tiép theo dén phan Topology > New Site List > Outbound Site List

& Configuration - Policie: X+ v - X
< C A Notsecure | htps//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy8taction=add = « 0O &
= Cisco SD-WAN ‘.:; Select Resource Groupw Paolicies O = @O 4
ralized Policy » Add Policy
@ Create Groups of Interest @ Configure Topology and VPN Membership @ Configure Traffic Rules @ Apply Policies to Sites and VPNs

Add policies to sites and VPNs
Policy Name* Hub_and_Spoke

Policy Description®  Hub_and_Spoke

Topology Application-Aware Routing Traffic Data Cflowd Role Mapping for Regions

CUSTOM CONTROL

\ Ton Lt

| Q siteList () Region@®

Inbound Si ist

one or more site lists

Outbound

Sitel x Site3 x

Cancel

Back m Save Policy Cance

Ta Apply Policy theo chiéu out trén vSmart cho Sitel va Site3 va ta chon Save Policy dé hoanh
viéc tao Policy
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s Configuration - Polic X + v - %
< C A Notsecure | hatps//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy&action=add 2 % O &
= Cisco SD-WAN Select Resource Groupe Palicies oSO 6o
Centralized Policy > Add Palicy
@ Create Groups of Interest @ Configure Topology and VPN Membership @ Configure Traffic Rules @ Arpply Policies to Sites and VPNs
Add policies to sites and VPNs
Policy Name* Hub_and_Spoke
Palicy Description” | Hub_and_Spoke
Topology Application-Aware Routing Traffic Data Cflowd Role Mapping for Regions
—
CUSTOM CONTROL
Site/Region List
Direction Site/Region List Region 1D Action
out Site', Site3 N/A Z 1
Back Preview Cance

3.2. Kich hoat policy Hub and Spoke
O phin Centralized Policy, tim policy Hub_and_Spoke ta vira tao chon Activate dé kich hoat

policy

@i Configuration - Policies X + v - X
<« C' A Notsecure | hetps//192.168.1.1:8443/#/app/config/policy/centralizedPolicy/policies w w O a
= Cisco SD-WAN ‘\, Select Resource Groupw Policies oS o= 0 o

717 Custom Options |

Centralized Policy Localized Palicy

Q  search

Add Policy Add Default AAR & QoS

TotalRows: 2 £ 6%
Name Description Type Activated Updated By Policy Version Last Updated
VPN11_NAT_POLICY VPN11_NAT_POLICY Ul Policy Builder true admin 06282023T074412802 28 Jun 2023 2:44:12 PM . «es
Hub_and_Spoke Hub_and_Spoke Ul Policy Builder false admin 06282023T092505367 28 Jun 2023 4:25:05 PM E
View
Preview
Copy
Edit
Delete
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@y Configuration - Policies Cisco SO X +
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& 3 C A Notsecure | hetpsy//192.168.1.1:8443/#/app/config/policy/centralizedPolicy/policies

Cisco SD-WAN

C 4
() Select Resource Groupw Policies

Activate Policy

Policy will be applied to the reachable vSmarts:
1113

Cancel

i Configuration - Policies Cisco S0 X

+

& > C A Notsecure | hitps//192.168.1.1:8443/#/app/config/p

x
% icy/polici 2 % O a2
= Cisco SD-WAN () Select Resource Groupv Policies oS = @ o
Centralized Policy > Config Diff =
vSmart Controllers Total
1

Device list (Total: 1 devices)

Filter/Search

1953¢011-633c-4533-a9dc-5eccfe3faded
vSmart|1.1.1.3

Yz

1

Please select a device from the device list

Cancel

Chinh sach nay s& dugc diy dén bo didu khién vSmart dé vSmart phan tich sau d6 sé tién hanh
day xudng cac bo dinh tuyén vEdge.
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@k Configuration - Policies Cisco S0 X + v — X
< C A Notsecure | hitps;//192.168.1.1:8443/#/app/device/status?activity=vsmart_policy_config@pid =vsmart_policy_config-4fc87a77-47fe-471c-b5b6-08d72fb3b217 2 % O a2
= Cisco SD-WAN ‘G Select Resource Groupw o= 0o
Push vSmart Policy | @ Validation Success Initiated By: admin From: 192.168.1.200
Total Task: 1 | Success
Q search

Total Rows: 1

I
o

> Status Message Hostname System IP Site ID vManage P

> @ Success Done - Push vSmart Policy vSmart 1.1.1.3 1000 1.1

IV. Kiém Tra

Chung ta truy cap vao ting vEdge show tunnel statistics dé kiém tra policy da duoc apply chua.
O vEdge SITE2 c¢6 Bén tunnel do n6 1am Hub.
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TRUNG TAM TIN HQC VNPRO

PC: 276 - 278 Ung Vian Khiém, P.25, Q.Binh Thanh, Tp Ho Chi Min:

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

%Pm
[F)

=]
File Edit View Options Transfer Script Tools Window Help
o 3 o) <) ¥ BA LSS

vEdge-Site1 vEdge-Site2 X vEdge-Site3

1

Ready

O vEdge SITE1 va SITE3 ¢6 hai tunnel do n6 lam Spoke
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Vao Router R-Sitel & SITEI, ta thuc hién xem duong di cua route tir SITE1 qua SITE3 phai

Vao Router R-Sitel ¢ SITEI, ta thuc hién xem duong di cua route tu SITE1 qua SITE2. Vi
SITE2 1am Hub nén R-Sitel di t&i thang R-Site2.
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