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T6ng K&t Kién Thirc NAT CHO CAC THANH VIEN CCNA

1. Cau hinh PAT NAT

Trong cau hinh PAT (Port Address Translation), nhiéu dia chi IP ndi bo (Inside Local) c6
thé chia sé mot dia chi IP cong cong duy nhat (Inside Global) bang cach phan biét qua
cac cong ngudn. Pay 12 dang NAT phd bién nhat trong méi trudng doanh nghiép nho
hodc ho gia dinh két ndi Internet qua mot dia chi IP duy nhat.

Céu hinh bao gdm cac budc chinh:

- Pinh nghia cong ndi bd va cong ngoai vi (ip nat inside va ip nat outside).

- Thiét 1ap pool dja chi IP cong cong néu khong dung dia chi cu thé.

- Str dung Iénh “ip nat inside source list <ACL> interface <outside interface> overload’
dé bat PAT.

PAT su dung "overload" dé 4nh xa nhiéu IP noi sang mdt [P ngoai dya vao sb hiéu céng
TCP/UDP.

2. NAT dong khong dung PAT

NAT dong (Dynamic NAT) anh xa céac dia chi IP ndi bd v&i mot tap hop cac dia chi IP
cong cong mot cach linh dong, nhung khong st dung "overload" nhu PAT.

Quy trinh:

- Dinh nghia diy dia chi IP cong cong dung cho NAT bang ‘ip nat pool'.

- Dung ACL dé x4c dinh cac dia chi IP ndi bo can NAT.

- Dung 1énh “ip nat inside source list <ACL> pool <pool-name>" dé lién két ACL va
pool.

Khac véi PAT, NAT dong yéu cau sb luong dia chi IP cong cong phai twong tmg voi sb
luong dia chi IP ndi bo dong thoi truy cip ra ngoai.

3. CAu hinh NAT tinh

NAT tinh (Static NAT) thiét 1ap anh xa mot-mot gitra mdt dia chi IP ndi bo véi mot dia
chi IP cong cong.
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Céu hinh gdm cac budc:

- X4c dinh cac cbng ‘ip nat inside’ va ‘ip nat outside".

- Dung 1énh ‘ip nat inside source static <inside-local-ip> <inside-global-ip>" dé anh xa
dia chi IP cu thé.

Static NAT phu hop v6i cac dich vu can truy cdp tir bén ngoai nhu Web server, Mail
server ndi bd. Uu diém 12 ludn 4nh xa c¢d dinh nhung nhugc diém 14 ton IP cong cong.

4. NAT va PAT trong mang

Phén tich co ché hoat dong ctia NAT noi chung va PAT néi riéng khi goi tin di tir bén
trong ra bén ngoai mang;:

- NAT dong: Khi mot géi tin tir may ndi bd di ra ngoai, router kiém tra xem c6 tring diéu
kién ACL khong. Néu c6, s& ldy mot IP tir pool va thém véio bang NAT dé anh xa.

- PAT: Néu sir dung overload, s& 4nh xa cting mot dia chi IP cong cong nhung phan biét
theo s6 hiéu cong.

Diém khac biét:

- NAT tinh: 4nh xa c6 dinh 1-1.

- NAT dong: anh xa dong 1-1 vé6i gidi han s luong IP cong cong.
- PAT: 4nh xa nhiéu-mdt bang cach dung s6 hiéu cong.

PAT thudng dugc dung nhat vi hiéu qua sir dung dia chi IP cong cong t6t hon.
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