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IL. Yéu cau k¥ thuat

- Viét ba Feature Template c6 tén 1a vEdge VPNI2, vEdge VPNI2 GE0/3 va
vEdge VPNI2.

- Viét mot Device Template tir ba Feature Template trén va dung lai cac Feature Template cii
(vEdge VPNO, vEdge VPNO _GE0/0, vEdge VPNO GEO0/I, vEdge VPN512,
vEdge VPN512 eth0, vEdge VPNI11, vEdge OSPF) dé tao thém mot VPN12 danh cho
khach ¢ céc site.

- Pay céu hinh Device Template vira viét xong.

- Viét Centralized Policy dé c6 1ap VPN12 khong cho giao tiép dugc gitra céc site.

III. Cac buéc thue hién

3.1. Viét ba Feature Template cho VPN12 danh cho khéch hang

Tao Feature Template: vEdge VPNI2
Pau tién ta vao giao dién vManage > Configuration > Template > Feature > Add Template.
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x  + [ x

ikl Monitor - Overview Cisco S|

< G A Not secure | hitps;//192.168.1.1:8443/#/app/monitor2/overview e % O &

Cisco SD-WAN Overview O =086
nels  Applications  Security VPN More - 2

Monitor Devi

TLS/SSL Proxy
:

Certificates
WS CERTIFIGATE STATUS  LICENSING REBOOT

Maintenance Templates “ 0 0 0

Warning Assigned Last 24 hrs

Policies 3 Unassigned

Administration
Security

Workflows 24 Hours v Actions
Network Hierarchy @ nours Actions
Unified Communications Sites v Tunnel Health © 24 Hours Latency (ms)v  Good Tunnels v

Analytics Cloud onRamp for SaaS

e-Site1:biz-internet-vEdge - Site3:biz-internet

vEdge-Site 1:mpls-vEdge-Site3:mpls

T T I
VEGC

Cloud onRamp for laaS

Cloud onRamp for Multicloud

Cloud onRamp for Colocation

2.1.1.1hiz-internet-1.1.10.3:biz-intermnet

hittps://192.168.1.1x

i Configuration - Templates

< C A Notsecure

= Cisco SD-WAN

Templates O = O 2

Configuration Groups  Feature Profiles  Device Templates  JlZXTICR IR EH

Template Type Non-Default v Total Rows: 12 [
Name Description Type Device Model Device Templates Resource Group Devices Attached Updated By Last Updated

vEdge_VPN512 vEdge_VPN512 WAN Edge VPN vEdge Cloud 1 global 3 admin 01 Jul 2023 9:44  «e
vSmart_VPNS1... vSmart_VPN512_ethl vSmart Interface  vSmart 1 global 1 admin 01 Jul 2023 9:44 eee
vEdge_VPN512... vEdge_VPN512_ethd WAN Edge Inter... vEdge Cloud 1 global 3 admin 01 Jul 2023 9:44 +s
vEdge_VPN11 vEdge_VPN11 WAN Edge VPN vEdge Cloud 1 global 3 admin 01Jul 2023 9:44 +.e
vSmart_VPN512 vSmart_VPN512 vSmart VPN vSmart 1 global 1 admin 01 Jul 2023 9:44  «ee
vEdge_VPNO_G... vEdge VPNO_Ge0/0_inte... WAN Edge Inter... vEdge Cloud 1 global 3 admin 01 Jul 2023 9:44 eee
vEdge_VPNO vEdge_VPNO WAN Edge VPN vEdge Cloud 1 global 3 admin 01 Jul 2023 9:44 +ss
vEdge_VPNO_G... vEdge_VPNO_GeD/1_MPLS WAN Edge Inter... vEdge Cloud 1 global 3 admin 01 Jul 2023 9:44 +ee
vEdge_VPN11_ vEdge_VPN11_Ge0/2 WAN Edge Inter. vEdge Cloud 1 global 3 admin 01 Jul 2023 9:44  «ee

O phan Select Devices ta chon thiét bi vEdge cloud rdi chon muc VPN
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nPro

Configuration - Templates Cisco

C A Notsecure | batps:

= Cisco SD-WAN

x

+ Vo= %
//192.168.1.1:8443/#/app/config ftemplate feature?display=add e % 0O &
‘\-/ Select Resource Groupw Templates O = e L2

Gonfiguration Groups ~ Feature Profiles  Device Templates ture Templates

ature Template > Add Template

Select Devices

Q Search by device name

O ISRv

vEdge 100

O vEdge 100 B

] vEdge 100 M

vEdge 100 WM

O vEdge 1000

O vEdge 2000

] vEdge 5000

vManage

) vSmart

VPN
Secure Internet Gateway (SIG) VPN @ VPN Interface Bridge
WAN LAN
VPN Interface Cellular VPN Interface Ethernet VPN Interface GRE
WAN Management ~ WAN  LAN WAN
VPN Interface IPsec VPN Interface NATPool VPN Interface PPP
WAN WAN WAN

Tiép theo vao muc VPN ta ciu hinh nhu sau:
Template Name: vEdge VPNI2
Description: vEdge VPNI2

VPN: 12

&«

Configuration - Templates Cisco X + W _ x
C A Notsecure | bitps//192.168.1.1:8443/#/app/config/templateffeature?display=add8deviceType=vedge-cloud&templateType=vpn-vedge 2 % 0O 2
= Cisco SD-WAN ‘\7; Select Resource Groupw Templates oS =00
Configuration Groups ~ Feature Profiles  Device Templates
re Tem > Add Tem > VPN
Cloud
Template Name* vEdge_VPN12
Description*® vEdge_VPN12
Basic Configuration DNS Advertise OMP IPv4 Route IPvé Route Service Service Route GRE Route IPSEC Route NAT

Route Leak

v BASIC CONFIGURATION

VPN

Name

Enhance ECMP Keying

@~ on

Cancel “
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Sau d6, & Advertise OMP thi ta chinh nhu sau:

v Advertise OMP

IPv6

BGP (IPv4) @ On o]

Static (IPv4) ()] On 0

Connected (IPv4) ) on o

OSPF External I @ | O on ‘ Off I
EIGRP @ on
Lisp [} on

Cudi cung chon Save dé tao duoc cai Feature Template dAu tién
Tao Feature Template: vEdge VPNI2 GEO0/3 (d¢ céu hinh cong ge0/3 cho VPN12)
Chon vManage > Configuration > Template > Feature > Add Template.

@k Configuration - Templates Cisco X 4 v - x
< C A Notsecure | hitpsi//192.168.1.1:8443/#/app/config/template/feature?display=add =« O a
= Cisco SD-WAN '\7;‘ Select Resource Groupw Templates O = @ 08
ature Template > Add Template
Select Devices
VPN
Q_ Search by device name
O ISRy
U vEdge 100 Secure Internet Gateway (SIG) VPN VPN Interface Bridge
O vEdge 100 B WAN LAN
O vEdge 100 M
O vEdge 100 WM @
O vEdge 1000 VPN Interface Cellular VPN Interface Ethernet VPN Interface GRE
5 WAN Management ~ WAN  LAN WAN
vEdge 2000
O vEdge 5000
B vEdge Cloud
VPN Interface IPsec VPN Interface NATPool VPN Interface PPP
O vManage
WAN WAN WAN
O vSmart -
»

Tao template cho VPN 11 interface nhu bén dudi:

Select Devices: vEdge Cloud
Template: VPN/VPN Interface Ethernet
Template Name: vEdge VPNI2 Ge0/3
Description: vEdge VPNI2 Ge0/3
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&l Configuration - Templates x  + Vo= b
& C A Notsecure | hitps//192.168.1.1:8443/#/app/config/template/feature?display =add8ideviceType=vedge-cloud&itemplateType=vpn-vedge-interface = A O &

= Cisco SD-WAN ‘\-) Select Resource Groupw Templates o= @ 8

Configuration Groups Feature Profiles Device Templates
ature Template > Add Template > VPN Interface Ethernet

Dev vEdge Cloud

Template Name* vEdge_VPN12_GeO/3

Description® vEdge_VPN12_Ge0/3

Basic Configuration Tunnel NAT VRRP ACL/QoS ARP 802.1X Advanced

BASIC CONFIGURATION

Shutdown I@,v Yes | O No I

Interface Name I @-

ge01q - |

Description

@~

Gancel m

Ml Configuration - Templates Cisco - X =+

&«

C A Notsecure | hitpsi//192.168.1.1:8443/#/app/config/template/feature?display=add&deviceType=vedge-cloud&templateType=vpn-vedge-interface

= Cisco SD-WAN ‘\7) Select Resource Groupv Templates [ B O NVA

Configuration Groups Feature Profiles Device Templates Feature Templates

ature Template > Add Template > VPN Interface Ethernet

(O Dynamic @ Static

IPv4 Address

) Global
Secondary IP Address (Maximum: 4) @

[ Device Specific > ——

© Default @ upn12_ge0/3_if_ipvd_address

DHCP Helper

Block Non Source IP

@~ Yes No
Bandwidth Upstream @~
Bandwidth Downstream @~

~~ TUNNEL

Cancel

Chon Save dé tao Template

Tao Feature Template: vEdge OSPF_VPN12 (dé dinh tuyén cho VPN12)
Chon vManage > Configuration > Template > Feature > Add Template.
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Configuration - Templates Cis x +

¢« C A Notsecure | hitpsi//192.168.1.1:8443/#/app/config/template/feature?display=add

= Cisco SD-WAN () Select Resource Group Templates

Configuration Groups Feature Profiles Device Templates Feature Templates

> > Add Template

Select Devices OTHER TEMPLATES

Q Search by device name

O ISRy
O vEdge 100 Banner BGP Bridge
WAN  LAN LAN
O vEdge 100 B
O vEdge 100 M
O vEdge 100 WM
DHCP Server IGMP Logging
O vEdge 1000
LAN LAN
O vEdge 2000
O vEdge 5000
Multicast OSPF PIM
O vManage T ™
O vSmart

Sau d6 c4u hinh cic théng s6 nhu hinh sau:
Template Name: vEdge OSPF VPNI2
Description: vEdge OSPF VPNI2

Router ID chon Device Specific

Configuration - Templates Cisco X +

<« C A Notsecure | ktps;//192.168.1.1:8443/#/app/config/template/feature?display=adddeviceType=vedge-cloud&templateType=ospf

Cisco SD-WAN () Select Resource Groupw Templates

Feature Profiles Device Templates Feature Templates

Configuration Groups

Cloud

Template Name* vEdge_VPN12_OSPF

Description® VEdge_VPN12_OSPF

Basic Configuration Redistribute Maximum Metric (Router LSA) Area Advanced

Router ID

Distance for External Routes @~
Distance for Inter-Area Routes @~
Distance for Intra-Area Routes @~

Cancel

v BASIC CONFIGURATION
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Tiép theo dén phan REDISTRIBUTE ta chon OMP

@k Configuration - Templates Cisco X 4 W - X
<« @ A Notsecure | hitps//192.168.1.1:8443/#/app/configftemplate/feature?display <Typ loud&itemplateType=ospf 2 v O 2
= Cisco SD-WAN '\7) Select Resource Groupw Templates Yy = @ £ |
ature Template > Add Template > OSPF
~~ REDISTRIBUTE
Optional Protocol Route Policy Action

No data available

v MAXIMUM METRIC (ROUTER LSA)

‘ New Router LSA ‘

Tune Time Action

Gancel “

i Configuration - Templates Cisco® X = voo= x
& C A Notsecure | https://192.168.1.1:8443/#/app/config/template/feature?disp eTyp loud@templateType=ospf % O &
= Cisco SD-WAN ‘\i) Select Resource Groupw Templates O = @ 4

Configuration Groups Feature Profiles Device Templates Feature Templates

e Template > Add Template > OSPF

v REDISTRIBUTE

‘ New Redistribute ‘

[ Mark as Optional Row ()

Protocol I @~ | eme
Route Policy (G

E o
Optional Protocal Route Policy Action

No data available

Cancel Save

- v e
Tiép tuc dén phan AREA ta chon number 13 0 sau d6 ta add interface
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Optional Number Area Type No Summary Translate Interface Action

No data available

AREA

New Area l

[ Mark as Optional Row (1)

Area Number I @~ | o I

Set the area type @~

Interface

(® Add Range

Range

m Caneel

Interface

Mot ctra sO hién ra, ta chinh thong s6 nhu sau:

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https v.youtube.com/@yv
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Interface Name: ge(/3
Va chon add dé thém interface

Interface

Add Interface
Interface Name @~ | ge0/3 v I

ge0/3 i
Hello Interval (seconds) “ -
Dead Interval (seconds) “-
LSA Retransmission Interval @~
(seconds)
Interface Cost -

Advanced Options >

Add Cancel

‘ New Area l
() Mark as Optional Row (1)
Area Number @~ o
Set the area type @ -
Range (%) Add Range
T Cancel
SE——

Cudi cling ta chon Save dé tao Template

3.2. Tao mot Device Template
O giao dién vManage, Configuration > Templates (tab Device).
Chon Create Template > From Feature Template.
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@k Configuration - Templates Cisco X =+ v — X
&« C A Notsecure | hitpsi//192.168.1.1:8443/#/app/config/template/device ® ¥ 0O &
= Cisco SD-WAN ‘\-; Select Resource Groupw Templates o= 00

Configuration Groups  Feature Profiles Feature Templates

Q. search

Create Template

From Feature Template .@

TotalRows: 2 [ &b
CLI Template o
Name ... Description Type .. Device Mode... Device Role ... Resource Group Feature Templates Draft Mode Devices Attached Updated By Last Updated
vSmar... vSmart Template Feature vSmart SDWAN Edge ~ global E] Disabled 1 admin 01Jul 2023 10:0...  «ve
vEdge... vEdge OSPF Feature vEdge Cloud ~SDWAN Edge global 14 Disabled 3 admin 01Jul 2023 11:0... ee

Configuration - Templates Cizco - X 4 Vi - X
| € € A Notsecure | hitpsi//192.168.1.1:8443/#/app/config/template/device/feature w % O a
= Cisco SD-WAN ‘\-; Select Resource Groupw Templates o= e
]
Configuration Groups  Feature Profiles Feature Templates
H vEdge Cloud v ‘
Device SDWAN Edge v
| vEdge_VPN12 ‘
wEdge_WPN12 |
Basic Information Transport & Management VPN Service VPN Additional Templates
System * Factory_Default_vEdge System_Templ.. Additional System Templates
* Logging* Factory_Default_Logging_Template_V01 ~
1
§
[}
i
i
§
1 >

]

5 @ d

vao.
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ik Configuration - Templates Cisco X + ~ X
< @ A Notsecure | hitpsy/192.168.1.1:8443/#/app/config/template/device/feature 2 4 O 2
= Cisco SD-WAN () Select Resource Groupw Templates o o= @ &
Configuration Groups  Feature Profiles Feature Templates
Basic Information Transport & Management VPN Service VPN Additional Templates -

Basic Information

System * Factory_Default_vEdge_System_Templ... = Additional System Templates
. @ Archive
Logging Factory_Default_L Template_VO1 «
actory_Default_Logging_Template_ D NTP
AAR Factory_Default_AAA_Template - BFD * Factory_Default_BFD_Template_V01 -
OoMP Factory_Default_vEdge_OMP_Template Security * Factory_Default_vEdge_Security_Temp... v

Create Cancel

D6i v6i phan Transport & Management VPN, ta chon 14n lugt cac Feature Template cii sau:
VPNO: vEdge VPNO

VPN Interface: vEdge VPNO GEO0/0
VPN Interface: vEdge VPNO GE0/]
VPNS512: vEdge VPNS5I2

VPN Interface: vEdge VPN eth0

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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@l Configuration - Templates Cisco X+ v = X
{ €« C A Notsecure | hitpsi//192.168.1.1:8443/#/app/config/template/device/feature e % O &
= Cisco SD-WAN ‘V‘ Select Resource Group Templates S= e A

| Configuration Groups Feature Profiles Device Templates Feature Templates |

Transport & Management VPN

VPNO * vEdge_VPNO - Additional VPN 0 Templates
BGP
VPN Interface vEdge_VPNO_Ge0/0_Internet ~ 0 OSPF
Secure Internet Gateway
VPN Interface wEdge_VPNO_Ge0/1_MPLS -~ O
VPN Interface Cellular
VPN Interface GRE
VPN Interface IPsec
+) VPN Interface PPP
VPN 512 * vEdge_VPNS12 -~ Additional VPN 512 Templates |
N Interface
VPN Interface wEdge_VPN512_eth0 + 0

Service VPN |

Create Cancel

O Service VPN, ta lan lugt chon céc template twong tmg véi cac muc nhu sau:
VPN: vEdge VPNII

OSPF: vEdge OSPF

VPN Interface: vEdge VPNII GEO0/2

&b Configuration - Templates Cisco X + v - x
< C@ A Notsecure | ketpsy//192.168.1.1:8443/#/app/config/template/device feature 2 % 0O &
= Cisco SD-WAN 'v‘ Select Resource Groupw Templates [ = & R

Configuration Groups ~ Feature Profiles (DT RILENCN)  Feature Templates

Service VPN

Q  Ssearch

0 Rows Selected

; ~
Total Rows: 0 £

Sub-Templates

O o Template Name

No data available

Additional Templates

Banner Choose. -
Create Cancel

& 63 d
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Add VPN X

@ Select VPNs

Select one or more Service VPNs to add: 0 ltems Selected
Available VPN Templates D Select All Selected VPN Templates
=
Q Search N4 Q Search v
D Template Name D Template Name
I 743fa765-96e4-4de1-86bb-e1759...vEdge_VPN11 I

cff833a8-0eb7-45da-a26b-ef8093... vEdge _VPN12

Create VPN Template E Cancel -

Add VPN X

@ Select VPNs @ Select Sub-Templates

Include sub-templates to attach to ALL selected service VPNs:

Additional VPN Templates
® BGP
® 1GMP

Multicast

VPN Interface
+) VPN Interface IBridgt:,-

s

(*) WPN Interface GRE

\

*) VPN Interface IPsec

|

)

(#) VPN Interface Natpool
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Add VPN X

@ Select VPNs @ Select Sub-Templates
Include sub-templates to attach to ALL selected service VPNs:

Additional VPN Templates

(+) VPN Interface Bridge

(+) VPN Interface GRE

(+) VPN Interface IPsec

OSPF vEdge_OSPF - & @ BGP
) 1GMP
VPN Interface vEdge_VPN11_Ge0/2 - = @ Multicast
':::' Sub-Templates ~ "j‘
® PIM
® VPN Interface

(® VPN Interface Natpool

Back [ Add ] Cancel

Tuong tu cho cong GE0/3

VPN: vEdge VPNI2

OSPF: vEdge OSPF VPNI2

VPN Interface: vEdge VPNI12 GEO0/3
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Add VPN X

@ Select VPNs

Select one or more Service VPNs to add: 0 ltems Selected
Available VPN Templates D Select All Selected VPN Templates
5
Q) Search N4 Q search v

D Template Name

D Template Name

cff833a8-0eb7-45da-a26b-ef8093... vEdge_VPN12

Create VPN Template m Cancel -

Add VPN X

@ Select VPNs @ Select Sub-Templates

Include sub-templates to attach to ALL selected service VPNs:

Additional VPN Templates
® BGP
) IGMP

Multicast

VPN Interface Bridge
VPN Interface GRE
VPN Interface IPsec

@ (3
T

VPN Interface Natpool
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Add VPN X

@ Select VPNs @ Select Sub-Templates

Include sub-templates to attach to ALL selected service VPMs:

Additional VPN Templates

OSPF vEdge_VPN12_OSPF ~| 0
o BGP
IGMP
VPN Interface vEdge_VPN12_Ge0/3 - = Multicast

-) Sub-Templates

PIM

VPN Interface

VPN Interface Bridge
VPN Interface GRE
VPN Interface IPsec

(#+) VPN Interface Natpool

Back Cancel
@k Configuration - Templates Cisco X =+ v = X
&« C A Notsecure | hitps://192.168.1.1:8443/#/app/config/template/device/feature 2 ¥ 0O a
= Cisco SD-WAN ‘\) Select Resource Groupw Templates oS = 0o

Configuration Groups | ( Fasture Profiles Fastura Tomplates
Service VPN

Q, Search Y
0 Rows Selected Add VPN
Total Rows: 2 (3
O o Template Name Sub-Templates
() 743fa765-96e4-4de1-86bb-e1759aada0c vEdge_VPN11 OSPF, VPN Interface -
[ cff833a8-0eb7-45da-a26b-tB093a7b05f vEdge_VPN12 OSPF, VPN Interface e

Additional Templates

Banner Choose. -

Palicy Choose. M

I Create I Cancel

.~ B @y

T

a O O m® @ & F

Chon Create dé hoanh thanh Device Template
Tién hanh c4u hinh thiét bi vEdge bang cach Attach Devices
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@k Configuration - Templates Cisco X + v — x
<« C A Notsecure | https//192.168.1.1:8443/#/app/config/template/device 2 % O &
= Cisco SD-WAN ‘\i) Select Resource Groupw Templates [ IE=—EN O A

Configuration Groups Feature Profiles Feature Templates

Q  search T4
Create Template v
Template Type non-Default TotalRows: 3 £330

Name ... Description Type ... Device Mode... Device Role ... Resource Group Feature Templates Draft Mode Devices Attached Updated By Last Updated

vSmar... vSmart_Template Feature vSmart SDWAN Edge global 9 Disabled 1 admin 01 Jul 2023 1 sss
vEdge... vEdge_OSPF Feature vEdge Cloud SDWAN Edge global 14 Disabled 3 admin 01Jul 20231 ee

Feature vEdge Cloud ~ SDWAN Edge  global 17 Disabled 0 admin 01Jul 2023 4 E

Edit
View
Delete
Copy

T

Change Resource Group

Export CSV

Chon thiét bi vEdge & ba site: SITE1, SITE2, SITE3.

Attach Devices

Attach device from the list below 0 ltems Selected
Available Devices D Select All Selected Devices
All ~ | (Q Search 4 All ~ | Q Search v
Name Device IP Name Device IP
bebba729-6684-843c-1e91-7d6ff296e97b -

ecf8966f-55f0-b701-b9df-717fe3cadfdo
f121e275-5c29-cbce-71c1-783ee2126db4
80060207 -b2bd-a5fa-691f-72386930a34e

84c6527e-45e6-c5a8-c33c-ff9dBad4 2ad

vEdge-Site1 2.1
vEdge-Site2 3.1-1-1
vEdge-Site3 4.1.1.1
vbond 1.1.1.2

Cancel

Chon Attach
Céc thong s ciu hinh cho thiét bi vEdge ¢ Sitel nhu sau:
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s Configuration - Templates Cisca X + v - b4
¢« C A Notsecure | hitps://192.168.1.1:8443/#/app/config/template/device/configure/de9192ba-ceac-4725-acB6-a5456eecdded 2 A O a2 :
= Cisco SD-WAN () Select Resource Groupw Templates oSO 6 o

Device Templat= | vEdge_VPN12

Q search N\

Total Rows: 3 T

le

S.. Ghassis Number System IP Hostname 1Pu4 Address(vpn12_ge0/3_if_ipvé_address) Router ID(ospf_router_id) 1Pya4 Address(v
0b0f3c75-47¢5-5673-2557-9¢c197¢754274  2.1.1.1 VEdge-Sitel 192.168.10.254 E
5316bef9-7742-d0c8-1048-df6288bbde... 4.1.1.1 VEdge-Site3
168a2add-2c4f-fcb1-6139-1d99di86e22%e  3.1.1.1 VEdge-Site2 192.168.20.254 s

Next Cancel

My Configuration - Templates Cisco X 4 “ _ x
<« C A Notsecure | hsns://192.168.1.1:8443/#/app/config/template/devics/configure/dad192ba-ceac-4725-acB6-a5456eecAded e % O a i
= Cisco SD-WAN () Select Resource Groups Templates oSO e

upadle veviCe 1elnpidle

Variable List (Hover over each field for mere information)

Status in_complete

Chassis Number 0b0f3c75-47c5-5e73-a557-9cfa7c 754274
System IP 2111

Hostname vEdge-Site1

1Pva Address(vpn12_ge0/3_if_ipvd_address) 192.168.11.254/24

Router ID(ospf_router_id) 2111

IPv4 Address(vpn11_ge0/2_if_ipv4_address) 192.168.10.254/24
Router ID(ospf_router_id) 2110
Address(vpn0_Internet_next_hop_ip_address_1) 200.200.1.1

IPv4 Address(vpn0_ge0/1_MPLS_if_ipv4_address) 172.16.1.1/24
1Pv4 Address(venQ_ge0/0_Internst_if_ipvd_address) 200.200.1.2/30
Hostname vEdge-Site

System IP 210

Generate Password
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Wil Configuration - Templates Cisco . X 4 w _ %
&« C A Notsecure | hetpsy//192.168.1.1:8443/#/app/config/templ i i 192ba-ceac-4725-ac86-a5. e w O & @
= Cisco SD-WAN () Select Resource Group~ Templates oS O= B o

updadle vevice lelrnpldle

Variable List (Hover over each field for more information)

Status in_complete
Chassis Number 168a2add-2c4f-fcb1-6139-1d99df86e22e
System IP 3111

Hostname vEdge-Site2

1Pva Address(vpn12_ge0/3_if_ipvd_address) 192.168.21.254/24

Router ID(ospf_router_id) EARN]

IPv4 Address(vpn11_ge0/2_if_ipv4_address) 192.168.20.254/24
Router ID(ospf_router_id) 3110
Address(vpn0_Internet_next_hop_ip_address_1) 200.200.2.1

IPv4 Address(vpn0_ge0/1_MPLS_if_ipv4_address} 172.16.1.2/24
IPv4 Address(ven0_ge0/0_Internet_if_ipv4_address) 200.200.2.2/30
Hostname vEdge-Site?

System IP 310

Site3:

Wl Configuration - Templates Cisco - X + v - x
&« C A Notsecure | hitpsy//192.168.1.1:8443/#/app/config/templ i i 192ba-ceac-4725-ac86-a5. w w O &
= Cisco SD-WAN () Select Resource Group Templates o= 6o

updadle veviCe lelrnpidle

Variable List (Hover over each field for more information)

Status in_complete

Chassis Number 5316befd-7742-d0c9-1048-di6288bb4es6
System IP 4111

Hostname vEdge-Site3

IPva Address(vpn12_ge0/3_if_ipv4_address) 192.168.31.254/24

Router ID{ospf_router_id) 4111

IPv4 Address(vpn11_ge0/2_if_ipv4_address} 192.168.30.254/24
Router ID{ospf_router_id) 4111
Address(vpn0_Internet_next_hop_ip_address_1) 200.200.3.1

1Pv4 Address(vpn0_ge0/1_MPLS_if_ipvd_address) 172.16.1.3/24
IPv4 Address(vpn0_ge0/0_Imernet_if_ipv4_address) 200.200.3.2/30
Hostname vEdge-Site3

System IP ERRR

Generate Password Update Cancel

Chon Update > Next > Configure Device
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% Configuratior

Q search

S... Chassis Number

- Templates Cisce

< C A Notsecure

= Cisco SD-WAN

| vEdge_VPN12

() Select Resource Group«
v

Hostname

192.168.1.1:8443/#/app/config/template/device/configure/de9192ba-ceac-4725-ac86-a>456eecdded

Templates

IPv4 Address(vpn12_ge0/3_if_ipv4_address)

Router ID(ospf_router_id)

Total Rows: 3

1Pv4 Address(v

& 0bo0f3c75-47c5-5e73-a557-9cf97c754274

@ 5316bef9-7742-d0c9-1048-df6288bb4e..

@ 168aZadd-2c4f-fcb1-6139-1d99dfB6e22e

vEdge-Sitel

vEdge-Site3

vEdge-Site2

192.168.11.254/24

192.168.31.254/24

192.168.21.254/24

211
4111
3101

192.168.10.254,

192.168.30.254

192.168.20.254

ik Configuration - Templates Cisce

<« C A Notsecure

= Cisco SD-WAN

Device Template

vEdge_VPN12

Device list (Total: 3 devices)

Filter/Search

0bO0f3c75-47¢5-5873-2557-
9cfa7¢754274

vEdge-Site1|2.1.1.1

5316bef9-7742-d0c9-1048-
df6288bbde56

vEdge-Site34.1.1.1

168a2add-2c4f-fcb1-6139-
1d99df86e22e

vEdge-Sie2|3.1.1.1

Configure Device Rollback Timer

hitps//192.168.1.1:8443/#/app/config/template/device/cor

/de9192ba-ceac-4

Select Resource Groupw

Templates

Please select a device from the device list

5-3c86-ab456eecdded

Cancel
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X
Configure Devices

Committing these changes affect the configuration on 3 devices. Are you
sure you want to procesd?

s Confirm configuration changes on 3 devices.

[ 0K ] Cancel

Configuration - Templates Cisco X 4 v

x

C A Notsecure | hitpsy//192.168.1.1:8443/#/app/device/status?activity=push_file_template_configuration&pid=push_feature_template_configuration-0ae80cc2-bcd3-4c06-a700-1a6a6.. 12 % [ ‘&

Cisco SD-WAN ‘\) Select Resource Groupw oS O=Z oo
Push Feature Template Configuration | @ Validation Success Initiated By: admin  From: 192.168.1.200

Total Task: 3 | Success : 3

Q. search v
Total Rows:3 [ &b

> Status Message Chassis Number Device Model Hostname System IP Site ID vManage P

> @ Success Done - Push Feature T... 0b0f3c75-47¢5-5e73... vEdge Cloud vEdge-Site1 2119 1 1114

> @ Success Done - Push Feature T... 168a2add-2caf-fcbl-.. vEdge Cloud vEdge-Site2 3.1.11 2 1.1.1.1

> @ Success Done - Push Feature T... 5316bef9-7742-d0c8... vEdge Cloud vEdge-Site3 4.1.1a 3 1114

O

i}

d = ¢ o]

Tién hanh c4u hinh cho thiét bi Router & 3 site & VPN12
R-Sitel-1: ¢ sitel

cna

conf't

hostname R-Sitel-1

router ospf 1

exit

int €0/0
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ip add 192.168.10.2 255.255.255.0
ip ospf 1 area 0

no shut

exit

int e0/1

ip add 10.10.10.1 255.255.255.0
ip ospf 1 area 0

no shut

exit

ip route 0.0.0.0 0.0.0.0 192.168.10.254
do wr

R-Sitel-2: ¢ sitel

ena

conf't

hostname R-Sitel1-2

router ospf 1

exit

int €0/0

ip add 192.168.11.2 255.255.255.0
ip ospf 1 area 0

no shut

exit

int e0/1

ip add 10.10.11.1 255.255.255.0
ip ospf 1 area 0

no shut

exit

ip route 0.0.0.0 0.0.0.0 192.168.11.254
do wr

R-Site2-1: § site2
ena

conf't

hostname R-Site2-1
router ospf 1

exit

int €¢0/0
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ip add 192.168.20.2 255.255.255.0
ip ospf 1 area 0

no shut

exit

int e0/1

ip add 10.10.20.1 255.255.255.0
ip ospf 1 area 0

no shut

exit

ip route 0.0.0.0 0.0.0.0 192.168.20.254
do wr

R-Site2-2: ¢ site2

ena

conf't

hostname R-Site2-2

router ospf 1

exit

int €0/0

ip add 192.168.21.2 255.255.255.0
ip ospf 1 area 0

no shut

exit

int e0/1

ip add 10.10.21.1 255.255.255.0
ip ospf 1 area 0

no shut

exit

ip route 0.0.0.0 0.0.0.0 192.168.21.254
do wr

R-Site3-1: § site3
ena

conf't

hostname R-Site3-1
router ospf 1

exit

int €0/0
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ip add 192.168.30.2 255.255.255.0
ip ospf 1 area 0

no shut

exit

int e0/1

ip add 10.10.30.1 255.255.255.0
ip ospf 1 area 0

no shut

exit

ip route 0.0.0.0 0.0.0.0 192.168.30.254
do wr

R-Site3-2: § site3

ena

conf't

hostname R-Site3-2

router ospf 1

exit

int €0/0

ip add 192.168.31.2 255.255.255.0
ip ospf 1 area 0

no shut

exit

int e0/1

ip add 10.10.31.1 255.255.255.0
ip ospf 1 area 0

no shut

exit

ip route 0.0.0.0 0.0.0.0 192.168.31.254
do wr

Thuc hién 1€nh Ping tir Host-12 ¢ sitel ciia VPN12 sang Host-22 ¢ site2 cia VPN12 thi théy

ping thanh cong
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|System ip:2.1.1.1 SITE 1 VPN 11 :
! 10.10.10. 0!24

: 192.168.10. 0324_.——% :

: » R-Site1-1 D'Est'-h 1

- |

) 1

1

1

1 1
b SITE 2 VPN 11
|System ip: 3.1.1.1 10.10.20.0/24 1
o —o— '
192.168.20. 0:’24,@0};%“24 1 - ] :
\ eu@/ . l
254 ;
9 3 IPvEdge-Slr.eZ D@\ 1
; 192.168.21.0/24 /. _
' EUI'@L\ @—@0@ ,fe@_-
- e 10.10.21.0/24  »est2
1 1
| o oo oo o o om oom om mm mm oam oem mm o oem oem oem o s e mm em o mm me em mm mm mm em e 1
} \Svstemdip: 4111 SITE3 VeNTT ;
20 1System-ip: 4.1.1.1
it i e 10.10.30.0/24 :
3 1) —(e0
| 192.168.30. 0!24f@°f“>"'.ﬂsam31 1&0{1 )_msm ;
I
1
2 :PvEdgevSiLef. Eﬂ@\ , 1 I
| 192.168.31.0/24 : : '
| e&ﬂ)‘\@_@g@_ —l@@_ N
- > Rsite32 10.10.31.0/24  PHest3:
L VPN12
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w QEMU (Host-12) - : .
SEBYSEOOT

)

Firefox

cisco@hostll: ~
File Edit Tabs Help

cisco@hostll:~$ ping 10.10.21.2

PING 10.19.21.2 (10.10.21.2) 56(84) bytes of data.
.21.2: icmp seq=1 ttl=60 time=56.
.21.2: icmp seq=2 ttl=60 time=T71.
.21.2: icmp_seq=3 ttl=68 time=65.

64 bytes from 10.18.21.2: icmp _seq=4 ttl=68 time=78.

~C

---18.18.21.2 ping statistics ---

4 packets transmitted, 4 received, % packet loss, time 3865ms

rtt min/avg/max/mdev = 56.743/66.162/71.512/5.875 ms

ciscoghostll:~$ ]

7
5
LXTerminal ;

Eclipse

@

Pastman

YN ] | =cscoonosa - | A o5 & ©
3.3. Viét Centralized Policy dé co lap VPN12 khong cho giao tiép dugc giita cac site.

Vao giao dién vManage > Configuration > Policies > Centralized Policy > Add Policy
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il Configuratio

-Templates Gisco X+

&« C A Notsecure | hitps//192.168.1.1:3443/#/app/config/template/device

~ ~
Cisco SD-WAN Templates O @ o
ture Profiles Device Templates Feature Templates
Monitor
TLS/SSL Proxy
Certificates
Network Design B
TowalRows: 3 £ §0%
Maintenance
p Feature Templates Draft Mode Devices Attached Updated By Last Updated
Ad Policies «
dministration
. 9 Disabled 1 admin 01Jul 20231 «

Security
Workflows N i o 14 Disabled 0 admin 01 Ju 20231 aee
letworl lerarchy
Unified|Communications 17 Disabled 3 admin 01Jul 20234 «es
Cloud onRamp for SaaS
Cloud onRamp for laaS

Cloud onRamp for Multicloud

Cloud onRamp for Colocation

https://192.168.1.1

policies

=]

&4 Configuratio x o+ v x
<« @ A Notsecure | hitps//192.168.1.1:8443/#/app/config/policy/centralizedPolicy/policies 2 % 0O 2 :
Cisco SD-WAN () Select Resource Groupv Policies o= ® oo

Centralized Policy Localized Policy

Q. Search

Add Default AAR & QoS

TowlRows: 2 (3 {8}
Name Description Type Activated Updated By Policy Version Lest Updated
VPN11_NAT_POLICY VPNT1_NAT_POLICY Ul Policy Builder false admin 07012023T024416192 01 Jul 2023 G:44:16 AM + +ea
Hub_and_Spoke Hub_and_Spoke Ul Policy Builder false admin 07012023T024417486 01Jul 2023 8:44:17 AM + +es

Sau d6 ta vao Site > New Site List dé thém 1an luot ba site
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Wl Configuration - Polici SCox =+ v — X
|« C A Notsecure | hitpsy//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy8action=add e % O 2
= Cisco SD-WAN 'd Select Resource Groupw Policies oS =S e o
ralized Policy > Add Policy

@ Create Groups of Interest

Select a list type on the left and start creating your groups of interest

Application
| @® New Site List
Color
Community
Name Entries Reference Count Updated By Last Updated Action
Data Prefix
Site1 1 3 admin 071 Jul 2023 9:44:09 AM ... Zn f
Policer
Prefix Site2 2 2 admin 01 Jul 2023 9:44:09 AM ] f
| site | —
Site3 3 3 admin 01 Jul 2023 9:44:10 AM Pl slul
App Probe Class

SLA Class
TLoC
VPN
Region

Preferred Color Group

Budc tiép theo chon VPN > New VPN List dé tao vpnl/

Maonitor - VPN

x  + v o = X

¢« C A Notsecure | ketpsi//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy&action=add 2 % O a

= Cisco SD-WAN

Select Resource Groupw VPN O = @ &

ralized Policy > Add Policy

@ Create Groups of Interest

Select a list type on the left and start creating your groups of interest

Application
@ New VPN List
Color

Community
Name Entries Reference Count Updated By Last Updated Action

Data Prefix

I VPN11 n 3 admin 01 Jul 2023 9:44:10 AM .. f’jf
Palicer

Prefix

Site

App Probe Class

SLA Class

TLOC

Region

Preferred Color Group

cen

Sau khi di tao xong cac Site va VPN11 thi ta chon Next dé qua budc tiép theo
Tiép theo xuét hiéu giao dién sau, ta chon VPN Membership > Add VPN Membership
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&k Monitor - VPN Cisco SOWAN x|+

ot secure | hitpsy//192.168.1.1:8443/#/app/config/policy?type =centralizedPolicy&action=ad
& G AN 192.168.1.1:8443/#/app/config/policy?typ lizedPolicy& d
= Cisco SD-WAN ‘Q Select Resource Groupw
Centralized Policy > Add Policy
@ Create Groups of Interest @ Configure Topology and VPN Membership

Specify your network topology
Topology VPN Membership

Q. search

Add VPN Membership Policy v Choose and add VPNs to specific site lists)
Create New Jm
Import Existing VPN Membership

Name Type Description Mode

VPN

Reference Count Updated By

Total Rows: 0 [ J5b

Last Updated

CAu hinh 1an luot cac thong s6 nhu sau:
VPN Membership Name: VPN
Description: VPNI11

Site List: sitel, site2, site3

VPN Lists: vpnll

Chon Save dé luu policy
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@ Monitor - VPN Cisco SDWAN x +

v X
<« C A Notsecure | hitps://192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy8laction=add e % 0O a
= Cisco SD-WAN Q Select Resource Groupw VPN oS o=@ o

Add VPN Membership Policy

VPN Membership Name*

Description”

Site List* VPN Lists*

Site1 VPN11 x

Cancel

il Monitor - VPN Cisco SDWAN

Chon Next > Next dé t6i budc cudi cung 1a tao tén cho policy

x  + v X
<« C A Notsecure | hetps;//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy&action=add 2w O a
= Cisco SD-WAN () Select Resource Groupv VPN oS O= oo
Centralized Policy > Add Policy =
@ Create Groups of Interest @ Configure Topology and VPN Membership
Specify your network topology =
Topology VPN Membership
Q. search e
v (Choose and add VPN to specific site lists)
Total Rows: 1 £ 46
Mame Type Description Mode Reference Count Updated By Last Updated
VPNT1 VPN Membership VPNT1 created 0 admin Iaw Jul 2023 5:02:43 PM +... see
Back Next Cancel
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www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@v1
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il Monitor - VPN Cisco SDWAN x 4+

v = x
<« C A Notsecure | hetps;//192.168.1.1:8443#/app/config/policytype=centralizedPolicy8taction=add 2 % O &
= Cisco SD-WAN () Select Resource Group~ VPN o= B o
Centralized Policy > Add Policy
@ Create Groups of Interest @ Configure Topology and VPN Membership @ Configure Traffic Rules @ Apply Policies to Sites and VPNs

Add policies to sites and VPNs

Policy Name* User_Guest_VPN12

Policy Deseription® | User_Guest_vPN12

Topology Application-Aware Routing Traffic Data Cflowd

Role Mapping for Regions

VPN MEMBERSHIP

Site List WPN List
Site VPN11
Site2 VPN11
Site3 VPN11
Back

Preview Cance

Chon Save Policy
Budc cubi ciing ta kich hoat policy vira tao dén cac vEdge & ba site
Tim policy vira tao User Guest VPNI2, chon Activate dé kich hoat

4 Monitor - VPN WAN X + v — X
¢« @ A Notsecure | hitps://192.168.1.1:8443/#/app/config/policy/centralizedPolicy/policies 2 % O 2
= Cisco SD-WAN () Select Resource Groupw

VPN O = O 5

flf Custom Options « |

Centralized Policy Localized Policy

Q  search
Add Policy  Add Default AAR & QoS

TotalRows: 3 (3 46%

Name Description Type

Activated Updated By Policy Version Last Updated
User_Guest_VPN12 User_Guest_VPN12 Ul Policy Builder false admin 07012023T100427198 01 Jul 2023 5:04:27 PM + E
View
VPNT1_NAT_POLICY VPN11_NAT_POLICY Ul Policy Builder false admin 070120237024416192 01 Jul 2023 9:44:1
Preview
. ; . B Copy
Hub_and_Spoke Hub_and_Spoke Ul Poliey Builder false admin 07012023T024417486 01 Jul 2023 9:44:1
Edit
Delete

=
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x o+ v x
< C A Notsecure | hitps://192.168.1.1:8443/#/app/config/policy/centralizedPolicy/policies ® % 0O &
= Cisco SD-WAN ‘J Select Resource Groupw VPN oS =@ o
=ntralized Policy » GConfig Diff
vSmart Controllers Total
1

Device list (Total: 1 devices)

Filter/Search

1953c011-633¢c-4533-a0dc-5eccle3faded

vSmart|1.1.1.3

Please select a device from the device list

= =
Activate Cancel
—

@l Monitor - VPN Cisco SDWAN x + v — X
< C A Notsecure | https//192.168.1.1:8443/#/app/device/status?activity =vsmart_policy_config&tpid=vsmart_policy_config-eBa2e810-4663-47bf-bbbb-2df0cbaBed31 2 % 0O &
= Cisco SD-WAN ‘J Select Resource Groupw oS = @ oo

Push vSmart Policy | @

Initiated By: admin  From: 192.168.1.200

Total Task: 1 | Success

Q. search

Total Rows: 1 () {8

> Status Message Hostname System IP Site ID vManage IP

> @ Success Done - Push vSmart Policy vSmart 1113 1000

111

IV. Kiém tra

Kiém tra trén thiét bi vEdge & ba site bang 1énh show ip routes
vEdge SITEI thi ta khong thay cac route cia VPN 12 tir SITE2 va SITE3

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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&

File Edit View Options Transfer Script Tools Window Help
wHG LR Hhasd TR @

vEdge-Sitel X

Ready Telnet: 10.215.27.145 35, 14 35 Rows, 134 Cols  VT100 NUM

& vEdge-Site1
file Edit View Options Transfer Script Tools Window Help

wH LR N EBBd TR @

vEdge-Sitel X

Ready Telnet: 10215.27.145 35, 14 35 Rows, 134 Cols  VT100 NUM

vEdge SITE?2 thi ta khong thay cac route cia VPN12 tir SITE1 va SITE3

- https://www.youtube.com/(@vnpro149
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242

@ vEdge-Site2
File Edit View Options Transfer Script Taols Window Help
wH LR N EBBd TR @

vEdge-Site2 X

Ready Telnet: 10.215.27.145 35, 14 35 Rows, 134 Cols_VT100 NUM

8 vEdoe-Site2
File Edit View Options Transfer Script Tools Window Help

HERLR A ESBd TRE @

vEdge-Site2 x

Ready Telnet: 10215.27.145 35, 14 35 Rows, 134 Cols  VT100 NUM

vEdge SITES3 thi ta khong thay céc route ciia VPN12 tir SITE1 va SITE2

- https://www.youtube.com/(@vnpro149




7
TRUNG TAM TIN HQC VNPRO
\ mJP!rj@ PC: 276 - 278 Ung Vin Khiém. 5, Q.Binh Thanh, Tp Ho Chi Min
PT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org
&

File Edit View Options Transfer Script Tools Window Help
wHG LR Hhasd TR @

vEdge-Site3 %

Ready Telnet: 1021527145 35, 14 35 Rows, 134 Cols VT100 NUM
& vEdge-Site3
file Edit View Options Transfer Script Tools Window Help

wH LN Hh BB TR @

vEdge-Site3 %

Read) Telnet: 10215.27.145 35, 14 35 Rows, 134 Cols_ VT100 NUM

Thuyc hién ping tir Host-12 ctia VPN12 & sitel va Host-22 ctia VPN12 ¢ site2: thi ta thdy khong
biét duong di do ta da chin giao tiép giita cac site & VPN12

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnpro149
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B QEMU (Host-12) — O x
SERTRLOOE

cisco@hostll: ~
File Edit Tabs Help

cisco@hostll:~$ ping 10.10.21.2
19.10.21.2 (10.10.21.2) 56(84) bytes of data.
192.168.11.254 icmp seq=1 Destination Net Unreachable
192.168.11.254 icmp_seg=2 Destination Net Unreachable
. 192.168.11.254 icmp_seq=3 Destination Net Unreachable
Lol 192.168.11.254 icmp_seg=4 Destination Net Unreachable
.2 ping statistics ---
4 packets transmitted, © received, +4 errors, 100% packet loss, time 3884ms

cisco@hostll:~$ ]

Postman

VA B [ ™cisco@hostii: ~ A 1011 L ®

Tuong tu ping tir Host-12 ciia VPN12 ¢ sitel va Host-32 ciia VPN12 ¢ site3

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: http v.youtube.com/(@vnprol49
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cisco@hostll: ~

Wires h-a rk

File Edit Tabs Help

cisco@hostll:~$ ping 10.10.31.2
PING 10.10.31.2 (10.10.31.2) 56(84) bytes of data.
From 192.168.11.254 icmp seq=1 Destination Net Unreachable
From 192.168.11.254 icmp seq=2 Destination Net Unreachable
. From 192.168.11.254 icmp seq=3 Destination Net Unreachable
L=l 192.168.11.254 icmp seq=4 Destination Net Unreachable
statistics ---
4 packets transmitted, 0 received, +4 errors, 100% packet loss, time 3065ms

cisco@hostll:~$ ||

Postman

v

=9, - . ] . 1013 o] @
Tuong tu ping tir Host-22 ciia VPN12 & site2 va Host-32 ciia VPN12 ¢ site3

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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) NF ro

DT: (028) 35124257 | Hotline: 0933427079 Email: vpro@vnpro.org

B Qemu (Host-22) — ] X
SESCRLOO

&)

Firefox

cisco@hostll: ~
File Edit Tabs Help

cisco@hostll:~$ ping 10.10.31.2
PING 10.19.31.2 (10.10.31.2) 56(84) bytes of data.
From 192.168.21.254 icmp_seg=1 Destination Net Unreachable
From 192.168.21.254 icmp seq=2 Destination Net Unreachable
LXTerminal From 192.168.21.254 icmp_seg=3 Destination Net Unreachable
192.168.21.254 icmp seq=4 Destination Net Unreachable
--- 10.10.31.2 ping statistics ---
4 packets transmitted, @ received, +4 errors, 100% packet loss, time 3805ms

cisco@hostll:~$ ||

@

Pastman

A 1014 @

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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