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TOm Tat: Giao Thirc ICMP

ICMP (Internet Control Message Protocol) la giao thirc quan trong thudc ting Internet trong
mo hinh TCP/IP, cho phép cac thiét bi giri théng bao vé cac su c6 xay ra trong qua trinh
truyén tai goi tin IP. ICMP 1a thanh phan bat budc trong moi thiét bi IP va thwong dwoc st
dung dé€ kiém tra két ndi, gidm sat va khic phuc sw c6 mang.

I. Ping - Cong cu chin doan mang co ban

Ping st dung thong diép ICMP Echo Request va Echo Reply dé kiém tra kha ning két néi
gitra hai thiét bi mang. Day la cong cu phé bién trong viéc xac dinh liéu mot thiét bi mang c6
ton tai hay khong. Cisco 10S va thiét bi Catalyst c6 thé diéu chinh kich thwéc goi tin ping dé
phu hop véi yéu cau kiém tra, toi da c6 thé 1én dén hon 18.000 byte. Tuy nhién, ping c6 d6
wu tién thap trén thiét bi Cisco, nén c6 thé bi bo qua néu CPU qua tai.

Cac ky tw phan hoi tir 1énh ping gitip chidn doan nhanh tinh trang:
- “I”: phan hoi thanh céng

- “”: hét thoi gian cho

- “U”: dich khong thé dén dwoc

-“Q”, “M”, “&”, “?": chi cac 16i cu thé nhw khong thé phan manh, TTL hét, loai khong x4c dinh.

II. Cac thong diép ICMP chinh

1. Destination Unreachable - Dich khong thé dén dwoc

Thong diép nay dwoc gii khi router hodc thiét bi dich phat hién khong thé chuyén tiép goi
tin. GOm nhiéu ma con nhu:

- Network Unreachable: khéng c6 tuyén dén mang dich.

- Host Unreachable: khéng c6 phan hoi ARP tir thiét bi dich.

- Protocol Unreachable: khéng cé giao thirc phu hop trén thiét bi dich.

- Port Unreachable: khong c6 irng dung 1ang nghe cong dich.

- Can’t Fragment: goi tin khéng thé phan manh do c& DF dwoc bét.

2. Time Exceeded - Thoi gian virot ngudng

Puwoc glvi khi géi tin veot qua gidi han TTL va bi loai bo. Pay 1a co ché ngén géi tin vong 1ap
v0 han. Lénh “traceroute’ st dung tinh ning nay bang cach ting dan gia tri TTL dé xac dinh
tirng router trén dwong di dén dich.

3. ICMP Redirect - Gti lan nira

Cho phép router thong bao cho thiét bi rang c6 tuyén dwdng t6i wu hon dén mot mang cu
thé. Vi du: PC gri goi tin dén Router B, nhwng Router A méi la tuyén t6t hon dén mang dich.
Router B sé gtri thong diép ICMP Redirect yéu ciu PC chuyén hwéng lwu lwgng vé Router A
tir lan sau.
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[11. Vi tri ICMP trong mé hinh OSI/TCP-IP

ICMP ndm & tang Internet (md hinh TCP/IP) hodc tAng Mang (m6 hinh OSI). Tuy nhién, n6
st dung IP dé truyén tai, nén thwong dwoc coi 1a hoat dong song song hodc cao hon IP. Ciing
nhuw ARP, ICMP khéng hoat dong & 16p &rng dung du né cung cap dir liéu quan trong cho viéc
gidm sat va van hanh mang.

IV. Lwu y khi st dung ICMP

- Khong nén dung ICMP dé do hiéu ning hé thong vi né phu thudc vao xi Iy cia CPU, khong
phan 4nh chinh xac t8c do truyén dan thuec té.

- ICMP c6 thé bi chin béi firewall, nén khong ludn phan dnh chinh xac kha nang két noi that
su.

Téng két: ICMP 1a mot phan c6t 16i ctia TCP/IP, hd tror gidm sat, khac phuc sw ¢ va quan ly
mang. Cac théng diép ICMP nhw Echo, Destination Unreachable, Time Exceeded, Redirect...
12 cong cu thiét yéu cho k§ sw mang trong viéc phan tich 16i va t8i wu hoa hoat dong hé
thong.
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