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I1. Yéu ciu k¥ thuit
Viét Template cdu hinh VRRP trén cong Ge0/2 thugc VPN11 cua Site 2
Tao Device Template c6 chira cac Template VRRP
Day cau hinh Device Template vira viét xong.
Thuyec hién kiém tra bai Lab d4 lam dang nhu yéu cau.
I11. Cac buwéc thue hién

Viét Template cdu hinh VRRP trén cong Ge0/2 thudc VPN11 cua Site 2

Tao Feature Template: vEdge VPNII_Ge0/2 VRRP. Pau tién ta vao giao dién vManage >
Configuration > Template > Feature > Add Template.
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wk Manitor - Overvie o SDWA X 4 V - X
<« C A Notsecure | Bitps//192.168.1.1:8443/#/app/monitor2/overview e % O 2
Cisco SD-WAN Overview [ = O A
nels Applications Security VPN More - 2
TLS/SSL Proxy
=
Certificates
| Tools Network Desi
etwork Design CERTIFICATE STATUS LICENSING REBOOT
Maintenance Templates % 0 0 0
Warning Assigned Last 24 hrs

L Policies
Administra

Security

Workflows e Ao
Network Hierarchy ours Actions

Unified Communications Sites v/ Tunnel Health @ 24 Hours Latency (ms) v Good Tunnels v

Analytics Cloud onRamp for SaaS

Cloud onRamp for laaS

1:biz-internet-vedge!
3031

Cloud onRamp for Multicloud

Cloud onRamp for Colocation

iz-internet-vedge3:biz-internet

2078

o 3038

- 5:24 AM
BB ppp O

#k Configuration - Templates Cisco X 4 v = X
&« C A Notsecure | hitpsy//192.168.1.1:8443/#/app/config/template/feature v O &
= Cisco SD-WAN () Select Resource Group~ Templates [ =R &) JA
Configuration Groups ~ Feature Profiles  Device Templates
Q. search

Template Type Non-De Total Rows: 17 £

Name Description Tyoe Device Model Device Templates Resource Group Devices Attached Updated By Last Updated

vEdge_VPN512  vEdge_VPN512 WAN Edge VPN vEdge Cloud 1 global 0 admin 03 Jul 2023 12:1 +es

vSmart_VPN51... vSmart_VPN512_eth1 vSmart Interface  vSmart 0 global o admin 03 Jul 2023 1211 ee

vEdge_VPN512, VEdge_VPN512_eth0 WAN Edge Inter... vEdge Cloud 1 global o admin 03 Jul 2023 12:1 «es

vEdge_VPN11 vEdge_VPN11 WAN Edge VPN vEdge Cloud 1 global 0 admin 03 Jul 2023 12:1

vSmart_VPN512  vSmart_VPN512 vSmart VPN vSmart 0 global o admin 03 Jul 2023 12:1

vEdge VPNQ_G... vEdge VPNO_Ge0/0_inte... WAN Edge Inter... vEdge Cloud 1 global 0 admin 03 Jul 2023 12:1

vEdge_VPNO vEdge_VPNO WAN Edge VPN vEdge Cloud 1 global o admin 03 Jul 2023 12:1

vEdge_VPNO_G... vEdge_VPNO_Ge0/1_MPLS WAN Edge Inter... vEdge Cloud 1 global o admin 03 Jul 2023 1211 ee

vEdge VPNT1_ vEdge_VPN11_Ge0/2 WAN Edge Inter... vEdge Cloud 1 global o admin 03 Jul 2023 12:1 «es

O phan Select Devices ta chon thiét bi vEdge cloud rdi chon muc VPN Interface Ethernet
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@k Configuration - Templates Cisco X + v - X
&« C A Notsecure | bstps://192.168.1.1:8443/#/app/config/template/feature?display=add e v O &

= Cisco SD-WAN () Select Resource Groupw Templates o2

Configuration Groups Feature Profiles Device Templates Feature Templates

sture Template > Add Template

Select Devices

VPN
Q, Search by device name
O 1SRy
vEdge 100 Secure Internet Gateway (SIG) VPN VPN Interface Bridge

O vEdge 100 B WAN LAN
O vEdge 100 M
O vEdge 100 WM @
O vEdge 1000 VPN Interface Cellular VPN Interface Ethernet VPN Interface GRE
= WAN Management ~ WAN  LAN WAN
U vEdge 2000
O vEdge 5000
- VPN Interface IPsec VPN Interface NATPool VPN Interface PPP
O vManage

WAN WAN WAN
O vSmart

Tiép theo vao muc VPN Interface Ethernet ta ciu hinh nhu sau:
Template Name: vEdge Site2 Ge0/2 VRRP
Description: vEdge Site2 Ge(/2 VRRP

&l Configuration - Templates Cisco X + v - x
¢« C A Notsecure | hitpsy//192.168.1.1:8443/#/app/config/template/featureZdisplay=add&deviceType=vedge-cloud&templateType=vpn-vedge-interface 2 % O a
= Cisco SD-WAN ‘\j; Select Resource Groupw Templates = o

Configuration Groups  Feature Profiles  Device Templates (IR UL

re Template > » VPN Interface Ethernet
Cloud
Template Name* vEdge_Site2_Ge0/2_VRRP
Description* vEdge_Site2_Ge0/2_VRRP
Basic Configuration Tunnel NAT VRRP ACL/QoS ARP 802.1X Advanced

Shutdown @~ Yes No
Interface Name @~
Description [Ohg
ETYEE .- T

Gancel m
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Sau d6, & BASIC CONFIGURATION ta cu hinh nhu sau:

dsls Configuration - Templates Cisco ' X 4 7 - X
<« C A Notsecure | hetps;//192.168.1.1:8443/#/app/config/template feature?disp eTyp loud&templateType=vpn-vedge-intarface 2 % 0O 2
= Cisco SD-WAN ‘\; Select Resource Groupw Templates IO RNA]

Configuration Groups Feature Profiles Device Templates Feature Templates

ature Template e > VPN Interface Ethernet

Shutdown | @~ Yes ‘ O nNo |
Interface Name | @~ ge02 |
Description @~

() Dynamic O static

IPv4 Address

1) Global
Secandary |P Address (Maximum: 4) @

[ Device Specific > Enter Key

DHCP Helper @ Default wpn11_ge0/2_if_ipvd_address

Gancel m

Tiép theo t6i muc VRRP ta chon NEW VRRP dé tao thém VRRP

@k Configuration - Templates Cis: x -+ v - x
<« C A Notsecure | hitps//192.168.1.1:8443/#/app/config/template/feature?display eTyp loud&templateType=vpn-vedge-interface 2 % 0O =2
= Cisco SD-WAN () Select Resource Groupw Templates o= e o

Configuration Groups Feature Profiles Device Templates Feature Templates

e Template > Add Template > VPN Interface Ethernet

Optional Group ID Priority Timer Track OMP Track Prefix List IP Address TLOC Preference Change Action

No data available

Cancel m

.5 @

Sau d6 1an luot cAu hinh theo cac théng sb sau:
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A

Group ID, Priority va IP Address lan luot chon Device Specific
Track OMP >> ON

b Configuration - Templates Cisco X =+ - X
<« C A Notsecure | https://192.168.1.1:8443/#/app/config/template/feature?display=add@device Type=vedge-cloud&templateType=vpn-vedge-interface e % O & [
= Cisco SD-WAN () Select Resource Group= Templates oS = e 0
Configuration Groups ~ Feature Profiles  Device Templates

ature Template » Add Template » VPN Interface Ethernet
New VKRF | -
[ Mark as Optional Row (0)
Group ID | m~ |
priority | m- |
Timer (seconds) @~
Track OMP | ®- ‘ O on | ot |
P Address | m~
TLOC Preference Change [©hd on Off

Object Tracker ) Add Tracking Object

Cancel

Cubi ciing chon Save dé luu template lai.

Viét Device Template

O giao dién vManage, Configuration > Templates (tab Device).
Chon Create Template > From Feature Template.

Chon Device Model (vEdge Cloud).
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&l Configuration - Templates Cisco X + v - X
rs C A Notsecure | hitps//192.168.1.1:8443/#/app/config/template/device 2 % 0O a
= Cisco SD-WAN ‘G Select Resource Groupw Templates o= o n
Configuration Groups Feature Profiles Feature Templates
Q. search

Create Template v
Total Rows: 1 [ &%

From Feature Template @
CLI Template

Name ... Description Type .. Device Mode... Device Role ... Resource Group Feature Templates Draft Mode Devices Attached Updated By Last Updated
vEdge... vEdge_Sitel Feature vEdge Cloud ~ SDWAN Edge  global 16 Disabled 1 admin 03Jul 20231211 wes

o ®d

Nhap Template Name (vEdge Site2 VRRP), Description (vEdge Site2 VRRP).

@k Configuration - Templates Cisco X 4 W = X
<« C A Notsecure | hitps://192.168.1.1:8443/%/app/config/template/devi =2 % O &
= Cisco SD-WAN 'Q Select Resource Groupw Templates oS =S e o
Configuration Groups  Feature Profiles (D3Rl o) Feature Templates
vEdge Cloud v
SDWAN Edge v
Template Name vEdge_Site2_VRRP
- vEdge_Site2_VRRP |
Basic Information Transport & Management VPN Service VPN Additional Templates

Basic Information

System * Factory_Default_vEdge_System_Templ.. ~ Additional System Templates
Archive

@ NTP

Logging* Factory_Default_Logging_Template_VO1

Create Cancel

G &

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
”Pﬂ!@ DC: 276 - 278 Ung Vén Khiém, P.25, Q.Binh Thanh, Tp Hb Chi Minh
P

DT: (028) 35124257 | Hotline: 0933427079 Email: vpro@vnpro.org

M5 Configuration - Templates Cisco X+ v

%
<« C A Notsecure | hips//192.168.1.1:8443/#/app/config/template/device/feature w % O a
= Cisco SD-WAN ‘\_, Select Resource Groupv Templates O = 68
Configuration Groups  Feature Profiles Feature Templates
Basic Information Transport & Management VPN Service VPN Additional Templates

Basic Information

System * Factory_Default_vEdge_System_Templ... ~ Additional System Templates
. ® Archive

Logging* Factory_Default_Logging_Template_VO1 ~

AAA Factory_Default_AAA_Template - BFD * Factory_Default_BFD_Template_W01 -

OMP * Factory_Default_vEdge_OMP_Template Security * Factory_Default_vEdge_Security_Temp... +

Cancel

3@

O phan Transport and Management VPN ta chon cac thong s6 nhu sau:

4% Configuration - Templates Cisco - X = v X
‘ < C A Notsecure | hutps//192.168.1.1:8443/#/app/config/template/device/feature = % O &
= Cisco SD-WAN 'v Select Resource Groupe Templates SO= 4O

Configuration Groups Feature Profiles Device Templates Feature Templates
Transport & Management VPN

VPNO * vEdge_VPNO - Additional VPN 0 Templates
* BGP
VPN Interface vEdge_VPNO_Ge0/0_Internet ~ @ ) OSPF
Secure Internet Gateway
VPN Interface vEdge_VPNO_Ge0/1_MPLS ~ 8 VPN Interface
) VPN Interface Cellular
) VPN Interface GRE
) VPN Interface IPsec
(® VPN Interface PPP
VPN 512 * vEdge_VPNS512 -~ Additional VPN 512 Templates
VPN Interface vEdge_VPN512_ethd > @

Service VPN

O Service VPN, ta lan luot chon cac template tuong ing véi cac muc nhu sau:
VPN: vEdge VPNI11

VPN Interface: vEdge Site2 Ge0/2_ VRRP
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v - X

il Configuration - Templates Cisco X+
<« C A Notsecure | htps//192.168.1.1:8443/#/app/config/template/device/feature 2 % O &
= Cisco SD-WAN () Select Resource Groups Templates oS = oo
Configuration Groups  Feature Profiles  ([DEVSRIUISSl)  Feature Templates
Service VPN
Q_ search 74
0 Rows Selected -
. ~
Total Rows: 0 £

Template Name Sub-Templates

No data available

Additional Templates

eate Cancel

Add VPN

@ Select VPNs
0 ltems Selected

Select one or more Service VPNs to add:

Available VPN Templates C] Select All Selected VPN Templates

Q) Search 4 Q1 Search é

Template Name

D Template Name

1D

a6127b89-5b47-4bb8-bbbc-cb16f...vEdge_VPN11

56eelc7d-b981-41d1-9e50-aa31... vEdge VPN12

P——
Create VPN Template Cancel
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Add VPN X

@ Select VPNs @ Select Sub-Templates

Include sub-templates to attach to ALL selected service VPNs:

Additional VPN Templates

VPN Interface vEdge_Site2_Ge0/2_VRRP - =
Sub-Templates

BGP
IGMP

Multicast
OSPF
PIM

VPN Interface Bridge
VPN Interface GRE
VPN Interface IPsec
VPN Interface Natpool

Chon Create dé tao template

Tién hanh Attach Devices va chon cac vEdge tuong tng.

s Configuration - Templates Ciseca X 4 v X
€« C A Notsecure | hitps//192.168.1.1:8443/%/app/config/template/device 2 % O 2
= Cisco SD-WAN ‘\7}' Select Resource Groupw Templates O = e~

Configuration Groups Feature Profiles Device Templates Feature Templates

Q. search

Create Template

Template Type Non-Default ~ TotalRows: 2 [ 40%
Name ... Description Type .. Device Mode... Device Role ... Resource Group Feature Templates Draft Mode Devices Attached Updated 8y Last Updated
vEdge... vEdge_Sitel Feature vEdge Cloud ~ SDWAN Edge  global 16 Disabled 1 admin 03 Jul 2023 12:1
vEdge... vEdge_Site2_V... Feature vEdge Cloud SDWAN Edge global 13 Disabled 0 admin 03 Jul 2023 12:4. E
Edit
View
Delete
Copy

Attach Devices @

Change Resource Group

Export CSV
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W4 Configuration - Templates Cisce - X 4+ Vo= X
< C A Notsecura | hetpsy//192.168.1.1:8443/#/app/config/template/device e % O 2
= Cisco SD-WAN () Select Resource Groupe Templates o= o

Attach Devices

Attach device from the list below 0 ltems Selected
Available Devices D Select All Selected Devices

Al Q Search Y Al Q  Search

Name Device IP Device I
bebSba723-6684-843c-1e91-7d6296e87b
£cfB9G6S-550-b701-bgdf-717fe3ca0d0
1121e275-5¢c29-cbce-71c1-783ee2126dba
80060207 -b2bd-a5fa-6311-72386930a34e
84c6527e-45€6-c5aB-c33c-if9dBad4zad
vEdge_Site1 FARNI

vbond 1.1.1.2

vedge2 1.1.10.2

vedge3 1.1.103

Cancel

Tién hanh thém céac thong sb 1an luot cho vEdge2 va vEdge3 nhu sau:

W@k Configuration - Templates Cisco X + v - X

<« C A Notsecure | hitpsy/192.168.1.1:8443/#/app/config/template/devicefconfigure/3ca 1fdch-4dbc-41e9-85b3-8d61511a39f0 2 % O &
= Cisco SD-WAN O Select Resource Groupw Templates o= @~
Device Template | vEdge_Site2_VRRP
Q. search Y
TotalRows:2  F 4
S.. Chassis Number System IP Hostname IPv4 Address(vpn11_ge0/2_if_ipv_address) Group ID{vpn_if_vrrp_grpid) Priority(vpn_
5316bef0-7742-d0cO-1048-df6288bbde... 1.1.10.3 vedge3
168a2add-2c4l-fcb1-6130-1d99d86e22e  1.1.10.2 vedge?
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&k Configuration - Templates Cisco X +

& - C A Notsecure | kitps//192.168.1.1:8443/#/app/config/temp

= Cisco SD-WAN

O Select Resource Groupw

upadle vevice iernpidle

Variable List (Hover over each field for more information)

Chassis Number

System P

Hostname

IPv4 Address(vpn11_ge0/2_if_ipv4_address)
Graup IDlven_if_vrrp_grpid)
Pricrity(vpn_if_vrrp_priority)

IP Address(vpn_if_vrrp_vrrp_ipaddress)
Address(vpn0_Internet_next_hop_ip_address 1)
IPv4 Address(vpn0_ge0/1_MPLS_if ipv4_address)
IPv4 Address(vpn0_ge0/0_Intemet_if_ipvd_address)
Hostname

System P

Site ID

Generate Passwor

'9c91fdcb-4dbc-41e9-85b3-8d61511a39f0

Templates

168a2add-2c4f-fcb1-6139-1d99df86e22e
1.1.10.2

vedge2

v = X
2w O &
O = O 83

192.168.1.1/24

100

120

192.168.1.254

200.200.2.1

172.16.1.2/24

200.200.2.2/30

vEdge1_Site2

3111

ki Configuration - Templates Cisco X v = X
& > C A Notsecure | hitps:/192.168.1.1:8443/#/app/config/template/device/configure/Ica 1fdch-4dbc-41e3-85b3-8d61511a39f0 e % O a
= Cisco SD-WAN @ Select Resource Groupw Templates o= 6 O

updadle peviCe lelnpildle

Variable List (Hover over each field for more information)

Chassis Number

System IP

Hostname

IPv4 Address(vpn1_ge0/2_if_ipv4_address)
Group ID(vpn_if_vrrp_grpid)
Priority(vpn_if_vrrp_priority)

IP Address{vpn_if_vrip_vrrp_ipaddress)
Address(vpn0_Internet_next_hop_ip_address 1)
IPv4 Address(vpn0_ge0/1_MPLS_if_ipv4_address)
IPv4 Address(vpn0_ge0/0_Intemet_if_ipv4_address)
Hostname:

System IP

Site ID

nerate Password

5316bef9-7742-d0c9-1048-df6288bb4e56

1.1.103

vedge3

192.168.1.2/24

100

150

192.168.1.254

200.200.3.1

172.16.1.3/24

200.200.3.2/30

vEdge2_Site2

4.1

Update

Sau khi xong tién hanh day cu hinh xudng cho thiét bi

Website: www.v

ro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@v
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&% Configuration - Templates Cisco. X 4

< G A Notsecure | hitpsi//192.168.1.1:8443/#/app/config/tem plate/device/configure/3c91fdcb-Adbc-419-85b3-8d61511a39f0

= Cisco SD-WAN () Select Resource Groupw

Templates

Device Template | vEdge_Site2_VRRP
Q  search
Total Rows:2 7 L
| §... Chassis Number System IP Hostname IPv4 Address(vpn11_ge0/2_if_ipv4_address) Group ID(vpn_if_vrrp_grpid) Priority(vpn_
1
1 @ 5316befd-7742-d0c9-1048-df6288bbde... 1.1.10.3 vedge3 192.168.1.2/24 100 150 e
| @ 168a2add-2c4f-fcb1-6139-1d99df86e22e  1.1.10.2 vedge2 192.168.1.1/24 100 120 e

Cancel

Wk Configuration - Templates Cisco X =+

Cisco SD-WAN

() Select Resource Groupe
\

Device Template Total
vEdge_Site2_VRRP 1
Device list (Total: 2 devices)

Filter/Search

5316bef9-7742-d0c9-1048-
df6288bbde56

vedge3d|1.1.10.3
168a2add-2caf-fcb1-6139-

1d99df86e22e

vedge2|1.1.102

Configure Device Rollback Timer

<« C A Notsecure | hitps//192.168.1.1:8443/%/app/config/template/device/canfigure/preview/9c31f4ch-ddbc-41e9-85b3-8d61511a3970

Templates

Please select a device from the device list

= T

Cancel
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X
Configure Devices

Committing these changes affect the configuration on 2 devices. Are you
sure you want to procesd?

s Confirm configuration changes on 2 devices.

Cancel

Qua trinh 4p c4u hinh xubng cho thiét bi di thanh cong

Configuration - Templates Cisco X +

C A Notsecure | httpsi//192.168.1.1:8443/#/app/device/status?activity=push_file_template_configuration@tpid=push_feature_template_configuration-b11f72b2-e51e-4531-a48f-f1bs5.. 12 # [1 &

Cisco SD-WAN () Select Resource Groupw oS ® 4
Push Feature Template Canfiguration | @ Validation Success

Initiated By: admin  From: 192.168.1.200
Total Task: 2 | Success : 2

Q. search W
Total Rows: 2 {5 46%
> status Message Chassis Number Device Model Hostname System IP Site ID VManage 1P
> @ Success Done - Push Feature T... 168aZadd-2c4f-fcb1-... vEdge Cloud vEdge1_Site2 3111 2 111
> @ Success Done - Push Feature T... 5316bef9-7742-d0c9. vEdge Cloud VEdge2_Site2 4111 2 1.1

Tién hanh cAu hinh cho thiét bi R1, R2 & Site 2
R1:

€na

conf't

hostname R1
!

interface Ethernet0/0

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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ip address 192.168.1.100 255.255.255.0

duplex auto
!

interface Ethernet0/1
ip address 10.10.10.1 255.255.255.0

duplex auto
!

ip route 0.0.0.0 0.0.0.0 192.168.1.254
do wr

R2:

ena

conf't

hostname R2

!

interface Ethernet0/0

ip address 192.168.1.200 255.255.255.0
duplex auto

!

interface Ethernet0/1

ip address 10.10.20.1 255.255.255.0

duplex auto
!

ip route 0.0.0.0 0.0.0.0 192.168.1.254
do wr

Kiém tra

Vao Monitor > Network > vEdgel Site2 > Real Time > VRRP
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