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II. Yéu ciu ky thuat

- Viét hai Feature Template c6 tén la vEdge VPNI, vEdge VPNI_Ge0/2 dé tao thém mot
Service VPN méi danh cho server.

- Viét mot Device Template c6 tén vEdge VPNI tir hai Feature Template trén va dung lai
cac Feature Template cii (vEdge VPNO, vEdge VPNO Ge0/0, vEdge VPNO Gel/l,
vEdge VPN512, vEdge VPN512 eth0, vEdge OSPF) dé tao thém mot VPNI danh cho
server.

- Pay ciu hinh Device Template vira viét xong.

- Viét Centralized Policy & VPN12 c6 thé giao tiép dén VPN cua server.

III. Céac bwéc thue hién

3.1. Viét hai Feature Template cho VPN1 danh cho server
e Tao Feature Template: vEdge VPNI
Dau tién ta vao giao dién vManage > Configuration > Template > Feature > Add Template.
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Cisco SD-WAN

Maintenance

Cisco SD-WAN elect Re .

Q search

Name Description Type Device Model
Edge_Si Ge Edge Inte vEdge Cloud
G Edge Ge0/0_Sie v @ Inter vEdge Cloud

...... e_VPN vEdge Ge0/2_VR. Vv Edge Inter Edge Cloud
Ec Edge WAN Edge VPN Edge Cloud

vSmart_VPNS1 et vSmart Inte

vEdge Cloud

vEdge_WPN1

VPN vEdge Cloud

0_G... vEdge_VPNO_Ge0/0, vEdge Cloud

Configuration Groups

Overview

nels Applications Security VPN More - 2

CERTIFICATE STATUS

0 0

Warning Assigned

Tunnel Health

Templates

Feature Profiles Device Templates

Device Templates Resource Group Devices Attached

jlobal

global

global

global

global

global

global

Last 24 hrs

No Data to Display
w = a *
= 7 0O &
= A

Updated By Last Updated

adir 2023517 »

admin 11 Jul 20235:17

sdmin 11 Jul 2023517 »

admin 1 ul 20235 -

admin 11 Ju -

admin 1 uf -

acmin 11 Jul 2023517 »s

agmin 11 Jul 2023 5

admin 1 20235 -

0 phén Select Devices ta chon thiét bi vEdge Cloud roi chon muc VPN
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betps://192.168.1.1:8443/#/ap

Cisco SD-WAN elect Resou Sroup Templates DA

Configuration Greups  Feature Profiles  Device Templates  ([lZX (TR U IEEe

VPN

ISRv
vEdge 100 Secure Internet Gateway (SIG) VPN VPN Interface Bridge
vEdge 100 B WAN @ LAN
vEdge 100 M
vEdge 100 WM
vEdge 1000 VPN Interface Cellular VPN Interface Ethernet VPN Interface GRE

WAN Management WAN LAN WAN
vEdge 2000
vEdge 5000

VPN Interface IPsec VPN Interface NATPool VPN Interface PPP

vManage

WAN WAN WAN

vSmart

Tiép theo vao muc VPN ta ciu hinh nhu sau:
Template Name: vEdge VPNI
Description: vEdge VPNI

VPN: 1
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v - 8 x

x 4+
hittps//192.168.1.1:8443/#/app/config/tem plate/feature7display=addéideviceType=vedge-cloud&itemplateType=vpn-vedge 2 %« 0O &
= Cisco SD-WAN elect Re: 2 Group Templates ™S = ® O
Conliquration Groups | Festura Profiles | Devica Templates
dge N
o N
Basic Configuration DNS Advertise OMP Pv4 Route IPv6 Route Service Service Route GRE Route PSEC Route NAT

Route Leak

~ BASIC CONFIGURATION
C |

Cudi cung chon Save dé tao duoc cai Feature Template dAu tién

e Tao Feature Template: vEdge VPNI Ge0/2 (dé cau hinh cong ge0/2 cho VPN1)
Chon vManage > Configuration > Template > Feature > Add Template.

% Configu x  +
C A Notsecure | hitps//192.168.1.1:8443/#/app/config/template/feature?display=add =« O a
= Cisco SD-WAN Select Resou Sroupe Templates ~ = 5 [
Configurstion Grouge | | Fesiure Proflles | | Devica Templates m
id Temg
t Devi
VPN
ISRv
vEdge 100 Secure Internet Gateway (SIG) VPN VPN Interface Bridge
vEdge 100 B WAN LAN
vEdge 100 M
vEdge 100 WM @
vEdge 1000 VPN Interface Cellular VPN Interface Ethernet VPN Interface GRE
WAN Management WAN LAN WAN
vEdge 2000
vEdge 5000
VPN Interface IPsec VPN Interface NATPool VPN Interface PPP
WAN WAN WAN
Smart -

Tao template cho VPN 1 interface nhu bén dudi:
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A

- Select Devices: vEdge Cloud

- Template: VPN/VPN Interface Ethernet
- Template Name: vEdge VPNI Ge0/2

- Description: vEdge VPNI Ge(0/2

1 - Templat sco X +

€« C A Mot baps://192.168.1.1:8443/#/app/config/template/feature?display= add Budevice Type =vedge-cloud&templateType=vpn-vedge-interface 1 w 0O &
= Cisco SD-WAN elect Re! 3 . Templates S = @O 4
Gonfiguration Groups  Featurs Proflles  Device Tempiotes
mpl vEdge_VPN1_Ge0/2
vEdge_VPN1_Ge0/2
Basic Configuration Tunnel NAT VRRP ACL/QoS ARP B0Z.1X Advanced
“  BASIC CONFIGURATION
hutdowrn ﬁ':: - Ye o N
i .
T -

&k Configu lemp C ® +
&« C A Notsecure | hitps//192.168.1.1:8443/#, figt ?display=add&udeviceType =vedge-cloud8itemplateType=vpn-vedge-interface > w 0 &
= Cisco SD-WAN elect Re 2 Group Templates e T ©) A |

Configuration Groups Feature Profiles Device Templates Feature Templates

) Dynamic O Static

[=-]

@ Giobal

ndar Max| 4
= )
Device Specific » —
CP Helper 2 Default vpn_ge/2| if_ipvd_sddress
lock -
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Chon Save dé tao Template
3.2. Taom@t Device Template
O giao dién vManage, Configuration > Templates (tab Device).
Chon Create Template > From Feature Template.
Chon Device Model (vEdge Cloud).

&k Configuration - Templates Cisco X =+ v - a x
&« C AN Bitps://192.168.1.1:8443/#/app/config/template/device 2 % [0 &
= Cisco SD-WAN Select Re 2 Group Templates = i}
Configurstion Groups  Feature Profiles |EUR USRS  Feature Templates
Q. search
. mplat
From Feature Template
{'j Total Rows: 2

CLI Template

Name ... Description Type .. Device Mode.. Device Role ... Resource Group Feature Templates Draft Mode Devices Attached Updated By Last Updated
Edge_VPN12 Feature vEdge Cloud SDWAN Edge globa 4 Disabled admin 1 Jul 2023 5:22
vSmar... vSmart_Template Feature vSmart SDWAN Edge global a Disabled 1 admin 1 Jul 2023 5:33

Device Model: vEdge Cloud
Nhéap Template Name (vEdge Sitel), Description (vEdge Sitel).
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W = ] X

x 4
hittps;//192.168.1.1:8443/#/app/config/template/device/feature 2 &« 0O a
= Cisco SD-WAN Select Resou Sroup Templates = o
Configuration Groups  Feature Profiles (iR T ) Feature Templates
v
SOWAN Edge v
p— vEdge_Sitel
vEdge_Site1
Transport & Management VPN Service VPN Additional Templates

Basic Information
Basic Information
Factory_Default_vEdge_System_Templ.. « Additional System Templates

System *
Archive

NTP

Factory_Default_Logging_Template_V01 =

Logging*

Trong phan Basic Information thi dé mic dinh néu c6 nhing template twong tng thi c6 thé

chon vao.

k% Configuration - Templates x  +
< c An Bittes//192.168.1.1:8443 config/template/device/fe > % 0O &
= Cisco SD-WAN Select Reso 3 - Templates = FA]
Configuration Groups Feature Profiles Device Templates Feature Templates
Basic Information Transport & Management VPN Service VPN Additional Templates
Basic Information
System * Factory_Default_vEdge_System_Templ.. = Additional System Templates
Archive
Logging* Factory_Default_Logging_Template_V01 NP
AAA Factory_Default_AAA_Template - BFD * Factory_Default_BFD_Template_V01 -
OMP * Factory_Default_vEdge_OMP_Template v Security * Factory_Default_vEdge_Secutity_Temp.. v

D6i v6i phan Transport & Management VPN, ta chon 14n lugt cac Feature Template cii sau:

VPNO: vEdge VPNO
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VPN Interface: vEdge VPNO _Ge0/0 Internet
VPN Interface: vEdge VPNO Ge0/I MPLS
VPNS512: vEdge VPN512

VPN Interface: vEdge VPN eth(

&k Configuration - Templates Cisce X+ ~ = a X
<« C A Notsecure | hitps//192.168.1.1:8443/#/app/config/te e 1 2> v 0O &
= Cisco SD-WAN Select Resource Groupw Templates O =S 0 O

Configuration Groups  Feature Profiles  (ECUTRCUESETE  feature Templates

Transport & Management VPN

VPNO vEdge_VPNO - Additional VPN 0 Templates
BGP
VPN Interface vEdge_VPNO_Ge0/0_Internet - 0 ) OSPF

) Secure Internet Gateway

VPN Interface vEdge_VPNO_Ge0/1_MPLS - 1 ) VPN Interface

+) VPN Interface Cellular

+) VPN Interface GRE

+) VPN Interface IPsec
VPN Interface PPP

VPN512* vEdge_VPN512 - Additional VPN 512 Templates

+) VPN Interface
VPN Interface vEdge_VPNS12_etho -

Create

O Service VPN, ta 1an lugt chon cac template trong img véi cac muc nhu sau:
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&k Configuration - Templates Cisco % +

w = a X
<« C A Notsecure | hitps//192.168.1.1:8443/#/app/config/template/device/feature 2 %« 0O &
= Cisco SD-WAN Select Resource Group Templates SO= 0 0O
Service VPN

Q. search

0 Rows Selected

Total Rows: 0

O o Template Name Sub-Templates

No data available

Additional Templates

VPN: vEdge VPNI2
OSPF: vEdge VPNI2 OSPF
VPN Interface: vEdge VPNI12 Ge(0/3
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W

Add VPN

@ Select VPNs

Select one or more Service VPNs to add: 1 tems Selected

Available VPN Templates ] Select All Selected VPN Templates [ select Al

C, Search () Search Y;

[[+] Template Name [} Template Name

ccd3fB4d-b5a9-4dc5-B4fc-972dd... vEdge_VPN1 I Bbleeab3-41e2-4292-bB79-816b... vEdge_VPN12 I

554e866f-bbc0-4f0e-bESb-fO077d...vEdge_VPN11

Create VPN Template IE Cancel
Canc -

Add VPN

@ Select VPNs @ Select Sub-Templates

Include sub-templates to attach to ALL selected service VPNs

Additional VPN Templates

OSPF vEdge_VPN12_OSPF v @
; @ BGP
9 IGMP

VPN Interface vEdge_VPN12_GeO - = T

Sub-Templates ~

() PIM

(+) VPN Interface

(®) VPN Interface Bridge
) VPN Interface GRE

VPN Interface IPsec

(+) VPN Interface Natpool

Back Cancel

VPN: vEdge VPNI
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VPN Interface: vEdge VPNI Ge0/2

Add VPN %

@ Select VPNs

Select one or more Service VPNs to add: 1 tems Selected
Available VPN Templates (] Select All Selected VPN Templates [ select Al
Q, Search v Q Search T
] Template Name 1] Template Name
554e866f-bbc0-4f9e-bBSb-fO077d...vEdge_VPN11 ccd 3fB4d-b5a9-4dc5-84fc-972dd... vEdge _VPN1 I

Creal

te VPN Template MNext Cancel -

Add VPN X

@ Select VPNs @ Select Sub-Templates

Include sub-templates to attach to ALL selected service VPNs:

Additional VPN Templates

VPN Interface vEdge_VPN1_Ge0/2 vl ™ BGP

IGMP

Sub-Templates ~

() Multicast
(+) OSPF
PIM
) VPN Interface
) VPN Interface Bridge
(#+) VPN Interface GRE
(#) VPN Interface IPsec
(+) VPN Interface Natpool

Back Cancel
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= [} x
&« C A secure | bitps://192.168.1.1:8443/#/app/config/template/de atu e % 02
= Cisco SD-WAN elect Resou Sroup = Templates N = JA]

0 Rows Se \dd VP
Total Rows: 2
O wo Template Name Sub-Templates
0 2-b8 OSPF, VPN Imerface

vEdge_VPN1 VPN Interface

Additional Templates

Banner Chaose. -

Policy Choose

Chon Create dé hoanh thanh Device Template
Tién hanh cau hinh thiét bi vEdge bang cach Attach Devices

&k Configurstion - Templates Cisce X + »

- o x
< C A e | https//192.168.1.1:8443 fig/tem plate/de: > w 0O a2
= Cisco SD-WAN elect Resource Groupw Templates 5= O ]
Configuration Groups Feature Profiles Device Templates Feature Templates

Q search

ea pl

mpl. Total Rows: 3
Name ... Description Type Device Mode... Device Role ... Resource Group Festure Templates Draft Mode Devices Attached Updated By Last Updated
vEdge vEdge VPN12_... Feawre vEdge Cloud SDWAN Edge global 4 Disabled admir 1 Jul 2023 5:22 s
vSmar vSman_Template Feature vSmarn SOWAN Edge global 9 Disabled admin 11 Jul 2023 5:33 e

Feature vEdge Cloud  SDWAN Edge global 16 Disabled o admin

Change Resourc

Export

Chon thiét bi vEdge o SITEI
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Attach Devices

Attach device from the list below 1 ltems Selected

Available Devices () Select A Selected Devices ] Select Al
All - () Search All - () Search

Name Device IP Name Device IP

80060207 -b2bd-a5fa-691f-72386930a34e a vEdge_Site1 2.1.1.1

1121e275-5c29-cbce-71¢c1-783ee2126db4
ecf8966f-55f0-b701-b9df-717fe3calfdD
beSba729-6684-943c-1e91-7d6f296e570
57569bb0-0758-89a6-37e7-118e62ced210

a95df91b-578Ba-eba2-Bdad-589111f0b758

vEdge_Site2 3.1.1.1
vEdge_Site3 4.1.1.
vboand 1.1.1.2

Chon Attach
Tién hanh thém céc théng s cho vEdge-Sitel nhu sau:

4 n - Templats X +
& C A No e | hittps//192.168.1.1:8443/#/app/config e % O 2
= Cisco SD-WAN Select Resou Sroup = Templates oS = 6o

evice Template | vEdge_Site1

Q search
Total Rows: 1
§.. Chassis Number System IP Hostname IPv4 Address(vpn1_ge0/2_if_ipvd_address) IPv4 Address(von12_ge0/3_if_ipvd_address)
0bOf3c 3-a557-9cfa7c754274 2.1.1. vEdge_Site 92.168.1.254/24
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@k Configuration - Templates Cisco % 4 v = a x
<« C A Notsecure | bttps//192.168.1.1:8443/#/app/config/template/device/configure/f6bfb23a-72a5-499c-85fc-edfea2a102c4 e % 02

= Cisco SD-WAN Select Resource Group« Templates i = ) B A1

upadle veviCe 1elnpildle

Variable List (Hover over each field for more information)

Status in_complete

Chassis Number 0bOf3c75-47c5-5e73-a557-9¢197c 754274
System P rARR

Hostname vEdge_Site1

IPv4 Address(vpn1_ge0/2_if_ipv4_address) 10.10.10.

IPv4 Address(vpn12_ge0/3_if_ipvd_address) 192.168.1.254/24
Router ID{ospf_router_id) 2110
Address(vpn0_Intemet_next_hop_ip_address_1) 200.200.1.1

IPv4 Address{vpn0_ge0/1_MPLS_if_ipvd_address) 172.16.1.1/24
IPv4 Address(vpn0_ge0/0_internet_if_ipvd_address) 200.200.1.2/30
Hostname vEdge_Site1
System P 211

Site ID

Generate Password

Chon Update > Next > Configure Device

&L Configuration - Templates Cisco X | 4+

v - o0 x
€« C A Notsecure | hipsy//192.168.1.1:8443/%/app/config/template/device/configure/preview/f6bfb23a-72a5-499¢-85fc-edfea?a02c4 = O &
= Cisco SD-WAN () Select Resource Group= Templates ISR A
Device Template Total
vEdge_Site1 1

Device list (Total: 1 devices)

Filter/Search

0bOf3c75-47c5-5673-a557
9cf97c754274

vEdge_SHe1(2.1.1.1

i1

Please select a device from the device list

Configure Device Rollback Timer

Cancel

Configure Devices
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-

&% Configuration - Templates Cisco X =
€ ©C A Notsecure | hiips;//192.168.1.1:8843/#/app/device/status?activity=push_file_template_configuration&pid=push_feature_template_configuration-09d1ee26-bfed-439b-88be-b233.. & & [ &
= Cisco SD-WAN () Select Resource Group O = 08
Push Feature Template Configuration | @ Validaton Success Initiated By: admin From: 192.168.1.200
tal Task —
Q. search
Total Rows: 1
Status Message Chassis Number Device Madel Hostname System IP Site ID vManage IP
@ Success Done - Push Feature T... 0bOf3c75-47c5-5e73 vEdge Cloud vEdge_Sitel 2114 1 1.1.14

SITE

10.10.11.0/24

S& bao khong tim thay dugc dich dén, nén gio ta s& viét policy ¢ VPN12 ping duge VPN
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3.3.  Viét Centralized Policy leaking route dé VPN12 cé thé giao tiép dén VPN1
cua server
Vao giao dién vManage > Configuration > Policies > Centralized Policy > Add Policy

&k Configuration - Policies Cisco ST X + v - a8 x|
€« C A Notsecure | hetps//192.168.1.1:8443/#/app/config/policy/centralizedPolicy/policies 2 % 0O &
Cisco SD-WAN Policies , = e

Localized Policy

Total Rows
Security
Updated By Policy Version Last Updated
Network Hierarchy
( T2 4
A 0 23T2 1 A
A 0 23T2 64 1 3 M
&k Configuration - Policies Cisco ST X | + v = a  x
< C A Notsecure | hitps://192.168.1.1:8443/#/app/config/policy/centralizedPolicy/policies > w O &
= Cisco SD-WAN elect Re roupe Palicies = A}
Centralized Policy Localized Policy
Q  search
Total Rows: 3
Name Description Type Activated Updated By Policy Version Last Updated
POLICY VPN NAT_POLICY Ul Policy Builder talse admin 07 2 T221734749 3 5:17:34 AM +
Hub_and_Spok { r poke Ul Pol il al adm 23T AM
u: 51 P I} G t Ui Pol al B 23T, A
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Sau d6 ta vao Site > New Site List dé thém 1an luot ba site

&% Configuration - Policies Cisco SO % = P
< C A Notsecure | hitps//192.168.1.1:8443/#/app/config/palicyPtype=centralizedPolicySaction=adk 2 % 0 a2
= Cisco SD-WAN elect Resou iroup Policies N =@ 0

Select a list type or eft a rt creating your groups of interest
App
Name Entries Reference Count Updated By Last Updated Action
Data Pre
Site1 4 admin 11 Jul 2023 5:17:25 AM
Paolice
Pref Site2 admin 11 Jul 2023 5:17:25 AM
I Site 4 admin 11 Jul 2023 5:17:25 AM
A be Cla:
Loc
Reg
Preferred C

Budc tiép theo chon VPN > New VPN List dé tao VPNI va VPNI2

&k Monitor - VPN Cisca SDWAN x| + v = a x
€« C A Notsecure | hitps//192.168.1.1:8443/#/app/config/policytype=centralizedPolicyBiaction=add 2 w 0O &
= Cisco SD-WAN elect Re - VPN ~N = 6 O~

elect a list type on the left and start creating your groups of interest

Name Entries Reference Count Updated By Last Updated Action
Data Pref
o admin 11 Jul 2023 6:06
Police
Prefix VPN 1 4 admin 11 Jul 2023 5:17:25 AM
VPN12 (1] admin 11 Jul 2023 6:06:08 AM
A be C
SLA G
LOC
Region
Prefe 1 C

Sau khi d3 tao xong céac Site va VPN thi ta chon Next dé qua budc tiép theo
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Tiép theo xuét hiéu giao dién sau, ta chon Topology > Add Topology

DWAN x -+

< C A Notsecure | hetps://192.168.1.1:8443/#/app/config/policy?type=centralizedPolicyBaction=a e % 0O a2
= Cisco SD-WAN elect Resou Sroup - VPN > = 0
@ Create Groups of Interest @ Configure Topology and VPN Membershig
ecify your net topolk
Search
Rows:
Name Type Description Mode Reference Count Updated By Last Updated
No data available

Hay chon CustomControl (Route & TLOC) d¢é tao ra nhiing diéu kién cho policy

&k Monitor - VPN Cisco SOWAN X v = a x|
< C A Notsecure | bitps//192.168.1.1:8443/#/app/config/policyttype=centralizedPolicyBeaction=add = o O &
= Cisco SD-WAN v VPN ™ = JA]
@ Create Groups of Interest @ Configure Topalogy and VPN Membership
Specify your netwo
To
Search
Hub-and-Spoke
— Total Row
I Custom Control (Route & noc@l
Description Mode Reference Count Updated By Last Updated
mport Existing lopology
No data available
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Budc tiép chinh stra nhitng thong sé nhu sau cho policy:

57 | Hotline: 0933427079 Email: vapro@vnpro.org

Name: Leaking Route

Description: Leaking Route

5 Monitor - VRN € x  + G = @ 59
&« C A Notsecure | betps//192.168.1.1:8443/#/app/config/policytype=centralizedPolicy8taction=add w 0O &
= Cisco SD-WAN 5 - VPN ~N = ® 0o
ntrol Policy
Rou
3_Ro

Default Action

1, Drag & drop to reorder

Detault Actio:

Save Control Policy an

Budc tiép theo, hiy chon Sequence Type, 10i sau d6 chon Route dé tao policy ap dung trén
OMP.
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&k Monitor - VPN Cisco SOWAN % &

v - & x
& C A Notsecure | hetps://192.168.1.1:8443/#/app/config/policyPtype=centralizedPolicyBaction=add = &« 0O &

= o N - .

= Cisco SD-WAN () Select Resource Group+ VPN o= e N

Add Control Policy

Route
Creaw a palicy 1o apply on 3 OMP

Toc

Create a policy to apply to TLOCs

Chon Sequence Rule, sau d6 & phan Match Conditions 12 phan diéu kién chon VPN12 va phan

Actions thi ta chon Export To VPN (c6 nghia la néu bat ki route ciia VPN12 déu dugc chuyén
qua cho VPNI1 hoc)

i Monitor - VPN Cisco SDWAN X 4

vo— X
& > C A Notsecure | heps//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy&action=add & % O &
= Cisco SD-WAN @ Select Resource Groupw VPN oS = 6 o

Add Custern Control Policy

Nama* Leaking_Route

Description* Leaking_Route

m Route Route
(®) Sequence Type
(@ Sequence Rule | Drag and drop to re-arrange rules

ﬁ Drag & drop to reorder

I £ Route

Default Action

Save Control Policy Cancel
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@l Monitor - VPN Cisco SDWAN x -+ ~ - X
& C A Notsecure | ketps//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy8taction=add e w O &
= Cisco SD-WAN 'v Select Resource Groupe VPN [ =& JA]

Add Custom Contral Policy

Leaking_Route

Leaking_Route

E Route Route

J (® Sequence Rule  Drag and drop to re-arrange rules

1, Drag & drop to rearcer

Protacol P - 4 Lst OMPTag  Origin  Originator  Preference  Site  Path Type  TLOC Prefix List »
Route :
Default Actian Match Conditions Actions
VPN L * Reject Enabled
VPN12 x M
VPN ID

Cancel Save Match And Actions

ave Control Policy e

SOWAN x4 v = x
<« G A Notsecure | hetpsy//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy®action=add 2 v O a
= Cisco SD-WAN () Select Resource Groupw VPN oS O=Z ® .

Add Gustom Gontrol Palicy

Name* Leaking_Route

Description” Leaking_Route

m Route Route

,‘ (® Sequence Rule  Drag and drop to re-arrange rules

1, Drag & drop to reorder Match

. Protocol Pvd - Reject  Community OMPTag  Preference  Service ~ TLOC Action  TLOG
i Roue :
Default Actien Match Conditions Actions
VPN List x Accept Enabled
VPN1Z x T
Export To *
VPN ID VPNT x T

Save Control Policy Cancel

Ta thyc hién tuong tu nhu budc trén nhung nguogc lai 1a Match Conditions 1a: VPN va Export
To la VPNI2
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@4 Monitor - VPN Cisca SOWAN X + - x
< C A Notsecure | hstps//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicyBaction=add e % 0O &
= Cisco SD-WAN () Select Resource Groupw VPN oS = @0
Add Custem Control Palicy
Name* Leaking_Routs
Description” Leaking_Route
Route Route
e
(#) Sequence Rule Drag and drop to re-arrange rules
Ty Drag & drop to reorder
© | = Match Conditions Actions 4
| i Routs : VPN List: VPN12 Accept (]
VPN Id I [0}
Default Action Export To: VPN o
-~
© | = Match Conditions Actions 4
VPN List: VPN1 Accept (]
VPN Id Export To VPN12 W
v

Save Control Policy Cancel

@i Menitor - VPN Cisg WAN

< C A Notsecurs

Add Custom Control Palicy

Name

1, Drag & drop to reorder

it Route

Default Action

X  +

hitps//192.168.1.1:8443/#/app/config/policy?type =centralizedPolicy8laction=add

= Cisco SD-WAN '\, Select Resource Groups VPN

Leaking_Route

Description® Leaking_Route

Default Action

| Accept Enabled

Save Control Policy Cancel

Budc tiép theo, hiy chon Save Control Policy dé Iuu policy, xong chon Next > Next dé qua

budc cuoi.
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& Manitor - V x o+ vo— X
<« C A Notsecure | hitpsi//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy8taction=add w % 0O a
= Cisco SD-WAN () Select Resource Group VPN o =6 o
ralized Policy > Add Policy
@ Create Groups of Interest @ Configure Topology and VPN Membership
Specify your network topology
Topology VPN Membership
Q. search v
Add Topology v
TotalRows: 1 £ 6%
Name Tyoe Description Mode Reference Count Updated By Last Updated
0 admin 11 Jul 2023 3:59:59 PM +. eee

Leaking_Route Custom Cantrol Leaking_Route created

Next Cancel

Back

Sau d6 ta thiy xuat hién giao dién dé tao tén va mé ta cho policy
Policy Name: Leaking Route
Policy Description: Leaking Route

& Monitor - VPN Cisco SDWAN X+ v - X
&« C A Not secure | hitps//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy&action=add e % O a
= Cisco SD-WAN ) Select Resource Groupw VPN oS = ® o
Centralized Policy > Add Policy
@ Create Groups of Interest @ Configure Topology and VPN Membership @ Configure Traffic Rules @ Apply Policies to Sites and VPNs
Add policies to sites and VPNs
Palicy Name*® Leaking_Route
Policy Description* Leaking_Route
Topology  Application-Aware Routing  Traffic Data  Cflowd  Role Mapping for Regions
CUSTOM CONTROL

(® New Site/Region List
Direction Site/Region List Region 1D Action

Back Save Policy Cance
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inPro
O phﬁn New Site List, ta chon 1an luot Sitel, Site2, Site3 theo hudéng vao (in)

&l Monitor - VPN Cisco SOWAN X+
< C A Notsecure | https//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy8taction=add 2 % O a
= Cisco SD-WAN () Select Resource Groupw VPN S = 6o
entralized Policy > Add Policy
@ Create Groups of Interest @ Configure Topology and VPN Membership @ Configure Traffic Rules @ Apply Policies to Sites and VPNs
Add policies to sites and VPNs
Policy Name™ Leaking_Route
Policy Description* Leaking_Route
Topology Application-Aware Routing Traffic Data Cflowd Role Mapping for Regions
CUSTOM CONTROL .
(® New Site/Region List
O site List (O Region@®
Sitel X  Site2 x  Site3 x hd
B site1
B site2
B Site3
Back Save Policy Cance
5 Monitor- VPN Cisco SDWAN X + Vo= x
&« C A Notsecurs | hstps//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy®action=add 2 Y O &
= Cisco SD-WAN () Select Resource Groupw VPN oSS0 O
ralized Policy > Add Policy
@ Create Groups of Interest @ Configure Topology and VPN Membership @ Configure Traffic Rules @ Apply Policies to Sites and VPNs
Add policies to sites and VPNs
Palicy Name* Leaking_Route
Policy Description” | Leaking_Route
Topology Application-Aware Routing Traffic Data Cflowd Role Mapping for Regions

(® New Site/Region List

Direction Site/Region List Region ID Action
N/A Z U

Site1, Site2, Site3

m— ce

Chon Save Policy dé hoan thanh tao policy
Cudi cung ta kich hoat policy vira tao xong bang cach chon Activate

Back
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s Menitor - VPN Cisco SDWAN x -+

v X
€& > C A Notsecure | hitpsi//192.168.1.1:8443/#/app/config/poli licy/polici ¥ % 0O 2
= Cisco SD-WAN Q Select Resource Groupw VPN IS =N ORNA
{47 Custom Options ~
Locatized Policy
Q  search Y
Add Policy  Add Default AAR & QoS
TotalRows: 4 [ 46b
Name Description Type Activated Updated By Policy Version Last Updated
Leaking_Route Leaking_Route Ul Policy Builder false admin 07112023T090307670 11 Jul 2023 4:03:07 PM + E
View
VPN11_NAT_POLICY VPN11_NAT_POLICY Ul Policy Builder false admin 07102023T221734749 11 Jul 2023 5:17:3
Preview
. . Copy
Hub_and_Spoke Hub_and_Spoke Ul Policy Builder false admin 07102023T221735899 11 Jul 2023 5:17:3
Edit
User_Guest_VPN12 User_Guest_VPN12 Ul Policy Builder false admin 07102023T221736864 11 Jul 2023 s117:3_ Delete
&

il Monitor - VPN Cisco SDWAN x 4

v - X
& 3 C A Notsecurs | httes//192.168.1.1:8443/%/app/config/p polici e % O 2
= Cisco SD-WAN Q Select Resource Groupw VPN o= ® 0

Activate Policy

Policy will be applied to the reachable vSmarts:
1113

Cancel
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x  + v - X

il Monitor - VPN Cisco
<« C A Notsecure | https://192.168.1.1:8443/#/app/config/policy/centralizedPolicy/policies = v O &
= Cisco SD-WAN () Select Resource Groupw VPN o= @ o
ralized Polic: Config Diff
vSmart Controllers Total
1

Device list (Total: 1 devices)

Filter/Search

953c011-633c-4533-a0dc-Seccfe3faded

vSmart|1.1.1.3

Please select a device from the device list

Cancel

s Monitor - VPN Cisc x -+ ~ - X
<« C A Notsecure | bttps//192.168.1.1:8443/#/app/device/status?activity=vsmart_policy_config&pid=vsmart_policy_config-3fafabbf-f5fd-4d8c-8671-59b4771§5022 2 % O a

= Cisco SD-WAN () Select Resource Group= o= 0o

Push vSmart Policy | @ Validation Success Initiated By: admin  From: 192.168.1.200

| Success
Q  search
Total Rows: 1 [ 8%
> Status Message Hostname System IP Site ID vManage IP
> @ Success Done - Push vSmart Policy vSmart 1.1.1.3 1000 1.1.1.1

IV.Kiém tra

Kiém tra trén thiét bi vEdge 1an luot ¢ ba site bang 1énh show ip routes vpn 12 thi ta thay
VPN12 da hoc duoc route cia VPN
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& vEdge-Sitel

File Edit View Options Transfer Script Tools Window Help
HNERLUXR BN EEd TR 0 .

vEdge-Sitel X

G vEdge-Site2
File Edit View Options Transfer Script Tools Window Help
WRRUX an =253 SR @ i

vEdge-Site2 X
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T vEdge-Site3

File Edit View Options Transfer Script Tools Window Help
DBERAR B EES FR @

vEdge-Site3 X

o o +
ot + +
[t i el

Thuc hién 1€nh ping tir PC3 ciia VPN12 sang server cua VPN1 ¢ SITE3
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