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LAB - VIET ACCESS-CONTROL LIST (ACL) POLICY TRONG CISCO SD-
WAN
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IL. Yéu ciu k¥ thuit

- Viét 1 chinh sach Localized Data Policies: ACL_BLOCK ICMP_TELNET nhiam muyc dich
chan ping tir router R1, R2 dén thiét bj Host-1-1, va Host-1-2 khong thé telnet dén cac thiét
bi router R1, R2 & Site 2.

- Pay chu hinh chinh sach Policy xudng cac thiét bi vEdge-Sitel, vEdgel-Site2, vEdge2-
Site2.

- Kiémtra ping tur router R1, R2 dén thiét bi Host-1-1, va thiét bi Host-1-2 telnet dén router
R1, R2 sau khi 4p dung policy.

III. Cac bwéc thue hién

3.1. Chu hinh ACLs théng qua vManage va Localized Data Policies
* Tao localized Policy: ACL_BLOCK_ICMP_TELNET
Pau tién ta vao giao dién vManage > Configuration > Policies > Localized Policy > Add
Policy
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Policies

Total Row:

Device Templates Updated By Last Updated

= Cisco SD-WAN Policies

Centralized Policy

Search

Tota

Last Updated

Name Description Devices Attached Device Templates Updated By
3 06 Jul 2023 2 6 PM «

P_TELNET ACL_BLOCK_ICMP

ACL_BLOCK_ICM

O phan Create Groups of Internet, ta chon phan Data Prefix > New Data Prefix List dé tao

cac data prefix list nhu sau:
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= Cisco SD-WAN Select Re

@ Create Groups of Interest

Select a list type on the left and start creating your groups of interest

AS Path

Community

Name Entries
Extended Community
AllSite 0.0.0/1€
Class Map
Mirror Host-1-1
Policer
Host-1-2
Prefix
VPN "
R2

Policies
Internet Protocal Reference Count
Py
IPva
IPva z
1Pua 3
1Pv4 3

2 &« 0O a
~ =@ o |
|
Updated By Last Updated Action [
admin 05 Jul 2023 4:17:17 PM +07 L]y
admin 06 Jul 2023 2:13:24 PM +07 Lalo
admin 06 Jul 2023 2:13:36 PM +07 Ll
admin 06 Jul 2023 Z:05:57 PM +07 s [
admin 06 Jul 2023 2:06:05 PM +07 s |

Dai ip ctia thiét bi Host-1-1:

Data Prefix List

Drata Prefix List Mame

Host-1-1

Data Prefix

192.168.10.2/32

Dai ip ctia thiét bi Host-1-2:
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W
Data Prefix List
Data Prefix List Mame
Host-1-2
Data Prefix
192.168.11.2/32
R1 va R2
W

Data Prefix List

Data Prefix List Mame

R1

Data Prefix

192.168.1.100/32

m :I'lr'lr\I
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Data Prefix List

Data Prefix List Name

R2

[rata Prefix

192.168.1.200/32

x + v - B8 x

C A Notsecure | hitps//192.168.1.1:8443/#

app/config/policy?type=localized

= Cisco SD-WAN Select Resource G - Policies

@ Create Groups of Interest

Select a list ype on the left and start creating your groups of interest

S Pa
New Data Prefi
Gommunity
I Data Prefix
Name Entries Internet Protocol Reference Count Updated By Last Updated Actior
ity
AllSite 10.10.0.0/16 Py 1 admin 05 Jul 2023 4:17:17 PM +07 19
Mirror Host-1-1 3 1Pva 1 admin 06 Jul 2023 2:13:24 PM +07
| Police:
Host=1-2 2 8.11.2/32 Pv4 2 admin 06 Jul 2023 2:13:36 PM «07
Prefix
o R1 0/3 1Pva 3 admin 06 Jul 2023 2:05:57 PM +07
R2 2 8.1.200/32 P4 3 admin 06 Jul 2023 2:06:05 PM +07

O phan Configure Access Control Lists > Add Access Control List Policy > Add IPv4 ACL
Policy dé tao ACL Policy:
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% Confi alicie: x +
« C A N u 2 192.168.1.1:8443/#, b4 o a
= Cisco SD-WAN elect - Policies B =R ) BAVAY
Add Polic
@ Create Groups of Interest @ Configure Forwarding Classes/QoS @ Configure Ac Control
) Search
4d a s List and configure 1 o
otal Rows: 0
Description Mode Reference Count Updated By Last Updated

No data available

Trong phan Add IPv4 ACL Policy, ta 1an lugt cau hinh nhu sau:
Name: Block ICMP_R1 RI1 to Host-1-1

Description: Block ICMP_R1 R1 to Host-1-1

&k Configuration - Policies CiscoSC X | 4
& C A Notsecure | htps;//192.168.1.1:8443/#/app/config/po

= Cisco SD-WAN

Access Control List

o = Match (

I 3 Access Contrel List
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Sau d6 chon Add ACL Sequence dé tao ACL nhu sau:

o = Match Conditions Actions
urce Data Pre! t Rr1
ree: 1P
on Uata efi

" P

rotoc

N sage

-~

Céu hinh xong tién hanh chon Save Match And Actions
0 = Match Conditions Actions

CAu hinh xong tién hanh chon Save Match And Actions
O muc Default Action > Accept

&k Configuration - Policies Cisco S0 X+
< C A Notsecure | hups//192.168.1.1:8443/#/app/config/policy?type=localizedPolicy&action=viewdpolicyld=6056fced-87ia-4d5e-adc5-2e63183c3d79
= Cisco SD-WAN elect Re - Policies

L Policy

Default Action

Sau d6 Save Match And Actions > Save ACL Policy
Tiép theo ta chon Add IPv4 ACL Policy, ta lan lugt cdu hinh nhu sau:
Name: Block_Telnet_Host-1-2_to_R1_R2
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Description: Block_Telnet Host-1-2_to_R1_R2

- v - 8 x

« C A Not secure | hitps//192.168.1.1:8443/#/app/config/policy?type=localizedPolicyBaction=viewdpolicyld = 6056fced-871a-ddSe-adc5-ae63f83c3d79 2 % 0 &
= Cisco SD-WAN elect Re ] - Policies S = @ 0
4 ACL Policy
ﬂ Access Control List
I & Access Control List
o £ Match Conditions Actions
i - Source Dat Prefix List Host-1-2 Drop Enabled
ar P
~
e = Match Conditions Actions
Source [ t os E e
b
~

Sau d6 chon Add ACL Sequence dé tao ACL nhu sau:

o = Match Conditions Actions
Source Data Prefix List Host-1-2 Drop Enabled
ree: 1P

CAu hinh xong tién hanh chon Save Match And Actions

6 = Match Conditions Actions
Source Data Prefix List Host-1-2 Drop Enabled
irce b

Céu hinh xong tién hanh chon Save Match And Actions
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O muc Default Action > Accept

&k Configurstion - Policies Cisco ST X 4=

€« C A Notsecure | bups
= Cisco SD-WAN

ACL Palicy

Default Action

192.168.1.1:8443/#/app/config/policytype=localizedPolicyBtaction=viewdpolicyld= 6056fced-87fa-4d5e-adc5-3e63f83c3d79

Policies

Sau d6 Save Match And Actions > Save ACL Policy
O phan Policy Overview

Policy Name: ACL BLOCK ICMP TELNET

Policy Description: ACL_BLOCK ICMP _TELNET
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x 5§ v - B8 X
< C A Notsecure | hites//192.168,1.1:8443/#/app fig/policytype=localizedPolicy&action=ad 2 %« 0O 2
= Cisco SD-WAN elect Re Sroupe Policies 2 = ® 0
[ ps of Int o Qc t X X
Enter name and description for your localized master policy
Bl K_ICMP_TE!
ACL_BLOCK_ICMP_T
Pol i
[ Net P r t Applicat O i O CL

—_—
Preview Save Policy
e

Cudi cung tién hanh Save Policy

3.2. Thém ACL Policy vao thiét bi va Port.

Add policy vao thiét bi

O giao dién vManage, Configuration > Templates (tab Device).

Ta lan luot chon 1an lugt cac Device Template > Edit nhu sau:
Device Template: vEdge VPNI11_Ge0/2 VRRP
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« 0O &
Templates & ? A
Cisco SD-WAN p = Q
ature Profiles Device Templates Feature Templates
A U 2023 04 PM
- o of Featre edOn ¢
N
ot 451 PM p—
% Configu Tempistes Ciscc X 4 v - 8 x
& Bites//192.168.1.1:8443/#/ap tem # 0O 2
= Cisco SD-WAN elect Re - Templates = A
Configuration Groups  Feature Profiles Feature Templates
4, Search
T Total Rows: 3
Name Description Type Device Mode. Device Role Resource Group Feature Templates Draft Mode Devices Attached Updated By Last Updated
dge... vEdge_Sitel Feature vEdgeCloud SDWANEdge global 6 Disabled adr 06 Jul 2023 2:27
dge vEdge_VPN11 Feature vEdge Cloud SOV Edge global 3 Disable admin 06 Jul 23 2:27.
Semar a SOV e globa 9 Disablec admin 06 Jul 2023 2:26

O muc Additional Templates, ta vao muc Policy va chon ACL BLOCK ICMP_TELNET (da
tao trudc do)
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&k Configura Te x 4+ v = =] b
<« A Notsecure | hitps;//192.168.1.1:8443/#/app/config/template/device/feature/edit?templateld=9 3 6-a6 =tru + 0O 2
= Cisco SD-WAN - Templates = A

Configuration Groups  Feature Profiles

Festure Templates

Additional Templates

Banner Choose -
Policy | ACL_BLOCK_ICMP_TELNET vl
SNMP Choose -
Security Policy Choose -

Bridge € E

Sau d6 tién hanh Update

Thiét bi vEdge1-Site2, vEdge2-Site2 da duoc ap cau hinh Policy xudng thanh cong.

% Confi w = (=] x
< staty fig = atur ate u 29167 v 0O &
¥ F
= Cisco SD-WAN v = o
Push Feature Template Configuration | @ Validat Initiated By: admin From: 192.168.1.200
L Search
Total Rows: 2
Status Message Chassis Number Device Model Hostname System IP Site ID vManage P
@ Success Done - Push Feature T... 5316bef9-7742-d0cg... vEdge Cloud vEdge2_Site2 411
@ Success Done - Push Feature T 68aZadd-2c4f-1cb1- vEdge Cloud vEdge_Site2 a1 2 .11

Tuong tu cho vEdge-Sitel ¢ site 1
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app/device/status?activity=push_file_template_configuration8pid =push_feature_template_configuration-63600a37 -c6bc-4589-9f6d-857d0. 2 « 0O &

= Cisco SD-WAN Select Resou Sroup S =@ L
Push Feature Template Configuration | @ Validation Succe: Initiated By: admin From: 192.168.1.200

;
Q  search

Total Rows: 1
Status Message Chassis Number Device Model Hostname System IP Site ID vManage IP
@ Success Done - Push Feature T 0bOf3c75-47¢c5-5e73 vEdge Cloud vEdge_Sitel 21 1.1.10

Add Policy vao Port Ge0/2 ¢ site 2

O giao dién vManage, Configuration > Templates (tab Feature).

Va Edit cac Template cta cac port sau
vEdge VPN11_Ge0/2_VRRP
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C A Notsecure

Cisco SD-WAN

x o+

hitps//192.168.1.1:84

Configuration Groups

Templates

Feature Profiles Device Templates

Total Rows: 18

Name Description Type Device Model Device Tempiates Resource Group Devices Attached Updated By Last Updated
dge_VPN vEdge_VPN11_GeD/2_VR dge Inter... vEdge Cloud global 2 admir 06 Jul 20
dge_VPN512  vEdge_VPNS12 dge VPN vEdge Cloud global admin 05 Jul 2023 4:17 +ee

vSmart_VPNS vSmart_VPN512_eth vSmart Interface  vSmart global admin 05 Jul 2023 4:17 sas
dge vEdge_V Edge Inter... vEdge Cloud global 3 admin 05 Jul 2023 4:17 «es
dge vEdge_VPN11 VPN vEdge Cloud global admin 05 Jul 2023 4:17 sae
Smart_VPNS12  vSmart_VPN512 vSmart VPN Smart global admin 05 Jul 2023 4:17 sas
dge vEdge_VPNO_Ge0/0_inte ge Inter... vEdge Cloud global admin 05 Jul 2023 4:17 aee
dge_VPNC vEdge_VPNO VPN vEdge Cloud global 3 admin 05 Jul 2023 4:17 sas
dge vEdge_VPNO_Ge0/1_MPLS ge Inter... vEdge Cloud global 3 admin 05 Jul 2023 4:17 «es

O phan muc ACL/QoS ta edit cac thong s6 nhu sau:
Block ICMP _R1 R2 to Host-1-1 (da tao ACL & trén)

Cisco SD-WAN

Templates

Configuration Groups ~ Feature Profiles  Device Templates Festure Templates

@

@

Sau d6 chon Update > Next dé update template xudng hai vEdge:
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guration - Templates Cisco X 4 w = (=] x
<« C A Notsecure | hitps://192.168.1.1:8443/#/app/config/tem| nfigu 7c-b5 = o 0O &
= Cisco SD-WAN ;) Select Resource Group= Templates ™= ® L
evice Templote | vEdge_! 1_Ge0/2_VRRP
Q search

Total Rows: 2

S.. Chassis Number System IP Hostname 1Pv4 Address(vpnl1_ge0/2_if_ipv4_address) Group ID{vpn_if_virp_grpid) Priority(ven

e RRR vEdge2 2 2

3 vEdge1_Site2 92.168.1.1/24 100 120

Confirm configuration changes on 2 devices.

[ 0K Cance

Sau d6 ap dung céu hinh thanh c6ng xudng cho vEdgel-Site2, vEdge2-Site2
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& Configuration - Templates Cisco X+ v - a x

« C A Notsecure | butps//192.168.1.1:8443/#/app/device/status 7activity=push_file_template_configuration&pid=push_feature_template_conf

= Cisco SD-WAN elect Re rouD

Push Feature Template Configuration | dation Sur Initiated By: admin From: 192.168.1.200

L Search
tal Rows: 2
Status Message Chassis Number Device Model Hostname System IP Site ID vManage IP
@ Success " F eatl 7742-d0c8. Edge Cloud
Done - Push Feature T 68aZadd-2c4f-fcbi-... vEdge Cloud vEdge1_Site2 3.1.11 2 111

Poi véi vEdgel & site 1

O giao dién vManage, Configuration > Templates (tab Feature).

x + v = B8 x
“« C A Not secure | https//192.168.1.1:8443/#/app/config/template/feature & o a
= Cisco SD-WAN elect Resou pe Templates = A
Configuration Groups  Feature Profiles  Device Templates m
L Search
mplate Type . Total Rows: 1E
Name Description Type Device Model Device Templates Resource Group Devices Attached Updated By Last Updated
Ed VPN MP Edge Cloud 2 lobal 3 admir 05 Jul 2023 4:17  «ses
e_VP vEdge_VPN11_Gel  Edge Inter... vEdge Cloud global admin 05 Jul 2023 4:17
vSmart_VPNO vSman_VPNO Smart global )5 Jul 2023 4:17
vSman_VPNO. vSman_VPNO_etho Smart global )5 Jul 2023 4:17
vEdge_OSPF OSPF vEdge Cloud 0 global 0 05 17
ite Edge le1_VPN1 H, vEdge Cloud global 05 34:17
Edge_VPN11 vEdge_VPN11_Ge0/3 WAN Edge Inter... vEdge Cloud global )6 Jul 2 0
N12  vEdge_VPN12 WAN Edge VPN vEdge Cloud 0 global 0 )5 Jul 2023 4:1
2 Edge_VP! et \ Edge Inter... vEdge Cloud global 0 admin 05

O phan muc ACL/QoS ta edit cac thong s6 nhu sau:
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« C A Notsecure | hitps//192.168.1.1:8443/#/app/config/template/feature?display=edit&itemplateld =4dd 14927 -2fe9-4450-8a42-d055734

= Cisco SD-WAN e Group Templates S =60 L

Configuration Groups  Feature Profiles  Device Templates ([T UIER O R EHY

h Configurat Templates C; x4
<« (& A Mot secure | htps//192.168.1.1:8443/#/app/confi ate/d r 3cTe 2 o o a
= Cisco SD-WAN Select Resou roup Templates - = ® O
Device Tes te | vEdge_Sitel
Q  Search
S.. Chassis Number System IP Hostname 1Pv4 Address(vpn11_ge0/3_if_ipvd_address) Address Pool(dhcp_address_pool) Detault
© 000f3c75 2110 vEdge_Site1 92.168.11.254/2 168.11.0/24
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@k Configuration - Templates Csco X 4
€« C A Notsecure | hteps/f192.168.1.1:8443/#/app/config/template/device/configure/preview/93ecBad5-3cTe-4 b4 o a
= Cisco SD-WAN elect Resou roupe Templates . = ® o

e Total

0b0f3c75-47c5-5673-2557-
Bcfo7c754274

vEd

Pigase select a device from the device list

L (& A Not secure | bitps//192.168.1.1:8443/#/app/device/status?activity= push_file_template_configuration&pid=push_feature_template_configuration-dcBbd6ec-14a8-42dc-a997-99a0 =l <] o2

= Cisco SD-WAN elect Resou ipe D = ® O

Push Feature Template Configuration | @ Initiated By: admin From: 192.168.1.200

4 Search
al Ro
Status Message Chassis Number Device Madel Hostname System IP Site ID vManage IP
@ Success Done - Push Feature T 0b0f3c75-47¢5-5a73 Edge Cloud vEdge_Site 2

Céu hinh Telnet cho router R1, R2
R1

username admin password admin
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line vty 0 4

transport input telnet

login local

exit

R2

username admin password admin
line vty 0 4

transport input telnet

login local

exit

IV. Kiém tra

Kiém tra Ping
R1, R2 ping sang céc thiét bj ¢ Site 1, Host-1-1 va Host-1-2
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079 Email

Kiém tra telnet
Trén Host-1-1 ta tién hanh telnet t6i R1, R2
Telnet tGi thiét bi R1, R2

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

P & TRUNG TAM TIN HQC VNPRO

r' 2 ) PC: 276 - 278 Ung Van Khiém, P.25, Q.Binh Thanh, Tp H6 Chi Minh

40 w O DT: (028) 35124257 | Hotline: 0933427079 Email: vapro@vnpro.org

B QEMU (Host-1-1) — O ®
YL YT LX) |

cisco@hostll: ~

File Edit Tabs Help

cisco@hostll:~$ telnet 192.168.1.168
Trying 192.168.1.188...

Connected to 192.168.1.168.

Escape character is '"]".

LXTerminal
User Access Verification

Username: admin

Password:

Rl=exit

Connection closed by foreign host.
cisco@hostll:~$ telnet 192.168.1.2088
Trying 192.168.1.200...

Connected to 192.168.1.280.

Escape character is '"]'.

User Access Verification

Username: admin

Trén Host-1-2 ta tién hanh telnet téi R1, R2
Telnet t6i thiét bi R1, R2
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‘ B QEMU (Host-1-2)

SERS=L00F

cisco@hostll: ~

File Edit Tabs Help

cisco@hostll:~$ telnet 192.168.1.160

Trying 192.168.1.188...

telnet: Unable to connect to remote host: Connection
cisco@hostll:~$ telnet 192.168.1.200

Trying 192.168.1.200...

telnet: Unable to connect to remote host: Connection
cisco@hostll:~$

LXTerminal
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