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LAB 14: CAU HINH NAT TiNH VA NAT PONG TRONG SERVICE VPN 11
CUA SD-WAN
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IL. Yéu ciu k¥ thuit

- Viét Template cho cong Ge0/0 ciia hai thiét bi vEdgel-Site2 va vEdge2-Site2 ding
Dynamic Nat cho Service VPN11 ra ngoai Internet.

- Viét Template cho cong Ge0/0 cua thiét bi vEdgel-Sitel dung Static Nat cho Service
VPNI11 ra ngoai Internet.

- Céc thiét bi bén trong timg site c6 thé truy cap ra ngoai Internet.

III. Cac bwéc thue hién

3.1.  Viét template cho cong ge0/0 ciia 2 thiét bi vEdgel-Site2 va vEdge2-Site2

dung Dynamic Nat cho Service VPN11 ra ngoai Internet.
Trong giao dién vManage ta chon Configuration > Template > Feature.
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s Monitor - Overview Cisco SOWA X + ~ - x
< C A Notsecure ‘app/monitor2/overview e ¥ O & :
i ~N = 6 o
Cisco SD-WAN Overview O =086
nels  Applications  Security VPN More - 2
Monitor Devices
TLS/SSL Proxy
Y .o e
O= f—
Certificates
Tools Nenvorcbes
G B CERTIFICATE STATUS LICENSING REBOOT
Maintenance Templates ¥ 0 0 0
Warning Assigned Last 24 hrs
Policies 3 Unassigned
Administration
Security
Workflows 24 Hours v Actions
Network Hierarchy llls il
Unified Communications Sites v Tunnel Health 24 Hours Latency (ms) v  Good Tunnels v
Analytics Cloud onRamp for SaaS
vEdge1_Site2:biz-intern ige_Site 1:biz-internet

Cloud onRamp for laaS

Y T S
vEdge2_Site2:mpls-vEdge_Site1:mpls

vEdge_Site1:mpls-vEdge2_Site2:mpls

Cloud onRamp for Multicloud

Cloud onRamp for Colocation

Tunne

0 294
(ms) -
& &4
r
Tiép theo chon Template: vEdge VPNO Ge0/0 Internet va chon Copy
ik Configuration - Templates Cisco X =+ v = X
<« C' A Notsecure | httpsi//192.168.1.1:8443/#/app/config/template/feature e % O a :
= Cisco SD-WAN () Select Resource Groupw Templates N = e o
———— a
Q. search
Add Template
Templats Type Non-Default v Total Rows: 18 {3
Name Description Type Device Model Device Templates Resource Group Devices Attached Updated By Last Updated
vEdge _VPN11 vEdge_VPN11_Ge0/2_VR... WAN Edge Inter. vEdge Cloud 1 global 2 admin 07 Jul 2023 12:0 «ee
vEdge _VPN512 vEdge_VPN512 WAN Edge VPN vEdge Cloud 2 global 3 admin 05 Jul 2023 4:17 «ee
vSmart_VPN51.. vSmart_VPN512_eth1 vSmart Interface vSmart 1 global 1 admin 05 Jul 2023 4:17  wes
vEdge _VPN512. vEdge_VPN512_eth0 WAN Edge Inter. vEdge Cloud 2 global 3 admin 05 View
Edit
vEdge_VPN11 vEdge_VPN11 WAN Edge VPN vEdge Cloud 2 global 3 admin 05 Change Device Models
Change Resource Group
vSmart_VPN512 vSmart_VPN512 vSmart VPN vSmart 1 global 1 admin 05 Delete
vEdge VPNO_G... vEdge VPNO_Ge0/0_Inte... WAN Edge Inter. vEdge Cloud 2 global 3 admin @
vEdge_VPNO vEdge_VPNO 'WAN Edge VPN vEdge Cloud 2 global 3 admin 05 Jul 2023 4:17 «ee
vEdge _VPNO_G. vEdge_VPNO_Ge0/1_MPLS WAN Edge Inter. vEdge Cloud 2 global 3 admin 05 Jul 2023 4:17  es
vEdge VPN11_. vEdge _VPN11_Ge0/2 WAN Edge Inter. vEdge Cloud 1 global 1 admin 05 Jul 2023 4:17  «ee

Ta stra name template lai thanh vEdge VPNO _Ge0/0 Internet Site2
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*

Template Copy

Template Mame

vEdge_VPNO_Ge0/0_Internet_Site2

Description

vEdge_VWPNO_Ge0/0_Internet_Site2

Tiép dén chon Edit template

Trong phan Edit, chon myc NAT va c4u hinh cac thong sé sau:

Cisco vManage " admin =

P %X CONFIGURATION | TEMPLATES

Device Feature

=
o
Basic Configuration Tunnel m VRRP ACL/QoS ARP 802.1X Advanced
Q@
- |
NAT
:‘
[oo J oo
Refresh Mode -~ | bidirectional -
Log NAT flow creations or deletions o~ On & Off
UDP Timeout o~
TCP Timeout o~
b
NAT > Global > On

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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V¥nPro pkire e e
Refresh Mode > Global > bi-directional
Block ICMP > Global > Off
Respond to Ping > Global > On

NAT Pool Range start > Device Specific > nat_range_start
NAT Pool Range end > Device Specific > nat_range_end

ks Configuration - Templates Cisco X 4 v - X
& C A Notsecure | https;//192.168.1.1:8443/#/app/config/template/feature?display |=57ecB56b-f7e0-4382-9829-2d468f9d 79058 templateType=vpn-vedge-interface & & % O &
= Cisco SD-WAN () Select Resource Group~ Templates (&) @ 3
wlate > ace Ethermet > vEdge VPNO_Ge0/_intemet_Site2
NAT
NAT @-| oo -
Refresh Mode B~ bi-g -
Log NAT flow creations or deletians @- . e
UDP Timeout ©-
TCF Timeout @~
Block ICMP - on o o
NAT Pool Range Start =
NAT Poal Range End =
PORT FORWARD ~ STATIC NAT .

445 AM

Tiép theo chon Update dé thay ddi c4u hinh.
Qua tab Device Template chon copy template vEdge VPNI1I Ge0/2 VRRP
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CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

: TRUNG TAM TIN HQC VNPRO
”P @ PC: 276 - 278 Ung Van Khiém, P.25, Q.Binh Thanh, Tp H Chi Minh
P

35124257 | Hotline: 0933

7079 Email: vapro@vnpro.org

i Configuration - Templates Cisco X =+ v - X
< C A Notsecure | kitps//192.168.1.1:8443/#/app/config/template/device e % O &
= Cisco SD-WAN () Select Resource Group Templates O = @O 8
Q  search Y

Create Template v

Template Type Non-Default v TotalRows: 3 (5 {5}
Mame ... Description Type .. Device Mode... Device Role .. Resource Group Feature Templates Draft Mode Devices Attached Updated By L
VEdge... VEdge_Sitel Feature vEdge Cloud SDWAN Edge global 16 Disabled 1 admin € wee
VEdge... vEdge VPN11_Ge0/2_VRRP Feature vEdge Cloud ~ SDWAN Edge  global 4 Disabled 2 admin (=
| Edit

vSmar... vSmart_Template Feature  vSmart SDWAN Edge  global 9 Disabled 1 admi

View

Delete

Attach Devices

Change Resource Group
Detach Devices

Export CSV

Change Device Values

Ta stra name template thanh vEdge Site2 Dynamic NAT

Template Copy

Template Mame

vEdge_Site2_Dynamic_NAT

Description

‘ vEdge_Site2_Dynamic_NAT

Copy Cancel

Sau do6 chon Edit template
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@k Configuration - Templates Cisco X + v - X
&« C A Notsecure | hutps//192.168.1.1:8443/#/app/config/template/device w v O &
= Cisco SD-WAN '\) Select Resource Groupw Templates o= B L

Configuration Groups ~ Feature Profiles (R ol  Feature Templates
Q. search

Create Template

Template Type g Total Rows: 4 [ 6t
Name ... Description Type .. Device Mode... Device Role ... Resource Group Feature Templates Draft Mode Devices Attached Undated By L

VEdge... vEdge_Site Featwre vEdge Cloud ~ SDWAN Edge global 16 Disabled 1 admin oo
vEdge... vEdge_VPN11_Ge0/2_VRRP Featwre vEdge Cloud ~ SDWAN Edge  global 14 Disabled 2 admin { o
vSmar. vSmart_Template Feature  vSmart SDWAN Edge global 9 Disabled 1 admin C aee
vEdge... vEdge_Site2_Dynamic_NAT Feature vEdge Cloud ~ SDWAN Edge  global 14 Disabled 0 admin (=

View

Delete
Copy

Attach Devices

Change Resource Group

Export CSV

Trong phan Transport & Management VPN sita VPN Interface VPN 0 thanh
vEdge VPNO Ge0/0 Internet Site2, sau d6 chon Update

Wk Configuration - Templates Cisco X+ v = X

< C A Notsecure | ktps//192.168.1.1:8443/#/app/config/template/devi

[feature/edit?templateld=47407358-99e2-44aa-bffa-c43696dcBad 7 &attachad =false = % O &

= Cisco SD-WAN '\) Select Resource Groupe Templates S o= 0 O

Configuration Groups Feature Profiles Device Templates Feature Templates
Transport & Management VPN

VPNO * vEdge_VPND - Additional VPN 0 Templates
BGP
VPN Interface I - B
| VEdge_VPNO_Ge0/0_internet_Site2 ® | OSPF
Secure Internet Gateway
VPN Interface vEdge_VPNO_Ge0/1_MPLS ~ i VPN Interface
VPN Interface Cellular
VPN Interface GRE
VPN Interface IPsec
¥) VPN Interface PPP
VPN 512 * vEdge _VPNS512 -~ Additional VPN 512 Templates
(& VPN Interface
VPN Interface vEdge_VPN512_ethd > @

Service VPN

Sau d6 chon Attach Devices template, chon vEdge1-Site2, vEdge2-Site2, chon Attach
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dhls Configuration - Templates Cisco X + v - X
< C A Notsecure | hetpsy//192.168.1.1:8443/#/app/config/template/device 2 O &
= Cisco SD-WAN () Select Resource Groupe Templates o= O &
Q. search Y

Create Template

Template Type Non-Default + Total Rows: 4 L 4%

Name ... Description Type ... Device Mode... Device Role ... Resource Group Feature Templates Draft Mode Devices Attached Updated By L
vEdge. vEdge_Site1 Feature wEdge Cloud SDWAN Edge global 16 Disabled 1 admin [
vEdge... vEdge_VPN11_Ge0/2_VRRP Feature vEdge Cloud SDWAN Edge  global 14 Disabled 2 admin [T
vSmar... vSmart_Template Featurs  vSmart SDWAN Edge  global 9 Disabled 1 admin C e
vEdge... vEdge_Site2_Dynamic_NAT Feature vEdge Cloud SDWAN Edge  global 14 Disabled 0 admin 4 E

Edit

View

Delete

Copy

b

Change Resource G

Export CSV

Attach Devices

Attach device from the list below 2 ltems Selected

Available Devices D Select All Selected Devices D Select All

All = (O Search Y All - | ( Search Y
Name Device IP Name Device IP
B4cB527e-45e6-c5aB-c33c-ff9dBad42a4 o vEdgel_Site2 31.11

80060207-b2bd-a5fa-6911-72386930a34e

vEdge2_Site2 4.1.1.1

f121e275-5c29-cbce-71¢c1-783ee2126db4
ecf8966f-55f0-b701-b9df-717fe3calfd0
beb5ba729-6684-943c-1e91-7d6f296e97b
57569bb0-0758-89a6-37e7-118e62ced210
a95df31b-578a-e6a2-8da8-589f11f0b758
vEdge_Site1 2.1.1.1

vbond 1.1.1.2

Cancel

O thiét bi vEdgel-Site2
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Configuration - Templates Cisco - X = Vo= X
< C A Notsecurs | hatss//192.168.1.1:8443/#/3pp/config/template/device/configure/ATADT358-99e2-4433-bffa-cA3696dc8a4T 2 % O &

= Cisco SD-WAN () Select Resource Groupw Templates S = 6o
Device Template | vEdge_Site2_Dynamic_NAT

Q' search
Total Rows: 2§ 4
§... Chassis Number System IP Hostname IPv4 Address(vpni1_ge0/2_if_ipv4_address) Group ID(vpn_if_vrrp_grpid) Priority(vpn_
5316bef9-7742-d0c9-1048-di6288bbde... 4.1.1.1 vEdge2_Site2 192.168.1.1/24 100 150

168a2add-2c4f-fcb1-6139-1d99df86e22e 3.1.1.1 192.168.1.1/24 100

nat_range_start: 200.200.2.130
nat_range_end: 200.200.2.150

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.co
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Variable List (Hover over each field for more information)

IPv4 Address(vpn11_gel/2_if_ipvd_address) 192.168.1.1/24 o
Group ID{vpn_if_vrrp_grpid) 100
Priarity(vpn_if_wrrp_priority) 120

IP Address(vpn_if_wvrrp_vrrp_ipaddress) 192.168.1.254
Router ID(ospf_router_id) 3.1.1.1
AddressivpnO_Internet_next_hop_ip_address 1) 200.200.2.1
IPv4 Address(vpn0_ge0/1_MPLS_if_ipv4_address) 172.16.1.2/24
IPv4 Address(vpn0_gel/0_Internet_if_ipv4_address) 200.200.2.2/30
NAT Pocl Range Start(nat_range_start) 200.200.2.130
MNAT Pool Range E|‘d(nat_range_erd} 200.200.2.150
Hostname vEdge1_Site2
System IP 3100

Site 1D 2

Chon Update dé thay d6i cau hinh.
O thiét bi vEdge2-Site2
nat_range_start: 200.200.3.150
nat_range_end: 200.200.3.170

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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upadle pveviCce lelnpldle

Variable List (Hover over each field for more information)

IPv4 Address(vpn11_ged/2_if_ipvd_address)
Group ID{vpn_if_vrrp_grpid)
Pricrity(wpn_if_vrrp_priority)

IP Address{vpn_if_wrrp_vrrp_ipaddress)

Router ID(ospf_router_id)
Address(vpn0_Internet_next_hop_ip_address_1)
IPvd Address(vpn0_ge0/1_MPLS_if_ipvd_address)
IPva Address(vpn0_ge0/0_Internet_if_ipv4_address)
MNAT Pool Range Start(nat_range_start)

MAT Pool Range End(nat_range_end)

Hostname

System IP

Site ID

192.168.1.1/24 -

100

150

192.166.1.254

4.1.1.1

200.200.3.

172.16.1.3/24

200.200.3.2/30

200.200.3.150

200.200.3.170

vEdge2_Site2

4.1.1.1

Cancel

Chon Update dé thay d6i cau hinh.

Chon Configure Devices dé diy cdu hinh xudng cac thiét bi vEdgel-Site2, vEdge2-Site2

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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s Configuration - Templates Cisco X 4

< C A Notsecure | hitps//192.168.1.1:3443/#/app/config/template/device/configure/47407a58-99e2-44aa-bffa-c43696dcBad 7

Cisco SD-WAN

'\/\ Select Resource Groupv

|  vEdge_Site2_Dynamic_NAT

Templates

Q' search
Total Rows:2  F &
S... Chassis Number System IP Hostname IPv4 Address(vpn11_ge0/2_if_ipvd_address) Group ID(von_if_vrrp_grpid) Priority(ven_
© 5316bef9-7742-d0c9-1048-df6288bbde... 4.1.1.1 vEdge2_Site2 192.168.1.1/24 100 150
© 168aZadd-2c4i-fcb1-6138-1d99086e22e  3.1.1.1 vEdge1_Site2 192.168.1.1/24 100 120 o

canee!

Wl Configuration - Templates Cisco X 4

< C A Notsecure | hitps://192.168.1.1:8443/#/app/config/templ

= Cisco SD-WAN () Select Resource Groupw

Device Template Total
vEdge_Site2_Dynamic_... 1

Device list (Total: 2 devices)

Filter/Se

5316bef9-7742-d0c9-1048-
di6288bbae56

vEdge?2_Site2|4.1.1.1
168a2add-2c4f-fch1-6139-

1d99dfa6e22e

vEdge1_Site2(3.1.1.1

Configure Device Rollback Timer

/preview/47407a58-99e2-44aa-bffa-c43696dcB8a47

Templates

Please select a device from the device list

[ o | contous oevees

~ - b3
e % O &
O = 0O &

Cancel
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X
Configure Devices

Committing these changes affect the configuration on 2 devices. Are you
sure you want to proceed?

a Confirm configuration changes on 2 devices.

OK Cancel

&5 Configuration - Templates Cisco X = » _ o -
€« (& A Not secure | hups://192.168.1.1:8443/#/app/device/status?activity =p I plate_configuration8ipid=push_feature_template_configuration-a25d2117-af39-4548-80a2-299b5. = T o a
= Cisco SD-WAN Select Re: . G .

Push Feature Template Configuration | @ Validation Success

Initiated By: admin From: 192.168.1.200
Ta

Q  search

Total Rows: 2

Status Message Chassis Number

Device Model Hostname System P site ID vManage IP
@ Success Done - Push Feature T... 5316l vEdge Cloud €dge2_Site2 4
@ Success Done - Push Feature T... 168a2add-2cdf-feb1-... vEdge Cloud vEdge1_Site2 311 1.1

3.2.  Viét template cong ge0/0 ciia 2 thiét bi vEdgel dung Static Nat cho Service
VPN11 ra ngoai Internet.

Trong giao dién vManage ta chon Configuration > Template > Feature.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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Cisco SD-WAN Templates ) =

rure Profies Featurs Tompiates

Total R
ource Group Feature Templates Draft Mode Devices Attached Updated By Las
Disat
] Disat 0 1
al Disat 1

&k Configurs x 4+ v - a8 x
< C A Motsecure | https//192.168.1.1:8443/#/app/config/template/feature e v 0O a
= Cisco SD-WAN elect Resou Sroups Templates = Ja)
Configuration Groups Feature Profiles Device Templates
Q search
Total Rows: 19
Name Description Type Device Mode! Device Templates Resource Group Devices Attached Updated By Last Updated
e_VPN NO_Ge0/0_Site WAN Edge Inter Edge Cloud jlobal admin 202335
dge_VPN d 2_VR... WAN Edge Inter... vEdge Cloud : global : admin 110Ul 2023 2:33 wes
dge 512 Edge global admin 2023 2:33
vSmart_VPNS vSmart_VPNS12_eth vSmart Interface vSmart 0 global 0 admin T Jul 2023 2:37 e
vEdge _VPN512 vEdge_VPN512_ethD WAN Edge Inter... vEdge Cloud global admin 1.Jul 2023 2:37 eee
vEdge_VPN1 vEdge_VPN11 WAN Edge VPN vEdge Cloud global admin
vSmart_VPNS12  vSmart_VPNS12 vSmart VPN vSmart 0 global 0 admin 1Jul 2023 233 see
o G. 0_Ge0/0 vEdge global admin 1 2023 2:33 ees
dge_VPNC WAN Edge VPN vEdge Cloud global admin 1 2023 2:33 eee

Tiép theo chon Template: vEdge VPNO Ge0/0 Internet va chon Copy

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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&k Configuration - Templates Cisco X + ~ - s ] B
&« C A Notsecure | hitps//192.168.1.1:8443/#/app/config/template/feature e O &
= Cisco SD-WAN 'f;' Select Resource Groupw Templates O = ® 0
Configuration Groups Feature Profiles Device Templates
Q search Y

Add Template

Template Type Non-Default v TotalRows: 19 [5 {6
Name Description Type Device Model Device Templates. Resource Group. Devices Attached Updated By Last Updated
vEdge_VPNO_G... vEdge_VPNO_GeD/0_Site... WAN Edge Inter... vEdge Cloud 1 global 2 admin 11 Jul 2023351 wee
vEdge_WPN11_... vEdge VPN11_Ge0/2_VR.. WAN Edge Inter... vEdge Cloud 2 global 2 admin 11 Jul 2023233 wee
vEdge_VPNS12  vEdge_VPNS12 WAN Edge VPN vEdge Cloud 3 global 3 admin 11001 2023 2:33 ee
vSmart_VPNS1... vSmart_VPN512_eth vSmart Interface  wSmart o global o admin 11001 2023 2:33 ee
vEdge_VPNS12,.. vEdge_VPNS12_ethd WAN Edge Inter... vEdge Cloud 3 glebal 3 admin 19| View

Edit
vEdge_VPN11 vEdge_VPN11 WAN Edge VPN vEdge Cloud 3 global 3 admin 11 Change Device Models

Change Resource Group

vSmart_VPNS12  vSmart_VPN512 vSmart VPN vSmart [ global [ admin 11| Delete
vEdge_VPNO_G... vEdge_VPNO_GeD/0_inte... | WAN Edge Inter... vEdge Cloud 2 global 1 admin 11 Jul 2023 2:33 E {j
vEdge_VPNO vEdge_VPNO WAN Edge VPN vEdge Cloud 3 global 3 admin 11 Jul 2023 2:32 see

Stra lai name Template thanh vEdge Sitel VPNO _Ge0/0 Internet, sau d6 chon Copy

&% Configuration - Templates Cisco X + ~ - s ] ®
&« C A Notsecure | https//192.168.1.1:8443/#/app/config/template/feature 2 &« 0O & @
= Cisco SD-WAN () Select Resaurce Group Templates o= ® 4

Template Copy

Template Name

| vEdge_Site1_VPNO_Ge0/0_Internet |

Description

| vEdge_Site1_VPNO_Ge0/0_internet

Trong phan Edit, chon muc NAT va c4u hinh cac thong sb sau:

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vr
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dk Configuration - Templates Ciscc X o e = =] X
<« [&] A Notsecure | https//192.168.1.1:8443/#/app/config/template/feature = o a
= Cisco SD-WAN Select Re: 2 G - Templates = JA)
Configuration Groups  Feature Profiles  Device Templates (B2 iR ]
|
|
@ search
{
4d T x
plat Total Rows: 20
Name Description Type Device Model Device Templates Resource Group Devices Attached Updated By Last Updated
vEdge_Site1_V... vEdge_Site1_VPNO_GeD dge Inter.. vEdge Clot 0 global 0 admin 11 Jul 2023 412 E
View
vEdge_VPNO_G... vEdge_VPNO_GeD/0_Site.. WAN Edge Inter... vEdge Cloud global 2 admin
vEdge_VPN11_... vEdge VPN11_Ge0/Z_VR.. WAN Edge Inter... vEdge Cloud 2 global 2 admin 1
(Ed vEdge_VPN512 WAN Edge VPN vEdge Cloud global admin 1

vSmart_VPN51 vSmart_VPN512_eth1 vSmart Interface  vSmant 0 global 0 admin 11 Jul 2023 2:33 e
vEdge_VPNS12,.. vEdge_VPNS12_ethD WAN Edge Inter... vEdge Cloud global admin 11 Jul 2023 2:32 wee
vEdge_VPN11 vEdge_VPN11 WAN Edge VPN vEdge Cloud global admin 11 Jul 2023 3:57 wes
vSmart_WPNS12  vSmar_VPN512 vSmart VPN vSmart 0 global 0 admin 11 Jul 2023 2:323 wes
vEdge_VPNO_G. vEdge_VPNO_Ge0/0_inte. WAN Edge Inter. vEdge Cloud global admin 11 Jul 2023 2:33 «ee

NAT > Global > On

Refresh Mode > Global > bi-directional
Block ICMP > Global > Off

Respond to Ping > Global > On

NAT Pool Range start > Device Specific > nat_range_start
NAT Pool Range end > Device Specific > nat_range end
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C A Notsecure | hitps//192.168.1.1:8443/#/app,

Cisco SD-WAN

UDP Timeou

= Cisco SD-WAN

cP y
Block ICMP
R d To Pi
T Pool Rangy
ORT F STATIC
i Port ling Ru
Optional Port Start Range

8-4a66-a24d

config/template/feature7display=edit&templateld=d

pw Templates ~ = 7 A

E14PM
 JUPM 4

- Templates N O= 7 JA)

Configuration Groups Feature Profiles Device Templates  (EZETTER CLUNEIEEY

Port End Range Protocal VPN Private IP Action

No data available

O muc Static Nat, chon New Static Nat dé tao thu muc mai:
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Cisco % b v - o X

&& Canfiguration - Templates

€« C A Notsecure | hies//192.168.1.1:8443/%/app/config/template/feature?display=edit&itemplateld =d99e5393-068-4a66-a24d-07643 plateType= t 2« 0O &
= Cisco SD-WAN Select Reso 5 - Templates o=@ L
Configuration Groups ~ Festure Profiles  Device Templates (R RG]

|
- |

|

T Pool Range E o
STATIC NAT
Optional Source IP Translate IP Source VPN ID Static NAT Direction Protocol Source Port Translate Port Action

No data available

Trong muc Staic NAT, ta cdu hinh céc thong s sau:

Source IP Address > Device Specific > vpn_static_nat_source_ip

Translated Source IP Address > Device Specific > vpn_static_nat _translated_ip
Source VPN ID > Device Specific > vpn_static_nat_source_vpn

Static NAT Direction > Global > Inside
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u Tem x4 .V = (n] x
€ C A Notsecure | bitps//192.168.1.1:8443/#/app/config/template/feature?display=edit&temp T d terfa =« O &
= Cisco SD-WAN Select Reso 5 - Templates ~N = ® 0

Contourston Grows  Teatue profies Device Tempinies  (MUARUTINY

vEdge_Site1_VPNO_Ge emet |
i 5t NAT |
[J Mark as Optional Row

i m~

T 0 ] (S

m-

S ™
) i @~ | insio -

i Configu Templates Cisc2 X+ v - a x
< C A Notsecure | btps//192.168.1.1:8443/#/app/config/template/feature?display=editauer 266-a2 ateT: dge-interfa, w 0O a
= Cisco SD-WAN Select Reso 3 - Templates SN = @0
Configuration Groups Festure Profiles Device Templates Feature Templates

PORT FORWARD STATIC NAT

New |

Optional Source IP Translate IP Source VPN ID Static NAT Direction Protocol Source Port Translate Port Action

[vpn_stati... ] vpn_stati... ] [vpn_stat Inside

Tiép theo chon Update dé luu doi cau hinh.
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¢nPro R0 oA
O giao dién vManage, Configuration > Templates (tab Device).
Chon Template vEdge Sitel r6i chon Copy, sira tén Template thanh vEdge Sitel Static NAT
roi chon Copy

% Configuration - Template: x4 w - a X
< C A Notsecure | hitps://192.168.1.1:8443/#/app/config/template/device > % O 2
= Cisco SD-WAN elect R i - Templates N = O

Configuration Groups Feature Profiles Device Templates Feature Templates

earch
Total Rows: 3
Name . Description Type Device Mode Feature Templates Draft Mode Devices Attached Updated By Las
Feat : Disa |
vEdge_Site2_Ge0/2_VRRP Feature  vEdge Cloud SDWAN Edge lobal 13 Disabled 0 adr -
View
vEdge_Site2_Dynamic_NAT Feature  vEdg e globsl Disable: ele

= Cisco SD-WAN elect R i - Templates SN = A

Contigustion Groups Festure profie: (Y Festurs Tempisies

earch
Total Rows: 4
Name ... Description Type Device Mode... Device Role ... Resource Group Feature Templates Draft Mode Devices Attached Updated By Las
vEdge_Site Feature vEdge Cloud SDWAN Edge global 6 Disabled
vEdge_Site2_Ge0/2_VRRP Feature vEdge Cloud  SDWAN Edge global 13 Disabled 0 ach 1 e
vEdge_Site2_Dynamic_NAT Feature vEdge Cloud SDWAN Edge lobal 14 Disabled adr 11 ee
vEdge_Site1_Static_NAT Fealure vEdge Cloud SDWAN Edge  global 6 Disabled 0 adr
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¥nPro e
O phan Transport & Management VPN chon template di tao & trén (Template
vEdge Sitel VPNO _Ge0/0_Internet)

&k Configuration - Templates Cisco X o= v - a8 =
<« C A Notsecure | batps://192.168.1.1:8443/#/app/config/template/device/feature/edittemplateld=7445ba30-266f-487d-b9aa-21323b10d3 12 &attached = false = a a
= Cisco SD-WAN Select Resource Group Templates O = @ 40

Configuration Greups  Feature Profiles (SISOl  Feature Templates

Transport & Management VPN

VPNO * vEdge_VPNO - Additional VPN 0 Templates
BGP
VPN Interface I \Edge_Site]_VPND_Ge0/0_internet - I OSPF

Secure Internet Gateway
VPN interface vEdge_VPNO_Ge0/1_MPLS ~ B VPN Interface

VPN Interface Cellular

VPN Interface GRE

VPN Interface IPsec

VPN Interface PPP

VPN 512 * vEdge_VPN512 - Additional VPN 512 Templates

VPN Interface
VPN Interface vEdge_VPNS12_ethO «| @

Update Cance

Tiép theo chon Update dé luu doi cau hinh.
Sau d6 chon Attach Devices template, chon vEdge-Sitel, chon Attach
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&% Configuration - Templates Cisco X 4 ~ - el x
« C A Notsecure | hips//192.168.1.1:8443/#/app/config/template/device = oz :
= Cisco SD-WAN () Select Resource Group= Templates ') ® 0O

Configuration Groups  Feature Profiles [l Rt ) Festure Templates |

Q search

Create Template

Template Type Non-Def TowlRows: 4 (5 &}
Name ... Description Type Device Mode... Device Role ... Resource Group Feature Templates Draft Mode Devices Attached Updated By La:
vEdge... vEdge_Sitel Feature vEdge Cloud SDWANEdge global 16 Disabled admin 11 vee
vEdge... vEdge_Site2_GeO/2_VRRP Feature vEdge Cloud SDWAN Edge  global 13 Disabled 0 admin LRI
vEdge... vEdge_Site2_Dynamic_NAT Feature vEdge Cloud  SDWAN Edge global 4 Disabled 2 admin 1 e
vEdge... vEdge_Sitel_Static_NAT Feature vEdge Cloud SDWAN Edge global 16 Disabled 0 admin Al o | !
Edit
View
Delete
Copy '

Attach Devices

Change Resource Group

Export CSV

&k Configuration - Templates Cisco X 4 v - 8 x
&« c A Not secure | hitps//192.168.1.1:8443/#/app/config/template/device = o s :
= Cisco SD-WAN () Select Resource Group~ Templates o= G A

Attach Devices
Attach device from the list below 1 hems Selected
Available Devices [ select All Selected Devices [ Select All

Q Search All Q  Search

Device IP Name Device IP
B0060207-b2bd-a5fa-6911-72386930a34e

vEdge_Site1 211
1121€275-5¢29~chbce=71¢1-783ee2126db4

ecf8966f-55(0-b701-bodf-7 1 7ie3ca0fd0
beSba729-6684-943c-1e91-7d6ff296e97b
57560bb0-0758-80a6-37e7- 118262cd210
895df91b-578a-e6a2-BdaB-589111f0L758
vEdge_Site2 AR R
vEdge2_Site2 4110

vbond 1.1.1.2

Cancel

O thiét bi vEdge-Sitel
nat_range_start: 200.200.1.3
nat_range _end: 200.200.1.30
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vpn_static_nat_source_ip: 192.168.10.2
vpn_static_nat _translated ip: 200.200.1.10

vpn_static_nat_source_vpn: 11

&k Configuration - Templates Cisez. X = ~ = a x
& C A Notsecure | bttps://192.168.1.1:8443/#/app/config/template/device/configure/7445ba30-266f-487d-b%a-2f323b10d312 = 4 0O &2
= Cisco SD-WAN () Select Resource Group= Templates SO L
Device Template |  vEdge_Site1_Static_NAT ‘
Q. search
Total Rows: 1 E ‘
S... Chassis Number System 1P Hostname IPva Address(vpn11_ge0/3_if_ipvd_address) Address Pool{dhcp_address_pool) Defsult
0bOf3c75-47c5-5673-a557-9cf97c754274  2.1.1.1 vEdge_Site1 102.168.11.254/24 192.168.11.0/24 102,188 E

Edit Device Template )
g

m e

&& Configuration - Templates Ciscc X + v - 8 x
&« C A Notsecure | hitps//192.168.1.1:8443/#/app/config/template/device/configure/7445ba30-2661-487d-b%aa-21323b10d312 2 % 0O 2
= Cisco SD-WAN () Select Resource Groupw Templates O =60 0

upadle veviCce 1ernpidle

Variable List (Hover over each field for more information)
Default Gateway(dhcp_detault_gateway) 192.168.10.254

DNS Servers(dhcp_dns_server) 8888
Address{vpn0_Intermet_next_hop_ip_address_1) 200.200.1.1
IPv4 Address{vpn0_ge0/1_MPLS_K_ipv4_address) 172.16.1.1/24

IPv4 Address(vpn0_ge0/0_Internet_if_ipv4_address) 200.200.1.2/27

NAT Pool Range Start{nat_range_start) 200.200.1.3

NAT Pool Range End(nat_range_end) 200.200.1.30

Source IP Address(vpn_static_nat_source_ip) 192.168.10.2

Transiated Source IP Address(vpn_static_nat_transiate_ip 200.200.1.10

Source VPN ID(vpn_static_nat_source_vpn) n

Hostname vEdge_Sitel
System IP 211

Site ID

Generate Password Cancel
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Chon Update dé thay doi cau hinh.
Chon Configure Devices d¢ day cau hinh xudng thiét bi vEdge-Sitel

ik Configu Te x  + v - 8 X
€« G A Notsecure | hupsy//192.168.1.1:8843/%/app/config/template/device/configure/preview/744 7d-b9aa 12 = % 0O &
= Cisco SD-WAN elect Re: - Templates = A
ovice Tomplote Total

vEdge_Site1_5St:

ObOf3c75-47c5-5073-a557-
9cr97c754274

Ed

it x + v - o x
< C A Notsecure | hitps//192.168.1.1:8443/#/app/device/statusTactivity = plate ature_t 3d 2 ! 4 o a
= Cisco SD-WAN elect Resource Groups )
Push Feature Template Configuration | @ Validatior € Initiated By: admin From: 192.168.1.200
|
Search |
Total Rows: 1
Status Message Chassis Number Device Model Hostname System 1P Site ID vManage IP
@ Success Done - Push Feature T... ObOf3c75-4 Edge Clou Edge_Sit 2
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IV. Kiém tra cac thiét bi cé thé truy cip ra dwoc Internet.

O Site 1:

Host-1-1
@ Qemu (Host-1-1) - | X
SEBTRLO00F

®

Firefox

(5]

L = cisco@hostll: ~
Wireshark

File Edit Tabs Help

cisco@hostll:~$ ping 8.8.8.8
.8.8.8) 56(84) bytes of data.

8 : icmp seg=1 ttl=112 time=82.4

8.8.8: icmp seq=2 ttl=112 time=56.6
. .B.8.8: icmp_seq=3 ttl=112 time=52.8
ol 8 1 lcmp seq=4 ttl=112 time=49.0
--- 8.8.8.8 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3003ms
rtt min/avg/max/mdev = 49.023/60.185/82.358/13.873 ms
cisco@hostll:~$ ||

@

Postman

Host-1-2
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QEMU (Host-1-2) - O e
SERST R0

Firefox

a

i cisco@hostll: ~
Mireshark n y

° File Edit Tabs Help

cisco@hostll:~$ ping 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8. .8: lcmp_seg=1 ttl=112 time=78.2
64 bytes from 8. : lcmp_seg=2 ttl=112 time=61.1
64 bytes from 8. : lcmp_seq=3 ttl=112 time=55.0
64 bytes from 8. : lcmp_seg=4 ttl=112 time=58.0
“C

--- 8.8.8.8 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 54.958/63.038/78.156/8.990 ms
cisco@hostll:~$ ]

8.8
8.8.
LXTerminal : ’ : ’

Eclipse

@

Postman

I M cisco@host1l: ~

Dung 1énh show ip nat filter | tab dé loc cic dia chi ip NAT.
O vEdge-Sitel

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DICH VY CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
A P = )
Y, pC: 2 8 Ung Vian Khiém, 5, Q.Binh Thanh, Tp Ho Chi Minh
nrro

DT: (028) 35124257 | Hotline: 0933427079 Email: vapro@vnpro.org

O vEdge2-Site2
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