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A. Client to Gateway VPN (Remote Access VPN)
1. Xay dung hé théng mang sao cho thda so d6 sau:
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@ 192.168.1.0/24 E 10.10.10.0/24 I
(N (T

i 0—C0 [ Sl ——

> PC2

F

> PC1 .
254 P Winserver P P

2. Tao mdt tai khoan ngudi dung mdi (VD: VPNUSER1) va cip quyén truy cp VPN tai Winserver
a. Vao Server ManagerTrén Server Manager dashboard chon Tools -> chon Computer
Management.
b. Luc nay clra s6 Computer Management s& hién ra. Tiép theo, ta trd chudt vao Local
Users and Groups -> chon User -> chon tab Action -> chon New User -> Tao tai
khodn: VPNUSER1 cé mat khau.

& Computer Management =

File Action View Help

| 2@ OB
$ Computer Management (Local|| MName Full Mame Description Actions
a i} System Tools & pdministrator Built-in account for administering... Lres
4 ® Task Scheduler #,/Guest Built-in account for guest access t.. .
b @ Event Viewer More Actions

I @2l Shared Folders
4 & Local Users and Groups
] Users

New User _

- User name: |\rpnuser1 |
| Groups
I» @ Performance Full name: | |
= Device Manager
4 g Storage Description: | |
I @9 Windows Server Backug
=4 Disk Management
= Password: |

3 :ﬂ?} Services and Applications

Confirm password:

[] User must change password at next logon
[] User cannot change password
[] Password never expires

Help Create | | Close

< m bd
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C.

Tai Properties cla tai khoan chon tab Dial-in, ddnh dau vao muc Allow Access trong
phan Remote Access Permission
vpnuser1 Properties _
| General I Member Of I Profile I Environment I Sessions

| Remote contral I Remote Desktop Services Profile | Dialin

—Network Access Permission

~ Deny access

™ Control access through NPS Network Policy

[ Verify Caller-D: |—

—Callback Options

% No Callback
~ Set by Caller (Routing and Remote Access Service only)

= Mways Callback to:

I Mssign Static |P Add

g‘_eﬁl_'le IP addre_ssesto enable for this Static |P Addresses .. |
alin connection.

T Apply Static Routes

Define routes to enable for this Dialin Static Routes ... |
connection.

[ ok ][ caneel || oy || Heb

3. Cau hinh PC1 thanh VPN Gateway v@i loai két ndi la Client to Gateway (Remote Access VPN)

a. Tai Server Manager dashboard, chd chudt vao duwdng dan Add Roles And Features
(s62)
b. Khi man hinh hién thi bang Before you begin xuat hién, bAm next.
Tiép theo chon role-based or feature-based installation sau dé bam Next
d. Taitrang, Server Selection, chon A Server From The Server Pool va chon server trong
phan Server Pool. Sau 6 b4m next
= Add Roles and Features Wizard == -
Select server roles -
Before You Begin Select one or more roles to install on the selected server,
Installation Typs Roles Description
Server Selection i ~ Remote Access provides seamless
[] DHCP Server connectivity through DirectAccess,
[ DNS Server VPN, and Web Application Proxy.
. DirectAccess provides an Always On
Remote Access [ Fax Server and Always Managed experience.
' i o [ [M] File and Storage Services (1 of 12 installed) | RAS provides traditional VPN
Role Services [] Hyper-v services, including site-to-site

(branch-office or cloud-based)

) ) cennectivity. Web Application Proxy
[ Print and Document Services enables the publishing of selected

HTTP- and HTTPS-based
applications from your corporate
network to client devices outside of
the corporate network. Routing

[ Web Server (lIS) provides traditional routing
capabilities, including NAT and other
connectivity options. RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.

b [m] MNetwork Policy and Access Services (1 of 3 installe

[[] Remote Deskiop Services

[] Valume Activation Services

[] Windows Deployment Services
[[] Windows Server Essentials Experience

[] Windows Server Update Services

<|

< | [T | |>

‘ < Previous | | Next > ‘ Install -
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Trén trang Select Server Roles, chd chudt hdp Remote Access
Tai trang Features, ta bAm Next dé bd qua

o trang Remote Access, ta s& chon DirectAccess And VPN (RAS) -> b4m Add Features
Cudi cung, tai trang Confimation, chon Install d& ti€n hanh cai vai trd Remote Access

[ Add Raoles and Features Wizard = = -

Confirm instal

@ ™0

at|0ﬂ Se|ect|0ﬂ5 DESTINATION SERVER

snv

| B The destination server has a pending restart. We recommend that you restart the destination server before either installing o... x

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [[] Restart the destination server automatically if required

Server Selection Cptional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Remote Accass Remote Access

) DirectAccess and VPN (RAS)
Role Services

L i Remate Server Administration Tools
Confirmation

Rele Administration Tools
Remote Access Management Toels
Remate Access GUI and Cammand-Line Tools

Remote Access medule for Windows PowerShell

Export configuration settings
Specify an alternate source path

< Previous Next > | Install | | Cancel |

i. Cau hinh VPN Gateway: Tai Server Manager dashboard -> chon Tools-> chon Routing
and Remote Access

j.  Tro chudt phai vao tén server, (trong trudng hop nay la SRV) -> Bam chon Configure
and Enable Routing and Remote Access.
k. Sau dé trén man hinh s& xuat hién Routing and Remote Access wizard -> bam next
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o} phan Configuration, chon Remote access (dial-up or VPN)

Routing and Remote Access Server Setup Wizard

Configuration

£ T o0 3> 3

You can enable any of the following combinations of services, or you can
customize this server.

{* Remote access {dial-up or VPN)

Allow remote clients to connect to this server through either a dialup connection or a
secure virtual private netwars (VP N) Intemet connection.

(" Metwork address translation (NAT)
Allow intemal clients to connect to the Intemet using one public IP address.

" Vitual private network (VPMN) access and NAT
Allow remote clierts to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public |P address.

(" Secure connection between two private networks
Connect this netwonk to a remaote network:, such as a branch office.

" Custom configuration
Select any combination of the features available in Routing and Remote Access.

<Back | MNet> | | Cancel

e muc Remote Access -> chon VPN -> Next

Chon Ethernet adapter két néi véi mang Internet -> Next
& phan IP Address Assignment -> chon Automatically ->Next

O muc Managing Multiple Remote Access Servers -> Bim No -> Next -> Finish

Néu ta nhan duoc thong bo vé DHCP Relay Agent ->bam OK
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Routing and Remote Access Server Setup Wizard

VPN Connection

To enable VPN clients to connect to this server, at least one netwark interface
must be connected to the Intemet.

Select the network inteface that connects this server to the Intemet.

Metwork interfaces:

Mame | Description | IP Address
Intel(R) PROAI000 MT ... 10100101

Ethemet.g Intel(R) PROA000 MT ... 132.168.1.254

[ Enable security on the selected interface by setting up static packet fitters.

Static packet fiters allow only WP M traffic to gain access to this server through the
selected interface.

| <Back | Ned> | | Cancel

Tiép theo ta chon Next -> Remote Access (Dial-up or VPN) -> VPN ->Chon card mang két
ndi véi mang internet -> khdng chon “Enable security on the selected interface...”

Cudi cung ta cho Next -> Chon: “No, use Routing and Remote Access to authenticate
connection requests” -> Next -> Finish

4. Tai PC2(la mdy Remote Access client) cau hinh két n8i VPN dé c6 thé truy cap vao ndi mang

LAN (192.168.1.0/24)

a. Tavao Network and Sharing Center ->Chon Set up a connection or network -> Connect
to a workplace -> Next -> Use my Internet connection (VPN) -> I'll set up an Internet
connection later -> nhp Internet address: 10.10.10.1 la dia chi IP cia VPN server ->
Create.
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- x
« [l Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: | 10.10.10.1] ‘

Destination name: VPN Connection 1 ‘

I,

[JUse a smart card
Rernember my credentials

) [ Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

- Tiép theo tai Network and Sharing Center, ta chon change adapter settings -> Chon
card mang VPN vira tao -> Connect -> Nhap tai khoan va mat khiu dugc tao tai Server VPN

Windows Security

Sign in

Password

Domain:

0K Cancel

r. Kiém tra:

Tai PC nay, thuc hién cmd -> ipconfig /all -> Kiém tra IP trén card mang VPN.
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Vay la chdng ta d3 két néi VPN thanh céng. Card mang VPN llc nay |la 192.168.1.104

IPw 4 Hd
Subnet

DH+ﬂulh Ga

'PP adapter VPN Connection:
LDHHE::lﬂﬂ—wp cific DNS Suffix

wuhﬂeh Mas
Default ua::ud!

- Tai PC2: cmd -> ping 192.168.1.1

Lac nay hai PC cé thé ping dugc v&i nhau.

C:wUserssuserdping 192.168.1.1

Pinging 1?2.168.1.1 with 32 bytesz of data:

Reply from 192.168.1.1: bytes=32 time=%ms TTL=127
Reply from 192.168.1.1: bytes=32 time=1ms TTL=127
Reply from 192.168.1.1: bytes=32 time=1ms TTL=127
jReply from 192.168.1.1: bytes=32 time=1lms TTL=127

Ping statistics for 192.168.1.1:

Packetsz: Sent = 4. Received = 4, Lost = B (@x loss>.
Approximate round trip times in milli-—seconds:

Hinimum = 1ims,. Maximum = 9ms. Average = 3Ims

B. Gateway to Gateway VPN (Site to Site VPN)
1. Xay dung hé théng mang sao cho théa so d6 sau:
Cac Window Server van phai cau hinh thanh VPN Gateway. Cach cau hinh giéng bai phia trén.

L__]I’ 192.168.1.0/24 - 10.10.10.0/24 - 172.16.1.0/24 [-—]I

» PC2 2 » WlnserverZ . 2 > Wlnserver1 2 1

P PC1

2. Tao tai khoan ngudi dung Local méi va cap quyén truy cadp VPN (dial-in) tai Winserverl va
Winserver2.
- Winserverl: username: hcm, password: P@sswOrd1
- Winserver2: username: hanoi, password: P@sswO0rd2

3. C&u hinh Winserverl , Winserver2 thanh VPN Server vdi loai két ndi Gateway to Gateway:
C4u hinh trén Winserverl (Winserver2 thyuc hién tuong ty)
a. Trong ctra s6 Routing and Remote Access ->nhap chudt phai vao tén server -> Configure
and Enable Routing and Remote Access
b. Khong nhu trwdgng hop Client to Gateway VPN, ta chon Custom Configuration
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c. O muc Custom Configuration, ta chon:
o VPN access.
e Demand-dial connections (Used for branch office routing).
e LAN routing

Routing and Remote Access Server Setup Wizard

Custom Configuration
When this wizard closes, you can configure the selected services in the Routing
and Remote Access console.

Select the services that you want to enable on this server.
v VPN access

[ Dialup access
[v Demand-dial connections { used for branch office routing )
[ MNAT

[v LAM routing

<Back | MNed> | | Cancel

Sau d9, ta chon finish -> OK
Khai bao thong tin k&t ndi gitra hai VPN Server: tai clra s6 Routing and Remote Access ->
SRV1 (local)
Bam chudt phai vao Network Interfaces ->chon New Demand-dial Interface.

g. Tagd phan Interface name: tuy y -> chon Next

h. & muc Connection Type, ta chon Connect using virtual private networking (VPN) -> chon
Next

i. O muc VPN Type, ta chon Point to Point tunneling protocol (PPTP).-> chon Next

j. O muc Destination Address: dia chi Public cia Server la Winserver2 can thiét lap két ndi
VPN & phia bén kia (trong truong hop nay 1a 10.10.10.2).

k. O muc Protocol and Security: chon Route IP packet on this interface.

. O muc Static Route for Remote Networks: Network Address Winserver2 (172.16.1.0/24).
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Static Route >

(®) Femote Metwork Support using IPvd
Destination: | 17216 . 1 . 0 |
Network Mask: | 255 . 255 . 255 . 0 |

Metric:

() Remote Metworks Support using IPvE

Destination; |
Frefix Length:

b etric;

Cancel

m. O muc Dial Out Credentials: thong tin tai khoan ngudi diing do Winserver2 tao ra
(Username “hanoi”, password “P@ssw0rd2”).

n. CAu hinh cap dia chi cho cdc may két n6i VPN: Routing and Remote Access -> nhap chudt
phai vao tén server -> Propertiese -> & tab IPv4 -> ta chon Static Address Pool
(192.168.1.100- 192.168.1.150) -> Add.
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WIN-CCOUKR54GUSM (local) Properties ? *
General Secuity IPv4  IPvE  IKEw2 PPP Logaing
¥ Enable IPv4 Forwarding
— |IPv4 address assignment
This server can assign |Pv4 addresses by using:
™ Dynamic Host Configuration Protocal {DHCP)
¥ Static address pool
Fom | To | Number | IP Addre...| Mask |
152168.... 152168.. 100 192.168... 255255,
Add... | Edit... I Remowve |

¥ Enable broadcast name resolution

|Use the following adapter to obtain DHCF, DMS, and WINS addresses for
dial-up clients.

Adapter: I.ﬂu.llnw RAS to select adapter ;I

Cancel Aply

0. Tai Network Interfaces — cho chudt phai vao Interface vira tao -> Connect.
4. C&u hinh slr dung giao thirc L2TP st dung chia khéa chia sé trudce (Preshared key) gitra 2 VPN

server.
- Tai Winserverl:
* Taiclrasé Routing and Remote Access -> chudt phai vao tén server (local) ->

Properties -> chon tab Security -> Chon Allow custom IPSec policy for L2TP

connection.
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*  Tai muyc Pre-shared Key, nhap m3a bat ky (VD: P@ss24).

General Secunty |Pvd  IPvE  IKEw2 FPFP Logging

The Authentication provider validates credentials for remote access clients
and demand-dial routers.
Authentication provider:

Windows Authentication ;I Configure... |

Authentication Methods...

The accounting provider maintains a log of connection requests and
SE85I0NS.

Accourting provider:

Windows Accounting ;I Configure... |

The custom |IPsec policy specifies a preshared key for LZTP/IKEv2
connections. The Routing and Remote Access service should be started to

set this option. [KEv2 initiators configured to authenticate this server using
cerificate will not be able to connect.

v Allow custom |Psec policy for LETP/IKEv2 connection
Preshared Key:
|P@ssz4

551 Cerificate Binding:
[T Use HTTF

Select the cerficate the Secure Socket Tunneling Protocal (S5TF)
server should use to bind with S5L (Web Listener)

Certfficate: I Diefautt j Wi |

Concal | | ool

- Tai Winserver2:

e Interface vira tao & cdu trén -> Action -> Properties -> Security -> Chinh lai giao thic
két néi (Type of VPN) thanh L2TP/IPSec VPN.
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= hanoi Properties x

General Options Securty  Metworking

Type af VPN:
Layer 2 Tunneling Protocal with |Psec (L2TP/IPsec) e
| Advanced Settings I
Data encryption:
Require encryption (disconnect f server declines) e
Authertication

() Use Extensible Authentication Protocol (EAF)

Properties

(®) Allow these protocols
[] Unencrypted password (PAF)

[+] Challenge Handshake Authentication Protocal (CHAF)
Microsoft CHAP Version 2 (MS-CHAP v2)

QK Cancel

e Advanced Settings -> chon “Use preshared key for authentication” -> nhap mat khau
d& tao & trén (VD: P@ss24).

Advanced Properties et
LZTP

(®) Use preshared key for authentication
Key: |P@ss24 T

() Use certificate for authentication

Verify the Name and Usage attributes of the server’s certificate

Cancel

- Thuec hién tuwong ty nhung d6i vai tro cda Winserverl va Winserver2 dé
cau hinh chirng thue nguoc lai.
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i

- Tai Winserverl, Winserver2: “Disconnect” interface vira tao sau do “connect” lai
thanh coéng.
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