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Lab 2: Ansible RedHat Explorer

Budc 1: Login vao trang web chinh thirc cia RedHat & dia chi
https://red.ht/ansible-labs

Né&u ban chua c6 tai khodn thi tao mét tai khoan nhé. C6 thé dung gmail néu mudn. Ho sé yéu cau céc théng tin cd
ban vé ban nhu nghé nghiép, dia chi. Ho sé giti mot email xac nhén vé dia chi email do ban cung cdp. Nh@ kiém tra
email va xac nhan dé tiép tuc s dung lab ctia RedHat.

Budc 2: Truy cap lab ONLINE sau khi da login thanh cong.

Minh chon bai lab s6 2. Bai nay cé tya dé la Content Collection. Nh&n nut Lauch dé khdi déng bai Lab.
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instruqt Sign Ansible Content Collections with private automation hub Overview Invitedetails  Progress

Content signing is a new security-focused feature available in Ansible Automation
Platform 2.2 as a technology preview supported feature.

It establishes a new framework for a chain of custody for Ansible automation content,
with a goal for end-to-end content signing and distribution. Starting first with digitally
signing collections, and then execution environments in the future, this feature helps
ensure that the automation being executed in your enterprise is certified and
compliant.

Interfacing with the database...

Estigapiashiinaasaiind: 10 - A Notify me
Show hidden icons

Buéc 3: Khai dong lab.

Thoi gian c6 thé khoang 5 phut. Ban kién nhan. Viéc hiéu rd méi trudng bai lab trude khi bat dau cac thir thach La
rat quan trong. Trong lab nay, ban sé thay hai tab:

automationhub-terminal - Chuing ta sé st dung tab nay dé chay céc l&énh tir cong cu dong lénh ansible-galaxy dé
tuong tac vdi giao dién Web AutomationHub.

automationhub-web - D3y & giao dién WebUI cho trung tdm tu dong hoa riéng tu va sé dugc sir dung dé ky va phé
duyét cac bo suu tap da tai lén. Ban c6 thé dang nhap vao WebUI bang t6 hop tén ngudi dung/mat khau dudi day.



Tén ngudi dung: admin Mat kh4u: ansible123!

Hé théng nay da dugc cai dat cong cu dong lénh ansible-galaxy tir trinh cai dat Ansible Automation Platform 2.2.
Né&u ban chay l&énh (s trén tab terminal, ban sé thady mot vai tép dugc giai thich dudi day:

ansible.cfg - Tép nay chira cau hinh galaxy dé tuang tac vdi trung tdm ty dong hoa riéng tu da dugc cai dat, diéu
nay cing cé nghia la bat ky lénh ansible-galaxy nao dugc chay tir thu muc hién tai (/home/rhel/) sé tuong tac véi
trung tam tu dong hda riéng tu dugc trién khai trong phong thi nghiém nay.

ansible-test_collection-1.0.0.tar.gz - Mét bo suu tap gia lap sé dugc day lén phién ban trung tam tu dong hda
rieng tu, khong gian tén ansible da ton tai trén trung tam ty déng hdéa riéng tu. community-lab_collection-
1.0.0.tar.gz - Mot bd suu tap gia lap sé dugc day lén phién ban trung tdm tu dong hda riéng tu, khong gian tén
community da ton tai trén trung tdm tuw dong hda riéng tu. (TAp hgp clia cac Ansible playbook)

galaxy_signing_service.asc - Day la khda céng khai (public key) tir cdp khda gpg dugc sir dung dé cau hinh viéc
ky trén phién ban trung tam tu dong hda riéng tu, khoa nay sé dugc sir dung dé cai dat va xac minh céc b suu tap
collection (la cac Ansible playbook dé) tir trung tam ty dong hda riéng tu.

insl'ruqt Sign Ansible Content Collections with private automation hub

>_ automationhub-terminal ¢ automationhub-web

Last failed login: Tue Jun 7 14:43:19 UTC 2022 from 184.147.217.109 on ssh:notty

There was 1 failed login attempt since the last successful login.

[rhel@privatehub-01 ~]$ login

[rhel@privatehub-01 ~]$ 1s

ansible.cfg galaxy_signing_service.asc
[rhel@privatehub-01 ~]$% I

Kha nang xac minh chit ky ndi dung chi c6 sdn trong phién ban ansible-core >=2.13, ban c6 thé kiém tra phién ban
cuia ansible bang lénh dudi day.

[rhel@privatehub-01 ~]$ ansible --version



ansible [core 2.13.0]
config file =/home/rhel/ansible.cfg
configured module search path =[/home/rhel/.ansible/plugins/modules, /usr/share/ansible/plugins/modules’]
ansible python module location = /usr/lib/python3.9/site-packages/ansible
ansible collection location =/home/rhel/.ansible/collections:/usr/share/ansible/collections
executable location = /usr/bin/ansible
python version = 3.9.7 (default, Sep 132021, 08:18:39) [GCC 8.5.0 20210514 (Red Hat 8.5.0-3)]
jJinja version = 3.0.3

libyaml =True

Sau khi thir xong cac lénh nay, cac ban hdy nhan nit Next & géc phai man hinh.

Content signing verification capabilities are only available in
ansible-core| version >=2.13, you can check the version of
ansible using the below command

ansible --version

Please click the Next button to continue learning.

Skip  Next




Budc 4: Trong budc nay, cac ban sé day cac cdu hinh xuéng modt mang production ma ching ta dat tén la Trung

tam tw dong hda riéng tu cho VnPro (duong nhién la twdng tugng thoi nha).

Trong budc nay, ching ta sé xuat ban hai bo suu tap, ansible.test_collection va community.lab_collection, lén
phién ban trung tdm tu dong héa riéng tu. Hay lam theo cac budc duédi day:

Xuat ban ansible.test_collection:
o Mdtab automationhub-terminal.

o Chaylénh sau tir clra s6 terminal:

ansible-galaxy collection publish ansible-test collection-1.0.0.tar.gz -c

Luu y: Tuy chon -¢ dugc s dung dé bd qua céc 16i lién quan dén chirng chi SSL.

Xuat ban community.lab_collection:

e Vantrongtab automationhub-terminal, chay [énh sau:

ansible-galaxy collection publish community-lab_collection-1.0.0.tar.gz -c

e Tuy chon -c cling duogc sir dung dé bo qua céac 16i chimg chi SSL. Do chung ta chua cai certificate cho mang
production.

[rhel@privatehub-01 ~]$ ansible-galaxy collection publish ansible-test_collection-1.0.0.tar.gz -c

Publishing collection artifact /home/rhel/ansible-test_collection-1.0.0.tar.gz' to published_repo
https://privatehub-01/api/galaxy/content/published/

Collection has been published to the Galaxy server published_repo https://privatehub-
01/api/galaxy/content/published/

Waiting until Galaxy import task https://privatehub-
01/api/galaxy/content/published/v3/imports/collections/418bb86f-327a-45c2-b85a-8bd3d9fa0c97/ has
completed




Collection has been successfully published and imported to the Galaxy server published_repo
https://privatehub-01/api/galaxy/content/published/

[rhel@privatehub-01 ~]$

Chay lénh ké ti€p dé xuat ban tac vu khac.

rhel@privatehub-01 ~]$ ansible-galaxy collection publish community-lab_collection-1.0.0.tar.gz -c

Publishing collection artifact Vhome/rhel/community-lab_collection-1.0.0.tar.gz' to published_repo
https://privatehub-01/api/galaxy/content/published/

Collection has been published to the Galaxy server published_repo https://privatehub-
01/api/galaxy/content/published/

Waiting until Galaxy import task https://privatehub-
01/api/galaxy/content/published/v3/imports/collections/c30246a0-0067-4091-a6db-d51b23102250/ has
completed

Collection has been successfully published and imported to the Galaxy server published_repo
https://privatehub-01/api/galaxy/content/published/

[rhel@privatehub-01 ~]$

Budc 5: & budc nay chung ta sé ky va chi’ng nhan OK cho cac tac vu trén. (Sign and Approve the Ansible

Content Collections from the private automation hub Ul.) Login dung username admin va pass ansible123!.




Red Hat

Automation Hub

Collections

Collections
Mamespaces

Repository Management
APl token management

Approval

Sau khi ban chon vao Approval, céc job sé xuat hién & nhu & bén dudi:



Automation Hub

Collections

Collections
pmespace Q 1-20f2 ~

Namespaces 2 job ban vira push lén sé xuat

filters hién & day

Repository Management

API token management Versio... Date created | Status

1.0.0 5 minutes ago A Needs Review Sign and approve H
Execution Environments
Task Management 1.0.0 6 minutes ago A Needs Review Sign and approve

Documentation

Approval
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User Access

Budc 6: Ban sé cai dat cac b6 suu tap da ky tir phién ban trung tam tu dong héa riéng tu

Sau khi da ky va xuat ban cac Bo suu tap Noi dung Ansible l&n trung tam ty dong hda riéng tu, ching ta sé tim hiéu
céch cai dat mot bo suu tap da ky va cac tuy chon dong lénh mdi c6 san trong ansible-galaxy CLI dé ho tro tinh
nang ky. Hay thuc hién cac budc sau trén tab terminal. Vao tab terminal nha cac ban.



6.1. Thém khda cong khai vao GPG keyring trén hé thong:

- Nhu d3 gidi thich & dau phan, khda cong khai (" galaxy_signing_service.asc' ) dugc cung cép trong bai LAB dé
xac minh va cai dat cac bo suu tap da ky. Ban can thém khéa cong khai vao mét GPG keyring trén hé théng dé sur
dung vdi ansible-galaxy CLI. Chay lénh sau:

gpg --import --no-default-keyring --keyring ~/keyring.kbx galaxy_signing _service.asc

- Luu y: Ban ciing c6 thé s dung keyring méc dinh bang cach bé tly chon * --no-default-keyring” . L&énh sé tr&
thanh:

gpg --import galaxy_signing_service.asc

- Lénh trén sé tao mot keyring mac dinh tai vi tri “ ~/.gnupg/" cdtén la " pubring.kbx’ . Trong trudng hgp nay,
keyring clia ban sé la * /home/rhel/.gnupg/pubring.kbx" .

6.22. Cai dat b6 suu tap ma khong sir dung tuy chon --keyring trong ansible-galaxy CLI:

- Qua trinh xac minh chir ky la tuy chon va néu ban khoéng cung cap tly chon " --keyring", viéc cai dat bd suu tap
sé dién ra ma khéng can xac minh chit ky. Chung ta sé cai dat **ansible.test_collection** ma khéng xac minh, va
ban sé thady **ansible-galaxy CLI** hién thi canh b&o vé xac minh chir ky. Chay l&énh sau:

ansible-galaxy collection install ansible.test_collection -c

- K&t qua dau ra sé hién thi canh bao nhu sau:

[WARNING]: The GnuPG keyring used for collection signature verification was not configured but signatures
were provided by the Galaxy server to verify authenticity. Configure a

keyring for ansible-galaxy to use or disable signature verification. Skipping signature verification.




6.3. Cai dat b6 suu tap vai tuy chon --keyring trong ansible-galaxy CLI:

- Bay gi®, chuing ta sé cai dat community.lab_collection véi tuy chon " --keyring " . Diéu nay dam bao rdng bé suu
tap dudgc cai dat sau khi xadc minh chit ky. D& kiém tra xem xac minh chit ky cé dang dién ra hay khéng, ban can
thém " -vvvv' vao lénh cai dat bo suu tap. Chay lénh sau:

ansible-galaxy collection install community.lab_collection --keyring /home/rhel/keyring.kbx -c -vvvv

- **Luu y**: Ba dong cudi cua dau ra chi ti€t sé cho thay xac minh chir ky da thanh cong:

(exit code 0)
GnuPG signature verification succeeded for community.lab_collection
community.lab_collection:1.0.0 was installed successfully

6.4. Cac tép mdivdiviéc cai dat bb suu tap:

- V&i b0 suu tap da ky, ansible-galaxy CLI cling tao mot thu muc mdi chira tép ~ GALAXY.ymU luu trit cac chir ky
cua b6 suu tap. Chay lénh sau trén automationhub-terminal:

cat ~/.ansible/collections/ansible_collections/community.lab_collection-1.0.0.info/GALAXY.yml

- L&nh nay sé hién thi ndi dung cuia tép chira chir ky clia bd suu tap.

[rhel@privatehub-01 ~]$ cat ~/.ansible/collections/ansible_collections/community.lab_collection-
1.0.0.info/GALAXY.yml

download_url:
https://10.5.0.148/api/galaxy/v3/plugin/ansible/content/published/collections/artifacts/community-
lab_collection-1.0.0.tar.gz

format _version: 1.0.0




name: lab_collection

namespace: community

server: https://privatehub-01/api/galaxy/content/published/

signatures:

- pubkey _fingerprint: 0E450BAA796C33F8A6FBA69BC97AC9643F917EBB
pulp_created: '2025-06-05T711:41:46.853572Z'

signature: -----BEGIN PGP SIGNATURE-----

iQIzBAABCAAdFIEEDkULqnlsM/im+6abyXrJZD+RfrsFAmhBgnoACgkQyXrJZD+R
frtT2g//QFboeKHq2zYNTnhOvwYo0/Solq1LtiuMb/EKXpC7kbdCrLOpUg1IlFJOd
DcNrQbNQ6geS1WsLXxQgJtBXUtEVGtN5ZRx3Nc+WzMwMKXt(Xa26 N4AS8dStSSrm
YgKqvUBLIKTDR6hdh4XU?7(3kjj8aoClQUadBVWF9/m5BdMn4pCQG4m0zS+DYLMAG
EQfHOi+umJdrkjWIvMd/zkwWELsin22VR29xbL+ICn39jySMWQrRTRu1UEP/torB
TWZ2BHgglL3TnGB8uT34TJaeDulS8aNKFmUPVAqhclOOk6Y46uvEs5uD+Xupt/hCR
kwWhb7q0wt8bvZtXBLolEL7pyYdO9K6uByKU1BZHaKNa8E1xly13X75jxaiQJuloF
14yt3e60WJdCOxnjNv887pTATU1k//wd2siF6xoN/cpnWzp Of25/ewN+JdHVAY4/
6Q/yCK5n8gyEhp/egOtdsKn13snfrOkpjpngKTcuh/p7rxtECpCg519aRif6 3pW/
muUaRQ4guwd0qCH+iSL/utOfK6pC5ep9ZLrYWRQqi70HAuy3VSPrvx+zYujBucsOw
ybjoGoPK2RtTsYCS5VP/hmRDwg3pzm2lrCw0fsUgR64dzOLCpPeV7ey78XRSalLzM
+cfaeeo7x5(3K74109xgb8rxCV1ts09SI150EcGnOyiax+1scmWw=

=dhx3




----- END PGP SIGNATURE-----

signing_service: ansible-default
version: 1.0.0

version_url:
/api/galaxy/content/published/v3/plugin/ansible/content/published/collections/index/community/lab_collection/

versions/1.0.0/

[rhel@privatehub-01 ~]$

Chuc mirng! Ban da cai dat thanh cong cac bo swu tap da ky tir phién ban trung tam tu dong hoa riéng tuw.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




