[CASE STUDY] Thiét Ké Site Trung Tam SD-WAN C6 Bao Mat: Cai Gia
Cua “An Toan” Khi Dir Liéu Phai Qua Twong Liwra

O céc doanh nghiép L&n, dac biét la khi trién khai SD-WAN theo mé hinh Hub & Spoke, viéc bao vé trung tdm dir

liéu (Data Center) bang Firewall la chuyén hién nhién. Nhung khi bat tay vao thiét k& thuc té, “gai” thém FW giita

cac thanh phan SD-WAN - déac biét giira cEdge va Controllers — lai m& ra mot loat van dé khién nhiéu anh em
phai vd dau. Cung md xé case sau — mot thiét ké phé bién ma nhiéu té chirc dang ap dung:

Kién Tric:

e Cac Controllers (vBond, vSmart, vManage) dugc dat tai On-Prem DC.

o CEdge trung tdm (DC cEdge) két n6i WAN da vung: MPLS1, MPLS2, Metro-E, Internet.

e CEdge nay phai di qua mét cum Firewall DC (DC FW Cluster) trudc khi téi cac Controllers.

e Canh dod la hang loat remote cEdges & cac chi nhanh, két néi vé trung tdm theo moé hinh Hub & Spoke.
(9 Yéu Cau Bao Mat:

1. Toan bd traffic ttr WAN vé Controllers phai qua Firewall.

2. DC cEdge phai thiét lap két ndi TLS véi Controllers trén moi TLOC - day la yéu ciu bat budc dé tunnel
dataplane SD-WAN c6 thé hinh thanh.

/\ Hai Van Bé Ky Thuat Cuc Ky Hay Gap:
X Van dé 1: Khong C6 Route VPNO dén Controllers
e M0&iTLOC ctia DC cEdge (VPNO) khéng c6 tuyén di dén bd diéu khién néu firewall khéng cho phép.

o Ké&t qua: DC cEdge khéng thé thiét lap TLS dén vSmart/vBond/vManage qua cac dudng nay.



Hé qua: Remote cEdges sé khong thé hinh thanh tunnel di¥ liéu SD-WAN duoc.

Giai phap tam: Cho phép remote cEdge thiét lap TLS td&i Controllers thong qua Hub — nhung day la

workaround, khong bén virng.

Van dé 2: TLS/DTLS bi chén b&i ACL ngam

Ngay ca khi cac tunnel tir xa guri TLS/DTLS vé, gbi tin sé bi drop ngdm bdi ACL noi tai trén interface TLOC
cuia DC cEdge.

Ly do? Cisco SD-WAN cé modt implicit ACL trén tat ca TLOC interface, thudng chi cho phép traffic
"expected" (control plane tir DC) di vao.

Né&u khoéng cau hinh ré rang (VD: policy-based access), traffic TLS/DTLS tir remote bi loc sach, khéng bao
16i rd rang.

Bai hoc rut ra:

Khi thiét k& Hub Site c6 Firewall, ching ta phai tinh dén Control Plane Traffic di vong qua firewall: tir
cEdge dén Controllers.

ACL trén interface TLOC clia cEdge can dugc tuy chinh cho phép lwu lwgng TLS/DTLS tir remote néu mo
hinh dung Hub Relay cho control plane.

Pung quén kiém tra k¥ route trong VPNO, day & mdt phan dé bo sét khi firewall filter theo vung mang.

Ban da tirng gap l6i “moi thir déu ding ma van khang hinh thanh BFD/OMP giira remote va hub” chwa?
Rat c6 thé day chinh la nguyén nhén.

Giai thich hién tugng: Vi sao cac Controllers lai “tu két ndi nhau qua IP public”?

Bdi canh:

Ban NAT c4c IP néi bo clia vBond, vSmart, vManage thanh IP Public trén FortiGate dé cac remote cEdge

cO thé két ndi ti Internet.

FortiGate L& thiét bi NAT ngoai, nam gitra DC va Internet.



Piéu thi vi nam & cach ma Cisco SD-WAN controllers tu phat hién va giao ti€p:

e Trong qua trinh khdi tao control plane, mdi Controller sé quang ba TLOC hoac dia chi minh dang dung
vao hé théng (vBond/vSmart thong bao IP cho vManage, va ngugc lai).

o N&u luc nay cac controller thay nhau qua dia chi public, thi thong tin dé sé dugc ghi nhan va dung dé
thiét lap két ndi ndi bo gilra chang.

o Viban NAT ra Internet, nén khi controller 1 két néi controller 2, né khdng "biét" IP private clia controller kia
- chi biét IP public dugc quang ba.

Hé qua: Controller ndm cung site lai ¢6 k&t ndi ldn nhau qua IP Public, ma route dé thi khdng ton tai (vi ndm sau
FortiGate). Day la hanh vi mac dinh do DNS, discovery info, va TLOC advertisement khong dugc ép budc rd IP
ndi bo.

$& Cach 1: Giai phap Hairpin NAT trén Firewall

e Hairpin NAT (loopback NAT) cho phép traffic tir bén trong FortiGate (VD: vSmart) di ra public IP ctia vBond
(cting ndm trong ndi bd), roi FortiGate sé loopback NAT ngugc vé IP private.

o Ki€u NAT nay dudgc goi la “NAT reflection” hodc “U-turn NAT” trong nhiéu tai liéu.
Cau hinh thuong gap trén FortiGate:
e Tao mot policy cho phép traffic tir zone LAN di dén IP public da NAT cuta controller.
« Ap dung NAT policy ngwoc chiéu dé phan hoi ding source IP.
e Battinh nang NAT hairpin hoac enable nat-loopback.
Gagi y cai tién dai han
Ban c6 thé:

1. Tachriéng NAT cho remote cEdge va khéng dung IP public cho céc controller khi cac thiét bi nam cung
DC.

2. Ca&u hinh DNS néi bd cho controller trd vé IP private thay vi IP public.



3. Dung policy-based routing (PBR) hodc SD-WAN policies dé ép controller ndi b chi di theo dudng LAN
(khéng qua NAT).

4. Dung collapse Core (L2,L3 Switching/Routing) trong Data Center.

Tom lai:

Controllers "thdy nhau qua IP public" & vi ban da NAT céc controller va qua trinh control plane discovery clia
Cisco SD-WAN khong phan biét ai la "internal". Cach xr ly ctia ban dung Hairpin NAT la hgp ly, nhung nén danh
gia ky xem c6 can chuyén sang kién tric ndi bd thuan private IP dé tranh complexity trong troubleshooting va

van hanh.



@ CAach 4: Thiét ké Backbone Thu Gon - T6i Uu Hoéa Kién Truc Trung Tam Di¥ Liéu cho
SD-WAN (@

Trong cac trién khai SD-WAN & cap do doanh nghiép, dac biét tai Hub Site trung tdm, mot thach thire L6n la lam
sao dé vira don gian héa thiét k& mang, vira ddm bao tinh linh hoat cao cho chubi dich vu bdo mat va diédu khién

(service chaining). Va giai phap "backbone thu gon" (collapsed backbone) ra doi nhu mét phuong phap day hiéu
qua.

Thiét K& Backbone Thu Gon la gi?

Thay vi phan chia riéng biét tang L2 (access) va L3 (distribution/core), mé hinh Collapsed Backbone Design gop
hai l3p lai thanh mot cap switch tdng hop da nang (L2/L3 aggregation switch), dong vai tro vira dinh tuyén vira
chuyén mach. Day la backbone vat ly va logic duy nhat tai hub, naoi két ndi toan b thiét bj va két ndi WAN.

Tai hub:
o Tatca céc thiét bi nhu Firewall, Edge Router, Controller, Server,... déu két néi vao cap switch L3 HA nay.
e Switch hd tro ca céng L2 va L3 dé hé trg da dang dich vu va phan vung VLAN.

e Backbone dugc goi la "thu gon" vi khéng con su phan l&p truyén théng ma van dam bao kha ndng scale va
resilience thong qua cap switch HA.

Chubi Dich Vu (Service Chain) — VLAN & Bao Mat

Thiét k& backbone thu gon cho phép tao ra cac chudi dich vu ndi tuyén (inline) bdng VLAN. Duéi day la 2 use-case
phd bién:

1 1.TLS/DTLS Service Chain - Hub Edge — Firewall — Controllers

« Danh cho két n8i control plane gi(ra Edge va céc thiét bi diéu khién (controller).



Giao tiép dugc méa hda qua TLS hoéc DTLS.
Chubi dich vu dinh tuyé&n VLAN gém:
o VLAN20: két noi Edge dén Firewall (Gig1)
o VLANZ20: tiép tuc tir DMZ cta Firewall

o VLAN10: tir Inside cua Firewall dén Controller (Gig0)

VLAN dugc dung dé xac dinh luong dich vu rd rang va cach ly bao mét.

2. IPsec Service Chain - Hub Edge — Firewall — Internet

Danh cho data plane di tr Remote Edge qua Firewall trudc khi ra Internet.
Cac VLAN dudgc dinh nghia nhu sau:

o VLAN20: két noi tir Edge (Gig1) dén Firewall DMZ

o VLAN11: két ndi tlr Outside cua Firewall ra Internet thong qua ISP

SVI 11 (Switch Virtual Interface) dai dién cho gateway dinh tuyén dén ISP.

Diéu nay giup thuc thi chinh sach NAT, IDS/IPS, DLP,... trude khi IPsec tunnel dugc thiét lap qua Internet.

Loi ich Thiét K&

1.

2.

Giam chi phi thiét bi — Khong can phan l3p access/distribution riéng biét.

Pon gian héa quan ly — Tap trung cau hinh tai 2 switch backbone chinh.

. Téi wu bao mat theo chudi VLAN - Hb trg dé dang cho céc service chain bao mat néi tuyén.

H6 tro da dich vu WAN - Internet, MPLS1, MPLS2, Metro-E,... déu két ndi dugc truc tiép qua L3 interface.

Kha nang chiju l6i cao - V&i md hinh HA (high availability) trén c&p switch backbone.



Két luan

Collapsed backbone khéng chi la mot luwa chon "cat gidm chi phi", ma la xu hwéng thiét ké théng minh cho céc
t6 chirc dang chuyén dich sang kién tric SD-WAN hién dai, dac biét la khi can tich hop sau cac chudi dich vu bao
mat, kiém sodt truy cap, va gidam sat hiéu nang.

Né&u ban dang thiét k& Hub Site cho SD-WAN, hay cadn nhdc md hinh nay. Va dirng quén — VLAN va céc interface
40 (SVI) la “vi khi chién lugc” dé xay chudi bdo mat trong SD-WAN fabric!



Céch dung SDWAN Policy

SD-WAN (SD-WAN Policies) dé ép traffic giira cac controller ndi bd chi di qua duéng LAN, khéng qua IP Public
hay NAT. Day (3 mot gidi phap “chuan chinh” hon so véi Hairpin NAT, vi ta kiém soat dudng di chia luwu lugng ngay
tir thiét bj SD-WAN, tranh lé thudc vao firewall. Sau day 14 hudng dan chi tiét va cac luu y khi trién khai.

Muc tiéu

Céc controller nhu vBond, vSmart, vManage dang nam trong cing mot DC (hodc cung site), nhung do bi NAT ra
Public IP, nén ching c8 gang két ndi véi nhau bang IP public qua Internet.

Gig ta muén:
o Céc controller giao ti€p ndi bd qua IP private

e SD-WAN cEdge tai DC route dung traffic ndéi bé controller qua LAN interface, bé qua tunnel TLOC va
NAT

Hudng trién khai
1. Tao Localized Data Policy hoac Centralized Control Policy
Chinh sach nay dung dé ép traffic di theo dudng mong mudn (direct LAN route thay vi qua TLOC).

Véi mé hinh Hub Site c6 vEdge/cEdge tai DC, ban nén dung Centralized Control Policy dé dam bao tinh déng
b

O

2. Tao SLA Class hodc TLOC Preference (tuy yéu cau)

Tuy nhién, trong trudng hgp nay, ta khéng can SLA Tracking, ma chi cadn Match + Action Forward cu thé theo
interface LAN.



3. Cau hinh Match cho controller IP ndi bd
Gia s IP private cac controller:
e VvManage: 10.1.1.1
e vSmart: 10.1.1.2
e vBond:10.1.1.3
Ban c6 thé match nhu sau:
control-policy LAN-Controller-Only
sequence 10

match

source-data-prefix 10.1.1.0/24

destination-data-prefix 10.1.1.0/24

action accept

default-action reject
Muc tiéu: chi cho phép control plane traffic gitra cac controller n6i bd di qua dudng private IP.

4. Gan Policy vao Site/Device phu hop

apply-policy
control-policy LAN-Controller-Only direction inbound

Chi can gan tai site chira cac controller, khong can propagate toan bé remote edge.



@ Ky thuat nang cao: Dung data-policy dé diéu khién flow di ra ngoai

Né&u ban dang dung céc controller chay trong container (VD: vManage docker trong UCS), ban c6 thé két hop:
o Data-Policy: dé x(r ly ca traffic data di tlr controller ra ngoai
o TLOC route preference: dé ép traffic khdng bao gi& chon TLOC ra Internet/public

Lwuy:

1. Ban chat Discovery vBond van thay IP Public do n6é dang NAT — nén ban cé thé can ép lai IP quang ba
bang l&énh:

system-ip 10.1.1.1
vbond 10.1.1.3 local

2. Néu da publish DNS record tré vé IP public, can can nhac sira lai ban ghi DNS ndi b dé cac controller
resolve dung IP private.

Lgi ich khilam theo cach nay:
o Khoéng can Hairpin NAT - tranh tao dependency vao Fortigate.
e Controller luén sir dung duwdng LAN ndi bd 8n dinh, téc dé cao, khdng bi delay do tunnel qua WAN.

o Dé quan ly, scale-out khi ban dung nhiéu controller (HA/Cluster).

& Muc tiéu
e VvManage: 10.1.1.1
e VvSmart:10.1.1.2

e vBond:10.1.1.3



Traffic gilra cac controller nay phai di ndi bé qua LAN tai site DC.

== Cau hinh Control Policy ép route ndi bo
Buwdc 1: Tao prefix-list cac IP private controller
vEdge(config)# policy

vEdge(config-policy)# prefix-list CONTROLLER-LOCAL
vEdge(config-prefix-list)# ip-prefix 10.1.1.0/24

vEdge(config-prefix-list)# exit

Buéc 2: Tao Control Policy cho control-plane
vEdge(config-policy)# control-policy FORCE-LAN-CTRL
vEdge(config-control-policy)# sequence 10
vEdge(config-sequence)# match

vEdge(config-match)# source-data-prefix CONTROLLER-LOCAL
vEdge(config-match)# destination-data-prefix CONTROLLER-LOCAL
vEdge(config-match)# exit

vEdge(config-sequence)# action accept

vEdge(config-sequence)# exit

vEdge(config-control-policy)# default-action reject

vEdge(config-control-policy)# exit



Buéc 3: Ap dung policy tai site DC (site chi¥a controllers)

Gia slr site ctia ban la site ID 100 (xem v&i show sdwan system status)
vEdge(config-policy)# apply-policy

vEdge(config-apply-policy)# site-list DC-SITE
vEdge(config-apply-policy-site-list)# site-id 100
vEdge(config-apply-policy-site-list)# exit

vEdge(config-apply-policy)# control-policy FORCE-LAN-CTRL direction inbound
vEdge(config-apply-policy)# exit

vEdge(config-policy)# exit

Kiém tra lai

Sau khi commit c4u hinh (commit and-quit), ban cé thé kiém tra:
show policy from-vsmart control local-applications

Hod&c kiém tra routing thuc té:

show ip route vpn 010.1.1.0/24

Dam bao rang route t6i cac IP controller |3 qua interface LAN ch( khéng phai TLOC tunnel hoac IP public.



Cach dung DNS ndi bd dé ép cac Controller (vBond, vSmart,
vManage) giao tiép vdi nhau qua IP private,

tranh viéc bj “bat tay nhau qua IP Public” nhu ban dang gap phai.

Vi sao duing DNS néi b lai hiéu qua?

Trong Cisco SD-WAN, controller discovery vdA communication c6 thé dua vao DNS hostname, dac biét la vdi
vBond khi khdi tao két néi.

Né&u DNS tra vé IP public (do ghi & ngoai Internet), thi cac controller va thiét bi remote sé két ndi qua IP d6 —

ké ca khi ban dang & cung site.

Néu ban kiém soat DNS, ban c6 thé lam cho c4c thiét bj trong ndi bd resolve hostname controller vé IP

private, tir d6 tranh viéc di qua NAT/public.

& M6 hinh ly tudng:
Gia sur:
e vbond.sdwan.local > IP public: 203.0.113.10 (ban ghi ngoai Internet)

e |P private that su ctia vBond tai DC: 10.1.1.3



€& Cach trién khai DNS ndi bo

1. Trién khai mét DNS ndi bé (Internal DNS Server)
o Cb6thé dung Windows Server, dich vu DNS trén Firewall, hodc may Linux v&i bind9, dnsmasaq,...
e Tao cac ban ghi DNS cho cac hostname controller:

vbond.sdwan.local A 10.1.1.3

vsmart.sdwan.local A 10.1.1.2

vmanage.sdwan.local A 10.1.1.1

@© Trén DNS n6i b6 - cac ban ghi hostname controller sé tra vé IP ndi bo.

2. Cau hinh thiét bi trong ndi bé DC dung DNS noi bo

D4i véi Controller (vBond, vSmart, vManage):
e Truy cép Linux shell (vshell) néu dung ban dang I1SO.
e Strafile /etc/resolv.conf ho&dc cdu hinh DHCP n6i b cap DNS server ndi bo.
e Kiém tra:

ping vbond.sdwan.local

Travé IP 10.1.1.3 la thanh cong.

3. Trén cac cEdge hoac vEdge tai DC:

Ban ciling can thiét bi SD-WAN trong ndi bd sr dung DNS ndi bo.



vpn O

dns 10.1.1.10 !IP cua DNS ndi bd
Hoac trong cau hinh hé thong:
system

host-name dc-cedge

site-id 100

system-ip 10.0.0.1
organization-name "vnpro"

vbond vbond.sdwan.local local

> Khi resolve vbond.sdwan.local, thiét bi sé dung IP 10.1.1.3 2 di ndi bd, khéng can NAT.

Uu diém
o Khéng phu thudc vao Hairpin NAT hoac diéu chinh ACL phtc tap.
e Gilr dung m6 hinh SD-WAN v&i kha nang mé rong tot.

e Tach biét remote site (xai DNS public) va DC ndi bo (xai DNS ndi) m6t cach sach sé.

Né&u dung chung DNS noi va DNS public?

Ban c6 thé dung:
e Split Horizon DNS: Cung 1 hostname, DNS noi tra vé IP private, DNS ngoai tra vé IP public.
o Trén FortiGate hodc Router c6 thé tao DNS override hodc DNS forwarding theo zone.

e NE&u dungvManage cluster, hdy dam bao cac node déu resolve hostname cluster IP vé IP néi bé.



e Vdicac hé théng hybrid cloud, ban c6 thé dung DNS conditional forwarding: Néu truy van *.sdwan.local »
forward vé DNS néi.



