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LAB : Active Directory Domain Service

CAI DAT VA CAU HINH ADDS

PDC - ADC

Net
1
R

=1 p=> —

B sw
W PC1_PDC B PC_ADC
192.168.1.100 192.168.1.200
(&9 0)
' ! Password: Test123
mpc2 mPG
192.168.1.10 192.168.1.20

A. YEU CAU:

- Cai dat dich vu ADDS trén may PCO1:
Tao Domain Group va Domain User

- PC client tham gia vao domain d3 cau hinh & PCO1

- Cai dat Additional Domain Controller trén Server th& 2
(PCO6)

B. CHUAN B|:
+ PCO1: Windows Server 2016 dé cai ADDS (D3 cai dich vu DNS)
+ PC02 & PC03: Windows 10 dé join vao domain.
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+ PC06: Windows Server 2016 (D3 cai dich vu DNS -

Alternate DNS Server ) déng vai tro Additional Domain Controller
THUC HIEN:
PHAN 1: CAI PAT ADDS TREN WINSERVER

B1. M& Server Manager, vao menu Manage, chon Add Roles and Features
B2. Man hinh Welcome =  Next

B3. Man hinh Select installation type = Chon Role-based or feature-based installation

- Next
B Add Roles and Features Wizard (== [T
Select installation type S
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

w

erver Selection

(_) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

o e

B4. Man hinh Select destination server, gitt nhu mac dinh > Next

B5. Man hinh Select server roles, ddnh dau chon vao 6 Active Directory Domain Services

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnprol149
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= Add Roles and Features Wizard — ] X

DESTINATICM SERVER

Select server roles beor zm0z urpro
Before You Begin Select one or more roles to install en the selected server.
Installation Type Roles Deseription

Server Selection N i ) . . ) .
_ [] Active Directory Certificate Services - Active Directory Domain Services

es Active Directory Domain Service: (AD DS) stores information about
] Active Directory Federation Services objects on the network and makes

Server Rol

Feanras [] Active Directory Lightweight Directory Services this infermation a?.ra_l\able to users

AD DS [ Active Directory Rights Management Services and network administrators, F\D Ds

- ] Device Health Attestation uses domain contrellers to give

Canfirmation ] DHCP Server network users access to permitted
| DNS Server (Installed) resources anywhere an the network
[] Fax Server through a single logon process.

[m] File and Storage Services (1 of 12 installed)
Host Guardian Service

] Hyper-V

[ MultiPoint Services

] Metwork Controller

] Metwork Policy and Access Services

] Print and Dacument Services

[] Remate Access

[] Remote Desktop Services

[ volume Activation Services

] Web Server {IIS)

< Previ Mext

B6. Tai clra s6 Confirmation, click vao Install dé cai dat

= Add Roles and Features Wizard — Od X

DESTINATIOM SERVER

Confirm installation selections PCD123002 vrgeo

Before You Bagin To install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

wer Roles k
Server foles their check boxes.
Featuras

AD DS Active Directory Domain Services

Group Policy Management
Remote Server Administration Toals
Role Administration Tools
AD DS and AD LDS Teols

Active Directory module for Windows PowerShell

AD DS Toals
Active Directory Administratrve Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

< Previous Next > ‘ Instal\h ‘ | Cancel |

B8. Tai ctra s0 Results, sau khi qué trinh cai dat hoan thanh click vao Promote this server to a
domain controller

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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= Add Roles and Festures Wizard — ] 4

|ﬂ5ta“at]om pr[}g ress DESTIMATION SERVER

PCON.23th02 vnpro

View installation progress

“ Feature installation

Configuration required. Installation succeeded on PC0O1.23th02.vnpro.

Active Directory Domain Services -
Additional steps are required to make this machine a damain controller.

Promote this server to a domfm controller
oroup P oy Hanagement

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD D3 Snap-Ins and Command-Line Tools

You <an close this wizard without interrupting running tasks. View task progress or open this
1] page again by chicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext > Close Cancel

B9. Tick vao Add a new forest 2 Nhap tén domain ( vi du /ma lép hoc/. VNPRO) ->Next
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2 Active Directory Domain Services Configuration Wizard - O *

TARGET SERVER
srv

Deployment Configuration

Deployment Configuration

Select the deployment operation
Domain Centreller Options

)i Add a domain controller to an existing domain

() Add a new domain to an existing forest

® Add a new forest

Specify the domain informatien for this operation

Root domain name: 23THO2VMNPRO

More about deployment configurations

< Previous Mext > Install Cancel

B10. Nhap Password khéi phuc 2 VnPro@123 - Next

[ Active Directory Domain Services Configuration Wizard — ] X
. . TARGET SERVER
Domain Controller Options PCO123th02 wnpro

Deployment Configuration

Select functional level of the new forest and root domain
Domain Contreller Opticns

o Forest functional level: Windows Server 2016 )
DNS Options

Additional Cptions Domain functional level: Windows Server 2016 v

Paths

Specify domain contraller capabilities

| Damain Name System [DNS) server
| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: ssseseses

Canfirm password:

Mare about domain contreller options

B11. Tai cira s6 DNS Options, chon Next

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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[ Active Directory Domain Services Configuration Wizard - O X

DNS Options TARGET SERVER

PC01.23th02.wvnpro

Deployment Configuration . . .
Specify DNS delegation options

] Create DNS delegation

Domain Controller Options

Additional Options [k
Paths
Review Options

Frarequisites Chack

More about DNS delegation

‘ < Previous || Mext > |

Cancel

Install
B12. Chon Next cho tdi ctra s6 Prerequisites Check = Install
[z Active Directory Domain Services Configuration Wizard - a x
- - TARGET SERVER
Prerequisites Check PCOT.23th02.vrpro

| & All prerequisite checks passed successfully, Click 'Install’ to begin installation. Show mare ®

Deployment Configuration . . N . L .
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domgzin Controller Options computer
DNS Options Rerun prerequisites check
Additional Cptions
Paths @ View results
'

Windows Server 2016 domain controllers have a default for the security setting namead
"Allow cryptography algorithms compatible with Windows NT 4.0% that prevents weaker
cryptography algorithms when establishing security channel sessions.

Review Cptions

For more infarmation about this setting, see Knowledge Base article 942564 (http://
go microsoft.com/fwlink/?Linkld=104751).

D FPrerequisites Check Completed
e All prerequisite checks passed successfully. Click 'Install’ to begin installation.

1, Hyou click Install, the server automatically reboots at the end of the prometion operation.

Mere about prerequisites

< Previous Next > | Install [}H Cancel |

B13. Sau khi may duwoc Restart, m& Control Panel >  Network and Sharing Center, chon
Change Adapter Settings. Chudt phai [én card LAN, chon Properties = Chon Internet Protocol
Version 4 (TCP/IPv4) = Nhéan Properties.
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i Networking ‘

Connect uaing:
&¥ Intel(R) 82574L Gigabit Network Connection

This connection uses the following tems:

¥ 9% Client for Microsoft Networks

¥l JB1 Fiie and Printer Sharing for Microsoft Networks
45} QoS Packet Scheduler

4. Microsoft Network Adapter Multiplexor Protocol
-4 Link-Layer Topology Discovery Mapper /0 Driver
4. Link-Layer Topology Discovery Responder

KKKROX

Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks

Lok [[ Conca |

B14. O muc Preferred DNS Server, trd vé IP cdia chinh minh &> OK

Internet Protocel Version 4 (TCP/1Pwd) Properties >
General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
far the appropriate IP cettings.

(") Obtain an IF address automatically
(®) Use the following TP address:

IP address: 192 . 168 . 1 . 100
Subnet mask: 255,255,255 . 0
Default gatewsy: 192,168, 1 . 1

Obtain DNS server address automatcally
(®) Use the following DNS server addresses:
Preferred DNS server: 192 . 168 . 1 . 100|

Alternate DNS server:

|

[ validate settings upon exit Advanced...

QI h‘- Cancel

PHAN 2: Join Workstation vao Domain Controller (Thwc hién trén PC02 & PC03)

B1. Click chudt phai vao This PC - Properties

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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Open

Pin to Quick access

Manage

Pin to Start

Map network drive...

Digconnect network drive...

Create shortcut
Delete

Rename

Control P Properties

B2. Tai muc Computer name, domain, and workgroup settings = Change Settings

B3. Chon Change

Systern Properties X
Computer Name  Hardware Advanced System Protection Remote

[:a Windows uses the following information to identify your computer
= on the netwark.

Computer description: “

For example: "Kitchen Computer” or ' Mary's

Computer™.
Full computer name: PCDZ2 23th02 vnpro
Worlcgroup WORKGROUP
To use a wizard to join a domain or workgroup, click Network 1D
Netwark ID. el
To rename this computer or change its domain or -
warkgroup, click Change. e *

Cancel Feply

B4. Tick chon Domain = Nhép tén Domain da tao trén WinServer »23TH02.VNPRO ->OK

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/
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Computer Mame/Domain Changes o

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:

PCO2 [x

Full computer name:
PC02.23th02 wnpro

Mare...
Member of
(®) Domain:

() Waorkgroup:
WORKGROUP

OK Cancel

B5. Nhap Username/Password tai khoan quan tri = Administrator / Test123 - OK

Windows Security

Computer Name/Domain Changes

Enter the name and password of an account with permission
to join the domain.

™
L

Administrator

LA L L2 R R G

Domain: 23THO2Z.VNPRO

oK Cancel

B6. Man hinh xuat hién thong bao join vao domain thanh céng = Restart may

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnprol149
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Computer Name/Domain Changes Xk

E

[}o Welcome to the 23THOZVMPRO domain. )
OK

B7. Thuc hi¢n twong tu cho PC03

PHAN 3: CAI PAT ADDITIONAL DOMAIN CONTROLLER

B1 - BS8: Tuong ty ¢ Phan 1

B9. Tick vao Add a domain controller to an existing domain

[ Active Directory Domain Services Configuration Wizard — O X
r - TARGET SERVER
Deployment Configuration PC06.23th02.vnpro

Deployment Configuration

Select the deployment operation

® Add a domain controller to an existing domain
) Add a new domain to an existing forest
) Add a new forest

specify the domain information for this operation

Domain: " Select...

Supply the credentials to perform this operation

<No credentials provided»

More about deployment configurations

< Previous Next > Install Cancel

B10. Nhap domain MCSA.VNPRO - Chon Select = Nhap tai khoan Administrator / Test123
- Chon Domain = OK = Next

www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnprol149
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Windows Security H

Computer Name/Domain Changes

Enter the name and password of an account with permission
to join the domain.

M
L

Administrator

LL L L AR R o

Domain: 23THO2.VNPRO

QK Cancel

B11. Nhéap Password khoi phuc 2 VnPro@123 - Next

& Active Directory Domain Services Configuration Wizard — m] x

- - -~ . TARGET SERVER
Domain Controller Options

PC06.23th02.vnpro
Deployment Configuration 3 . - .
- Specify domain controller capabilities and site information
Domain Controller Options
+| Domain Name System (DNS) server
NS Options
oo =i Global Catalog {GC)
Additional Options [] Read only domain controller (RODC)
Paths Site name: Default-First-Site-Name | ¥
Review Options
Type the Directory Services Restore Made (DSRM) password
Password: sssssssss
Confirm password: ssssvsesns
More about domain controller options
[ Breviews | [ nonsly | etal

B12. Muyc Additional Options = Chon Any domain controller

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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2F;'. Active Directory Domain Services Configuration Wizard

Additional Options

(W] x

TARGET SERVER
PC06.23th02.vnpro

Deployment Configuration i i i
Specify Install From Media (IFM) Options
Domain Controller Cptions
{ ] Install from media

Options
Additional Opt Specify additional replication options
Paths Replicate from: Any domain controller
Review Cptions
Prereq Check

More about additional options

‘ < Previous ‘ ‘ Next >

B13. Cac muc con lai chon Next va Install dé cai dat

B14. Sau khi méy dugc Restart, chinh lai dia chi Alternate DNS Server

Cancel

F

or

<« Metwork and Internet » MNetwork and Sharing Center v @

Wiew wanir hacic netwarlk infarmation and set)
S - e |

Control Panel Home

Search Control Panel

inconnections

E Mo Internet access

Change adapter settings |
Change advanced sharing Networking 1
settings i 1= ["3 Ethernet

q Internet Protocol Version 4 (TCP/IPv) Properties *

General
TH You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

i far the appropriate I[P settings.

i

E () Obtain an IP address automatically

i @i -

[ IP addres: 192,168 . 1 ., 150

! Subret mask: 255,255 .255. 0

4

Default gateway: 192,168, 1 . 1
Obtain DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: 192 . 1683 . 1 . 100

See also Alternate DS server: 192 . 168 . 1 . 150
Internet Options
Windows Firewall [[validate settings upon exit Adyanced...

Cancel

ccess point.

tion.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnprol149
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PHAN 4: TAO DOMAIN GROUP VA DOMAIN USER (PC01 — Primary ADDS)

B1. Vao Server Manager - Tools = Active Directory Domains and Trusts

B8 QEMU (Winserver) - o X
aMBZa U000 1021527.21
Fa Server Manager - a x

r

Active Directory Administrative Center
Active Directory Domains and Trusts N
Active Directory Module for Windows PowetShell
Active Directory Sites and Services

-@ |

Manage Tools  View  Help

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

o Configure this local servj

fant Computer Management

Dashboard
Local Server
Active Directory Users and Computers
ADSI Edit

Component Services

i
& All Servers
&l AD DS

& DNs QUICK START

¥& File and Storage Services b Add ¢ Defragment and Optimize Drives
DHCP

Disk Cleanup

DNS

Event Viewer

WHAT'S NEW

Group Policy Management
iSCSl Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)

oles:3 | Servergroups:1 | Servers total; 1
Performance Monitor
i@ ADDs 1 2 DNS Print Management
Resource Monitor
@ Manageability @ Manageability Services
Events Events System Configuration
Services e System Information
Task Scheduler
Porformance Performance Windows Firewall with Advanced Security
BPA results BPA results Windows Memory Diagnostic

Windows PowerShell

B2. Click chu6t phai vao Server - Manage

;': Active Directory Domains and Trusts
File  Acton Mew Help
=@ ==

&8 Active Directory Domains and Trust|| pame

23THOZ o
& Manage

Raise Dorr%n Functional Level...

Type

There are no items to show in this view.

View »
Export List...
Properties

Help

B3. Tai cira s6 Active Directory Users and Computer, chudt phai vao Server > New = Group

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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. Active Directory Users and Computers = ] >
File Action View Help

o Am A= HmM T rYE.

O Active Directory Users and Com|| pame Type Description
_.J 3;;::_‘?::::‘5'\ 7 Builtin builtinDomain
= Delegate Contral... tainer Default container for up...
Find snizational... Default container for do...
tainer Default container for sec...

Change Domain...

tainer Default container for ma...

B e tainer Default container for up...
Raise domain functional level...
QOperations Masters..,
New ] Computer
All Tasks > Contact
View » Group

InetOrgPerson %
BEs . msDS-ShadowPrincipalContainer
Export List... melmaging-PSPs
Properties MSMQ Queue Alias
Help Organizational Unit

Printer

User

N * Shared Folder

Create a new object...

B4. Nhép tén Group - OK

L\;:lew Object - Group bt

3.% Createin:  23THO2.VNPRO/

Group name:
‘ 2ITHO2 |

Group name (pre-Windows 2000):

23THOZ |
Group scope Group type

() Domain local (®) Security

(®) Global () Distribution

() Universal

T

B5. Tai cira s6 Active Directory Users and Computer, chudt phai vao Server & New > User

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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] Active Directory Users and Computers

— O >
Eile Action View Help
= AHE Oz HE TaETaw
] Active Directory Users and Com|| Name Type Description
; :‘;’;:"0?:::1‘:” = Builtin builtinDomain
~ B " .
| Buil Delegate Control... iner Default container for up...
- izational... Default containerfordo...
[ Con Find... N R
=1 Don : iner Default container for sec...
. = Fore Change Dnmafn... iner Default container for ma...
“ Mar Change Domain Controller... iner Default container for up...
1 User Raise domain functional level... ty Group...
Operations Masters...
New - Computer
All Tasks > Contact
View > Group
InetCrgPerson
e . msDS-ShadowPrincipalContainer
il mslmaging-PSPs
Properties MSMQ Queue Alias
Help Organizational Unit
Printer
User
L€ ’ Shared Fdtder
Create a new object...
A r \ A .
B6. Nhap cac truong thong tin - Next
I;:me Object - User bt
& Cresten: 23THO2ZWVNPROS
First name: |\ﬁd Due Initials:
Last name: |T-u-| |
Full name: |‘.|’|Et Duc Tran |
User logon name:
| VietDuc | | @23THo2.vNPRO ~
Usear logon name jpre-VWindows 2000):
|23 THOZ | Viet Duc |
<Back | Net> | | Cancel

B7. Nhap Password cho user 2 VnPro@123 - Chon céc tiy chon Password hoac v6 hiéu hoa

user (¢ day minh lam dang lam test nén chon Iuén User cannot change password ) = Next
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wm Object - User bt

& Crestein:  23THOZ2 VNPROYS

Password- |---¢¢---¢a- |

CI:I"I‘I‘I‘I mwﬂrd. |Irr---"--' |

[] User must change password at nesd logon
[+ User cannot change password

[[] Account is dizablad

< Back Cancsl

B8. Kiém tra lai thong tin user = Finish

Mew Object - User bt

& Createin: 23THOZ2 VNPROS

VWhen you dick Rnish, the following object will be created.

Full name: Viet Duc Tran
User logon name: Viel Duc@23THIZ VNPRO

The user cannot change the passwond.

<Bock [ Fneh 7] | Cancsl

B9. Quay tro lai PC02 = Chon Other User = Nhap User/Pass vira tao

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

TRUNG TAM TIN HQC VNPRO

\ nj P J@ PC: 276 - 278 Ung Vin Khiém, P.25, Q.Binh Thanh, Tp H Chi Minh
JNrro

DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Sign in to: 23THO2

How do | sign in to another domain?

2 user

R Other user

on Oy

Share View 0

Home

4N » ThisPC » LocalDisk (C:) » Users v 0 Search Users L0
Name Date modified Type Size
# Quick access
| defaultuserD 11 PM  File folder
Bl Desktop ‘ , : : ;
’ Public 2/27/2018 5:47 PM  File folder
‘ Downloads X TR
user ! File folder
| Documents - VietDuc 0/12/2023 2:13 AM__ File folder
82 User Accounts — (m] X
™ 88 > Control Panel > User Accounts » User Accounts v B Search Control Pane 0

Control Panel Heme .
Make changes to your user account

Manage your credentials

¢ changes to my account in PC settingd

Manage your file encryption

certificates .
Viet Duc Tran

G Change User Account Control settings
23THO2\VietDuc

G Configure advanced user
profile properties & Manage User Accounts

Change my environment
variables

To change your password, press Ctrl+Alt+Del and select Change a password.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnprol149
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B11. Quay tr¢ lai Additional DC (PC06), vao Server Manager Server Manager = Tools =
Active Directory Domains and Trusts = Click chudt phai vao Server - Manage

b=
E*Y

File Action View Help

o Pl

| Active Directory Users and Computers - m] x

F Activel
3 231 File Action View Help |

el pE oz BEm tatarEl

] Active Directory Users and Com | | Name Type Description
e Saved Quenss *23TH02 Security Group...
~ — 71 Builtin builtinDomain
. g:l,l.::mm -l Computers Container Defasult container for up...
;__ Dormain Contrallers Al Demain Con.. Organizational... Default container for de...
ForeignSecuntyPrincipals | ForeignSecu... Container Default container for sec...
| Managed Se... Centainer Default container fer ma...

| Managed Service Accour -
Users Users Containes Default container for ug.

a Viet Duc Tran  User

Ta thdy dugc group va user trén Primary DC d4 duogc dong bo sang ADC

PHAN 5: Cac ciu Iénh PowerShell lién quan

- Di chuyén domain master roles tir Main DC sang Addition DC, nham gidm workloads ma Main DC phai
thuc hién

Thuwc hién:
- Trén Main DC -> Open Powershell
# Transfer RID Master Role

Move-ADDirectoryServerOperationMasterRole -ldentity <tén mdy Add DC> -OperationMasterRole
RIDMaster

# Transfer PDC Emulator Role

Move-ADDirectoryServerOperationMasterRole -ldentity <tén mdy Add DC> -OperationMasterRole
PDCEmulator

# Transfer Infrastructure Master Role

Move-ADDirectoryServerOperationMasterRole -ldentity <tén mdy Add DC> -OperationMasterRole
InfrastructureMaster
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