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Dung Python ldy danh sach théng tin cac thiét bi trong fabric SD-WAN ciia Cisco

1. Mo ta:
e Hoc vién thuc hig}n két‘n(‘)i dén Sandbox SD-WAN (vManage), viét code dé lay danh sach
thong tin cac thi€t bi bang ngdn nglt Python.
e May PC phai dap tmg yéu cau di cai dat tram 1am viéc cho developer.
2. Yéu clu ki thuit:
e (ai dat thu vién requests, tabulate, click trén may tinh.
e Kétndi dén Sandbox SD-WAN (https://sandboxsdwan.cisco.com:8443/)
e Viét code bang Python thyc hién yéu cau:
» Ding nhap va xac thuc
» GET requests, POST requests

» LAy danh sach thong tin cac thiét bi trong Controller
3. Cac buwéc thyc hién:
Buéce 1: Cai dat thu vién

- Bam t6 hop phim Win+R dé chay cmd
- Trong man hinh cmd go : python —m pip install requests tabulate click —user

C:\Users\TuanHoanh>py -m pip install requests tabulate click --user
Collecting requests

Using cached https://files.pythonhosted.org/packages/1a/70/1935c770cb3be6e3a8b78ced23d7e0f3b187f5cbfab4749523ed65d7c9b)
1/requests-2.23.0-py2.py3-none-any.whl
Collecting tabulate

Using cached https://files.pythonhosted.org/packages/c4/14/770ae938599015a19a91431163d262182d3203662ea2b5739d0fcfcO80f
1/tabulate-0.8.7-py3-none-any.whl
Collecting click

Using cached https://files.pythonhosted.org/packages/dd/c0/4d8f43a9b16e289136478422031b8a63b54b6ac3blba605d602f10dd54d
6/click-7.1.1-py2.py3-none-any.whl
Requirement already satisfied: certifi>=2017.4.17 in c:\users\tuanhoanh\appdata\roaming\python\python37\site-packages (f
rom requests) (2019.9.11)
Requirement already satisfied: idna<3,>=2.5 in c:\users\tuanhoanh\appdata\roaming\python\python37\site-packages (from re|
quests) (2.8)
Requirement already satisfied: chardet<4,>=3.0.2 in c:\users\tuanhoanh\appdata\roaming\python\python37\site-packages (fr
om requests) (3.0.4)
Requirement already satisfied: urllib3!=1.25.0,!=1.25.1,<1.26,>=1.21.1 in c:\users\tuanhoanh\appdata\roaming\python\pyth
on37\site-packages (from requests) (1.25.6)
Installing collected packages: requests, tabulate, click

Successfully installed click-7.1.1 requests-2.23.0 tabulate-0.8.7

Budre 2: Viét code ding nhip va xac thuc

Import cac thu vién can thiét va tit canh bao

import requests

import sys

import json

import click

from tabulate import tabulate
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import SD. WAN_INFO

requests.packages.urllib3.disable warnings()

Tao file SD_ WAN_INFO.py chira thong tin két ndi va thong tin dang nhap, ghi cac thong tin
nhu hinh dudi, sau d6 luu lai va dong file

|IP = "sandboxsdwan.cisco.com"
USERNAME = "devnetuser
PASSWORD = "Ciscol23!"

Tré vé file trude, ta khai bao cac thong tin cia Sandbox SD-WAN, cac bién
SDWAN_IP,USERNAME,PASSWORD s& ldy gia tri tir file SD_ WAN.py di tao & trén.

SDWAN IP =SD WAN_INFO.IP
SDWAN_USERNAME = SD_WAN_INFO.USERNAME
SDWAN PASSWORD =SD_WAN INFO.PASSWORD

Tiép theo ching ta s& tao mot class rest_api_lib va tao contructor _ init _ cua class (luu ¥ ngoai
cac tham s6 truyén vao chiing ta luon phai thém self dai dién cho instance cia class va véi no
chung ta c6 thé két ndi dén cac thudc tinh va phuong thirc cua class do.

class rest_api_lib:
def init (self, vmanage ip, username, password):
self.vmanage ip = vmanage ip
self.session = {}
self.login(self.vmanage ip, username, password)

Dinh nghia phuong thirc login va khai bao login_url

def login(self, vmanage ip, username, password):
"""Login to vmanage"""
base url str = 'https://%s:8443/'%vmanage ip
login_action ='/j_security check’
login url = base url str + login action

Khai bdo login_data chira username va password dé guri 1én xac thuc

| login data = {'j username' : username, j password' : password}

Chung ta s& dung phuong thirc session tir thu vién request dé tao mot phién 1am viéc méi, trong
phién 1am viéc vira tao d6 guri yéu cau post dé dua thong tin dén login_url.

sess = requests.session()
login_response = sess.post(url=login_url, data=login_data, verify=False)

Pé dam bao xéac thuc thanh cong ching ta s& kiém tra ndi dung tra vé va néu nodi dung tra vé co
tag <html/> thi nghia 14 dang nhép that bai. Néu muén xem ding nhap thit bai thi noi dung tra vé
s& nhu thi stra lai mat khau va bo dau # dau dong cua doan code dudi nay.

| if b'<htmI>' in login response.content:
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print ("Login Failed")
#print(login_response.content)
sys.exit(0)

Gan session sess vao lam gia tri ciia thuQc tinh session cua class

self.session[vmanage ip] = sess

Buéc 3: Viét code GET requests

Dinh nghia phuong thirc get_request, trong ddy chung ta s& phai tao mot url méi, tham sé api
truyén vao tily muc dich sir dung nén chiing ta s& ding %s dé url c6 thé thay d6i dé dang. Ta s&
ding tiép session vira duoc xac thuc thanh cong dé goi cac API tiép theo ma khong can phai giri
kém theo username, password; get dé guri yéu cau 1én server va nhén 1oi dap lai, sau d6 gin
thong tin tir 101 d4p lai vao bién response. Dé 1dy dir liéu, ta s& dung response.content gin vao
bién data va day ciing 13 gia trj tra vé clia phuong thirc get_request nay.

def get request(self, api):
url = "https://%s:8443/dataservice/%s"%(self.vmanage ip, api)

response = self.session[self.vmanage ip].get(url, verify=False)
data = response.content
return data

Buérc 4: Viét code POST requests

Phuong thirc post_request ndy twong tu vdi phuong thitc get request & trén nhung khac & chd
post dung dé gtri yéu cau tao tai nguyén moi trén server. Va c6 thém tham sb dau vao 1a payload
va headers. Payload 13 noi s& chira dung cac thong tin giri kém theo khi gtri yéu cau post.
Headers khai béo kiéu noi dung 13 application/json.

def post_request(self, api, payload, headers={'Content-Type": 'application/json'}):
url = "https://%s:8443/dataservice/%s"%(self.vmanage ip, api)
payload = json.dumps(payload)
print(payload)

response = self.session[self.vmanage ip].post(url=url, data=payload, headers=headers,
verify=False)

data = response.json()

return data

Buéc 5: Viét code 1dy danh sich théng tin cac thiét bj

Tao instance ciia class 1a sdwanp va truyén cac tham s6 SDWAN_IP, SDWAN USERNAME,
SDWAN PASSWORD

sdwanp = rest_api_lib(SDWAN IP, SDWAN USERNAME, SDWAN PASSWORD)

Khi mudn céu hinh nhiéu decorator @click.command() thi phai str dung group() dé tao nhiéu
decorator trong cung mét doan script.
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@click.group()
def cli():
pass

Tao decorator @click.command() cau hinh Click dé lam viéc voi ham Python ngay sau
decorator. Click.echo() ding dé in ra man hinh. Json.loads() dung dé giai ma ddi twong json
thanh di twong trong python.

@click.command()

def device list():
"""Retrieve and return network devices list."""
click.echo("Retrieving the devices.")

response = json.loads(sdwanp.get request('device'))
items = response['data']

Khai bao headers dé hién thi trong bang va khai béo list table. Tao vong lip ¢ mdi item trong
bién items chira dit liéu nay thi s& dugc ghi thém vao list table. Tiép theo chung ta s& ding ham
tabulate dé xuat ra man hinh bang danh sach thong tin cac thiét bi trong fabric ctia SD-WAN.

headers = ["Host-Name", "Device Type", "Device ID", "System IP", "Site ID", "Version",
"Device Model"]
table = list()

for item in items:
tr = [item['host-name'], item['device-type'], item['uuid'], item['system-ip'], item['site-id'],
item['version'], item['device-model']]
table.append(tr)
try:
click.echo(tabulate(table, headers, tablefmt="fancy grid"))
except UnicodeEncodeError:
click.echo(tabulate(table, headers, tablefmt="grid"))

Cudi cung 1a thém command device_list vao cli() va viét ham main

cli.add command(device list)

if name ==" main_ "

cli()

Dé chay chuong trinh nay, chung ta s& vao cmd, di dén thu muyc dat file python, chay chuong
trinh sdwan.py

C:\Users\TuanHoanh\Desktop>cd Device_list

C:\Users\TuanHoanh\Desktop\Device_ list>sdwan.py

Két qua:
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C:\Users\TuanHoanh\Desktop\Device_list>sdwan.py
Usage: sdwan.py [OPTIONS] COMMAND [ARGS]...

Options:
--help Show this message and exit.

Commands:
device-list Retrieve and return network devices list.

Dé y phan Usage c6 huéng din cach st dung click, hién tai commands hién c6 1a device-list nén
trong cmd chung ta s€ go: >sdwan.py device-list

Két qua 1a chung ta 1y duoc danh sach cac thiét bi hién ¢ trong mang fabric SD-WAN.

:\Users\TuanHoanh\Desktop\Device_list>sdwan.py device-list
Retrieving the devices.

. :
vsmaPt
vbond vedge-cloud

System vice
g
2

vedge®3.cisco.com 2
vedge44 46c18a49-f6f3-4588-a49a-0b1cc387f179 | 4 vedge-cloud

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

8
mrPir}"@ DC: 276 - 278 Ung Van Khiém, P.25, Q.Binh Thanh, Tp H$ Chi Minh
/ DT: (028) 35124257 | Hotline: 0933427079 Email: vapro@vnpro.org

Str dung Postman twong tac véi SD-WAN REST API

Dau tién ching ta s€ tao Environment, nhan vao ntt hinh banh rang nhu hinh vé.

No Engs ©
GET Fabric Devices X ot e

» Fabric Devices B Comments o Examples 0 v
Params  Authorization  Headers  Body  Pre-requestScript  Tests  Settings

Query Params

KEY VALUE DESCRIPTION

Nhén nat Add

MANAGE ENVIRONMENTS

10.215.26.174 A share m ¥
Cisco-SD-WAN-Environment »» Share m ¥
deskOfCardsAPI A share W ¥
Devnet Sandbox Netconf Always On A share @ ¥

Globals Import “

Sau d6 gd vao cac thong tin nhu hinh, trong dé6 vmanage c6 value 1a dia chi cua con sandbox SD-
WAN cua Cisco, port 1 cong két ndi, j username va j password 1a thong tin ding nhép vao
Sandbox SD-WAN. Sau khi dién day du thong tin nhan nat Add dé thém va luu lai.
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MANAGE ENVIRONMENTS

Environment Name

Cisco-SD-WAN-Environment

VARIABLE INITIAL VALUE @ CURRENT VALUE © coe
vmanage sandboxsdwan.cisco.com sandboxsdwan.cisco.com
j_username devnetuser devnetuser
j_password Cisco123! Cisco123!
port 8443 8443

Bay gio ching ta s& trd vé man hinh Request, click chudt vao 6 nhu hinh dudi, né s& hién 1én
danh sach cac Environment da tao. Sau d6 chon Environment vira tao la Cisco-SD-WAN-
Environment.

No Environment Y, ©
GET Fabric Devices X+ e ® I | %

» Fabric Devices B comments 0 Examples 0 v
oeT . “ Save .
Params Authorization Headers Body Pre-request Script Tests Settings

Query Params

KEY VALUE DESCRIPTION

Nhén nut New nhu hinh dudi

& Postman
File Edit View Help

New v Import Runner r{. v

Chon Collection dé tao Collection m&i, muyc dich cua viée nay 14 luu lai va tap trung cic Request
vao 1 chd dé d& quan 1y va st dung lai
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Create New Templates API Network

BUILDING BLOCKS
Request

GET

ADVANCED

IH AP| Documentation

AP|

Collection

Mock Server

(=]

Environment

Monitor

O Name g& vao SD-WAN, sau d6 nhin Create ¢ dudi

CREATE A NEW COLLECTION

Name

SD-WAN

Description  Authorization  Pre-requestScripts  Tests

Variables

This description will show in your collection’s documentation, along with the descriptions of its folders and requests

Cancel

X

Sau khi tao xong Collection, nhén vao Collection vira tao thi n6 s& hién Collection dang tréng,
lwu ¥ dong chit mau cam Add Requests, nhan vao chit dé thém Requests

SD-WAN

0 requests

1. Post Authentication:

This collection is empty. Add requests to this
collection and create folders to organize them
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Phén nay s& gitip ching ta chic chin rang chi nhitng user duoc cip phép méi dugc két ndi dén
API

Tao request mdi, gd vao Authentication va nhan save

SAVE REQUEST

Requests in Postman are saved in collections (a group of requests).

Learn more about creating collectio

Request name

Authenticatiod

Request description (Optional)

Descriptions support Markdown

Select a collection or folder to save to:

Q

<« SD-WAN + Create Folder

Cancel

Tiép theo ching ta s& thuc hién bdn budce nhu hinh duéi 1a:
S6 1: dbi get thanh post

S6 2: nhap URL: https:/{ {vmanage}}: {{port} }/j_security check , phan dit trong 2 diu ngoic
nhon dé biéu thi d6 1a bién, bién nay sé& léy tor Environment ma ching ta da khai bao tur phﬁn
chuén bi
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S6 3: Chuyén sang tab Headers

S6 4: Nhap Content-Type va application/x-www-form-urlencoded vao cip key/value tuong tmg

» Authentication B comments 0 Examples 0 v

il
POST v | https://{{vmanage}}:{{port}}/j_security_check? 2 “ Save v

Params @ Authorization Headers (1) Body Pre-request Script Tests Settings

v Headers (1)

KEY VALUE DESCRIPTION ey k Edit esets v

| Content-Type application/x-www-form-urlencoded I 4

Chuyén sang tab Body ké bén Headers, chon 6 tron x-www-form-urlencoded, dién céc thong tin
nhu j_username, j_password bén phan value thi dat trong 2 ddu ngogc nhon dé biéu thi d6 1a
bién, bién nay sé& lay tir Environment ma chiing ta d& khai bao tir phan chuan bi.

Params Authorization Headers (10) Body @ Pre-request Script Tests Settings
none form-data ® x-www-form-urlencoded raw binary GraphQL
KEY VALUE

j_username j_username}

j_password {{i_password}]

Cong viéc cudi cung 1a nhan nut Send va xem két qua & Cookies. Cookies tén JSESSIONID s&
duogc sir dung cho nhirng 101 goi API tiép theo trong bai lab ndy. Cookie nay c6 thoi han va lap
tire dai dién cho viéc xac thuc cua tai khoan devnetuser.

Body Cookies (1) Headers (9)  Test Results Status: 400 Bad Request  Time: 1534ms  Size: 4148 Save Response v
Name Value Domain Path Expires HttpOnly Secure
JSESSIONID Session trie e

2. Get Fabric Devices:

Chung ta s& tao Request dung phuong thire GET va phan dudi URL 1a dataservice/device dé
nhan danh sach tit ca cac thiét bi hién dang duoc két ndi trong SD-WAN fabric.

Tao request méi, gd vao Fabric Devices phin name va nhan Save to SD-WAN
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SAVE REQUEST

Requests in Postman are saved in collections (a group of requests).

Learn more about creating collections

Request name

Fabric Deviceg

Request description (Optional)

Descriptions support Markdown

Select a collection or folder to save to:

Q

<« SD-WAN + Create Folder

Cancel Save to SD-WAN

Tiép theo ta s& nhap URL: https://{ {vmanage} }: {{port} }/dataservice/device

Cisco-SD-WAN-Environment ¥ o

GET Fabric Devices o + oo

» Fabric Devices B comments 0 Examples 0 v

GET v | https:/{{vmanage}}:{{port}}/dataservice/devicq “ Save v

Params Authorization Headers Body Pre-request Script Tests Settings

Query Params

KEY VALUE DESCRIPTION

Nhan nut Send, va két qua nhu hinh duéi 1a ching ta di thanh cong 1y danh sach cac thiét bi
dang duogc két ndi trong SD-WAN fabric.
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Body Cookies (1) Headers (10)  Test Results Status: 2000K  Time: 833ms  Size: 9.35 KB Save Response
Pretty Raw Preview Visualize JSON ¥ 5 r_- C
1 q
2 “header”: {
3 “generatedOn": 1584677712045,
4 "viewKeys": {
5 “uniqueKey": [
6 "system-ip"
7 1,
8 "preferenceKey": “"grid-Device"
9 I8
10 “columns": [
11 {
12 “title": "Hostname",

13 “property”: "host-name”,
14 “display” conAndText",

15 “iconProperty”: “device-type",

16 "hideable": false,

17 “icon™: [

18 {

19 "key": "vmanage",

20 “value": "images/vmanage_table.png"
21 ¥

22 £

Luu y: néu két qua nhu hinh dudi 1a do chiing ta chua khai bao username, password. Do d6 ta
thuc hién request POST ¢ trén trude la dé léy cookie, sau khi da c6 cookie thi trong thoi han
cookie con hiéu lyc thi & nhitng request tiép theo chiing ta khong can phai giri kém username,

password.
Body Cookies (1) Headers (15)  Test Results Status: 2000K Time: 1717ms  Size: 1.86 KB Save Response ¥
Pretty Raw Preview Visualize HTML ¥ 5 ri Q
1 K<html)) r
2
3 <head>
4 <title>Cisco vManage</title>
5 <link rel="stylesheet" type="text/css" href="/login.css">
6 <link rel="stylesheet" type="text/css" href="/fonts/font-awesome-4.2.0/css/font-awesome.min.css">
7 <link rel="stylesheet" type="text/css" href="/bootstrap.min.css">
8 <script type="text/javascript” src="/javascript/jquery.js"></script>
9 <link rel="icon" type="image/ico" href="/images/favicon.ico" />
10 <script>
11 var count = 1, max = 3@;
12 function init(){
13 var rebootBlock = document.getElementById('reboot_message’);
14 rebootBlock.style.display = "none";
15 var loginBlock = document.getElementById('login_message');
16 loginBlock.style.display = "block";
17 checkServerStatus();
18 }
19 function checkServerStatus() {
20 if(count <= max){
21 var xhr = new XMLHttpRequest();

3. Get Device Status:

Chung ta s& tao Request dung phuong thirc GET va phan dudi URL 1a dataservice/device dé
nhan céc thong tin dac biét mo ta trang thai cua céc thiét bi trong SD-WAN fabric
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GET v https://{{vma port}}/dataservice/device/monitor

Params Authorization Headers (8) Body Pre-request Script

Query Params

KEY VALUE

Body Cookies (1) Headers (10)  Test Results

Pretty Raw Preview Visualize JSON ¥ 5
1 o
2 "header”: {
3 “generatedOn": 1584780176495,
4 “viewKeys": {
5 "uniqueKey": [],
6 “preferenceKey": "grid-MonitorDeviceDetails"
7 3
8 “columns™: [
9 {
1e "“title
11 propert
12 display":
13 “iconProperty": "status-icon",
14 “colorProperty”: "status-color",
15 “hideable": false,
16 “dataType": "string"
17 Y
18 {
19 “title": "Hostname",
20 “property “host-name",
21 "display"”: "iconAndText",
22 "iconPraonerty”: "host-name-ican”

4. Get Device Counters:

Tests

Settings

“ Save

DESCRIPTION ese | Bulk

Status: 2000K Time: 2.88s Size: 957 B Save Response

[

Ké tiép ching ta thay phan dudi URL la device/counters dé xem céc thiét bj da khoi dong lai bao

nhiéu lan va nhan nut Send.

GET v | https:/{{vma :{{port}}/dataservice/device/counters

Params Authorization Headers (8) Body Pre-request Script

Query Params

KEY VALUE

Body Cookies (1) Headers (10)  Test Results

Pretty Raw Preview Visualize JSON ¥ —
1 q
2 “"header”: {
3 “generatedOn": 1584780700282
4 13
5 “data”: [
6 {
7 "system-ip": "4.4.4.80",
8 "number-vsmart-control-connections”: 9,
9 “ompPeersUp”: @,
10 “ompPeersDown
11 “rebootCount™: 4,
12 “crashCount”: 3
3 b
14 {
15 "system-ip": "4.4.4.90",
16 “number-vsmart-control-connections”: 1,
17 "expectedControlConnections": 1,
18 "rebootCount”: 6,
19 “crashCount™: @

5. Get Interfaces Statistics:

Tests

Settings

DESCRIPTION ees  Bulk Edit

Status: 2000K  Time: 1554ms  Size: 6158 Save Response v

mQ
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Cudi cung chung ta thay phan du6i URL 1a statistics/interface dé nhan thong ké cac cong trén tat
ca cac thiét bi.

» Interfaces Statics B comments 0 Examples 0 ¥
GET v https:/{{vmanage}}:{{port}}/dataservice/statistics/interface m Save v
Params Authorization Headers (8) Body Pre-request Script Tests Settings

Query Params

KEY VALUE DESCRIPTION oo Bulk Edit
Body Cookies (1) Headers (10)  Test Results Status: 2000K Time: 2.69s Size: 557.76 KB Save Response v
Pretty Raw Preview Visualize JSON ¥ 5 m Q
1 E
2 “header™: {
3 “generatedOn": 1584780919293,
4 "viewKeys": {
5 “uniqueKey”: [1,
6 “preferenceKey": “"grid-raw_interfacestatistics"”
7 ¥i
8 “columns”: [
9 {
10 "title": "Entry_time",
11 “property": “entry_time",
12 “displayFormat™: "DD MMM YYYY h:mm:ss A z",
13 “inputFormat”: "unix-time",
14 “dataType": “"date"
15 A
16 {
17 “title": “StatCycleTime",
18 “property": "statcycletime”,
19 “displayFormat": "DD MMM YYYY h:mm:ss A z",
20 “inputFormat" unix-time",
21 “dataType": “"date"
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LAB: SU DUNG ANSIBLE CAU HINH TU DPONG VXLAN

So do mang:

(E1n) \
VTEF loopback 0: 10.90.10. 10 / 'I.-"TEP loopback 0: 20.20.20.20

10&1 1, E]'.-EI-U
h- NX051 h NX052
vlan 50 -!i ﬁ vlan 50
VNI 5000 ﬂ ﬁ VNI 5000
» VPC3 b VPC4
192.168.1.10/24 192 168.1.11/24

Mo ta:

- Sodd gém: 2 Switch Nexus 9000, 2 PC két ndi vao mang Lan, va mot PC st dung lam
Linux Controler. Yéu cau céc thiét bi ping thong vdi Ansible Server.
- May tinh ctia hoc vién c6 thé truy cép vao Ansible Server théng qua trinh duyét web.

Yéu cau:
Thuyc hi¢n cac cong vi¢c sau:

- Thém thiét bi vao file host I file lwu dia chi IP ciia cac thiét bi.
- Tao playbook YAML dé thuc hién cAu hinh tu dong cho Switch Nexus 9000.
- Chay céc playbook dé cdu hinh.

Cac buéc thuc hién:

- Chu hinh SSH cho Switch Nexus 9000 thir nhit.

NXOS I#configure terminal
NXOSI(config)# feature SSH

NXOSI(config)# feature DHCP
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NXOSI(config)# interface el/1
NXOS1(config-if)# no switchport
NXOS1(config-if)# no shutdown

NXOSI(config-if)# ip address dhcp

- CAu hinh SSH twong tw véi NXOS2.

NXOS2#configure terminal
NXOS2(config)# feature SSH
NXOS2(config)# feature DHCP
NXOS2(config)# interface el/1
NXOS2(config-if)# no switchport
NXOS2(config-if)# no shutdown

NXOS2(config-if)# ip address dhep

- Cai dat Ansible trén PC Linux Controller:

Mé Terminal trén Ubuntu ta chay cac Iénh:

sudo apt-add-repository ppa:ansible/ansible
sudo apt update

sudo apt install ansible

Chuyén t6i thw muc da cai dit Ansible va tién hanh sira déi file host:

Cd /etc/ansible

Sudo nano host

Ta thém vao File host céc thiét bi:
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@ rooct@DESKTOP-KMMNS09C: fetc/ansible
GNU nano 2.9.3

'n51b1~ host=18.215.26.154

H51hl~ host=16.215. 2

ﬂleth
ﬂleth
ansible

Tham khao link: https://github.com/vnpro149/Ansible/blob/master/vxlan-nxos/hosts

Giai thich:

- Ansible_host: dia chi ip ctia cac thiét bi can cAu hinh thong qua SSH.

- Ansible_connection: network_cli 13 phuong thirc két ndi cac thiét bi thong qua SSH.
- Ansible network os: ios & ddy dung thiét bi nexus nén khai bao 1a nxos.

- Ansible_user, ansible pass: 13 tai khoan dé SSH thiét bi.

Luu ¥: Thit tir khai bao khong anh huong t6i két qua.
Sau khi xong nhan Ctrl + X, sau d6 Y va enter dé luu file lai.

- Tao file playbook:

Tao file playbook: sudo nano nxos.yml (Lénh: sudo nano <filename>.yml)
Gom cac cong viéc:

+ Bat cac dich vu can thiét cho Switch Nexus 9000: SSH, DHCP, OSPF, Vlan Segment

- name: NXOS1
hosts: nxos1
gather facts: no

tasks:
- name: Enable services
nxos_config:
lines:

- feature ospf
- feature vn-segment-vlan-based
- feature nv overlay
- system jumbomtu 9216
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- name: Config ospf
nxos_config:
lines:
- router ospf 1
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+ Céu hinh cho interface e1/2 (interface két ndi 2 Switch Nexus) va quang béa ospf

- name: Set ospf for int e1/2
nxos_config:

parents:
-intel/2

lines:
- no switchport
- no shutdown
- ip address 100.1.1.1/30
- ip router ospf 1 area 0

+ Tao Vlan 50 va gin cong cho no.

- name: Create vlan 50
nxos_config:
parents:
- vlan 50
lines:
- vn-segment 5000

- name: Access vlan 50
nxos_config:
parents:
-intel/3
lines:
- switchport mode access
- switchport access vlan 50

+ CAu hinh nve

- name: Creat NVE
nxos_config:

parents:
- intnve 1

lines:
- no shut
- source-interface loopback 0
- member vni 5000
- ingress-replication protocol static
- peer-ip 20.20.20.20
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+ Tao looback va quang ba ospf

- name: Config ospf for looback
nxos_config:
parents:
- int loopback 0
lines:
- ip address 10.10.10.10/32
- ip router ospf 1 area 0

Tuong tuw NXOS]1 ta cau hinh cho NXOS2:

+ Bat cac dich vu can thiét cho Switch Nexus 9000: SSH, DHCP, OSPF, Vlan Segment

- name: NXOS2
hosts: nxos2
gather facts: no

tasks:
- name: Enable services
nxos_config:
lines:

- feature ospf
- feature vn-segment-vlan-based
- feature nv overlay
- system jumbomtu 9216

- name: Config ospf
nxos_config:
lines:
- router ospf 1

+ Céu hinh cho interface e1/2 (interface két ndi 2 Switch Nexus) va quang béa ospf

- name: Set ospf for int e1/2
nxos_config:

parents:
-intel/2

lines:
- no switchport
- no shutdown
- ip address 100.1.1.2/30
- ip router ospf 1 area 0
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+ Tao Vlan 50 va gin cong két ndi la e1/3

- name: Create vlan 50
nxos_config:
parents:
- vlan 50
lines:
- vn-segment 5000

- name: Access vlan 50
nxos_config:
parents:
-intel/3
lines:
- switchport mode access
- switchport access vlan 50

+ CAu hinh nve

- name: Creat NVE
nxos_config:

parents:
- intnve 1

lines:
- no shut
- source-interface loopback 0
- member vni 5000
- ingress-replication protocol static
- peer-ip 10.10.10.10

+ Tao looback va quang ba ospf

- name: Config ospf for looback
nxos_config:
parents:
- int loopback 0
lines:
- ip address 20.20.20.20/32
- ip router ospf 1 area 0
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Tham khao: https://github.com/vnpro149/Ansible/blob/master/vxlan-nxos/nxos.yml|
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Lab c4u hinh VxLan cin ban trén Cisco Nexus: https://www.forum.vnpro.org/forum/ccnp-
enterprise/encor/420749-1ab-1-c%E1%BA%A5u-h%C3%ACnh-vxlan-¢%C4%83n-
b%E1%BA%A3n-tr%C3%AAn-cisco-nexus

Thyc hién chay cac Playbook bang cau 1énh sau ansible-playbook nxos.yml

Di cAu hinh trén NXOS1

f for loob

D3 cAu hinh trén NXOS2
D3 ciu hinh hoan tat.

Kiém tra trén Nexus Switch
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Kiém tra cong virtual network
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Kiémt tra ping giita 2 thiét bj trong cung vlan 50
EP VPC3 - O X
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