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Lab cai dat Domain Controller trén Azure.

1. Cai dat Windows Server 2016 trén Azure.
- Dang nhép tai khoan Azure.
- Sau do, chon Subscriptions AZ DEMO.
- Tiép theo, chon muc Resources.

=  Microsoft Azure £ search resources, services, and docs (G+/) Q 7 vietding@vnpro.or (@
pesauLT DiRECTORY @

All services > AZ_DEMO

sz AZ_DEMO | Resources  #

BB S Ubscription

¢« Create @ Marageview v () Refresh L ¢ % openauery | 6 as
Overview -
Filter for any field... Resource group equals all > Type equals all X Location equals all > *7 Add filter

& Activity log

85, Access control (1AM) @ () Recommendations A& (0 Changed resources © () Unsecure resources ‘ No grouping - | ‘ == List view -~

¢ Tags Name T Type Ty Resource group T Location T Subscription T,
X Diagnose and solve problems

@ Ssecurity

Events

> Cost Management

> silling
~ Settings

5 Programmatic No resources match your filters
deployment

. Tiy changing or dlearing your filters.
%] Resource groups

55 Resources | A7 Give feedback

-
Learn more o

- Chon Create dé tao mot may 4o moi.

Ao e e oo ) . s, &

DEFAULT DIRECTORY @)
All services > AZ_DEMO

AZ_DEMO | Resources = #

Subscription

o ¢ [ comte | @ wamsevan O i & spotiocsy S openuery

Qverview

Fitter for any field. Resource group equalsall % Typeequalsall X Locationequalsall X T add fiter
@ Activitylog

S Access control (AM) @ () Recommendations 2 () Changed resources © () Unsecure resources No grouping v | [ 2= Listview

€ Teos Name T Type Ty Resource group T Location Ty Subscription Ty
K Diagnose and solve problems

© security

Events

~

Cost Management

~

gilling
v Settings

gy Programmatic No resources match your filters
deployment

- Tiép theo, chon vao muc Virtual machine.
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icrosoft Azure P search resources, services, and docs (G+/)

vietdung@vnpro.org

DeFAULT DIRECTORY @

All services > AZ_DEMO | Resources >

Create a resource

Get Started [0 search services and marketplace

Recently created Popular Azure services see more in All services

iy

Categories

Virtual machine

A1 + Machine Learning Create | Docs | Ms Leam

Analytics

S WebApp

Blockchain ‘.\ Creste | Docs | MS Learn
compute SQL Database
Containers Creste | Docs | Ms Learn
Databases

Function App

I¢

5Y

Developer Tools Create | Docs

Devdps. Key Vault

Creste | Docs | MS Learn

Inlentify

mot Resource group mai.

Getting started? Try our Quickstart Center

Popular Marketplace products see more in Marketplace ~

B s

Windows Server 2019 Datacenter
Create | Learn more

Windows 11 Pro, version 21H2
Create | Learn more

Ubuntu Server 20.04 LTS
Create | Learn more

Ubuntu Server 22.04 LTS
Create | Learn more

&  FedHatEnterprise Linux 74
RedHat Create | Leamn more

Trong ctra s6 Create a resource, muc Project details chon Create new dé tao

e RS ST Gl )

vietdung@vnpro.org

DEFAULT DIRECTORY

All services > Subscriptions > Subscriptions > AZ_DEMO | Resources > Create a resource >

Create a virtual machine

Basics Disks Networking ~ Management  Monitoring ~ Advanced Tags  Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized

for full customization. Learn more

Project details

your resaurces.

image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

Subscription * (O [ az_bemo

]

Resource group * () [ New) Resource group

]

Create rew |

- Nhap thong tin tén Resource group va chon OK dé tao méi Resource group.

L e e e

vietdung@vnpro.org

DEFAULT DIRECTORY

Home >

Create a virtual machine

Basics Disks Networking  Management  Monitoring ~ Advanced  Tags  Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace o use your own customized
image. Complete the Zasics tab then Review c

for full customization. L o i
or full customization. Lesm mere A resource group is a container that holds related

) ' resources for an Azure solution
Project details

Select the subscription to manage deployec
Your resources.

Name *

et

5 or review each tab

ize and menage all

Subseription * &

Resource group * @ iy

Create new

Availability 1a Zone 1.

ro.vn | Forum: www.vnpro.org | Videc

Tiép theo, nhap thong tin tén cho may 4o, chon Region 1a Southeast Asia va

https://www.youtube.
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A1l

Instance details

Virtual machine name * @ | WindowsServer2016 v |
Region * @ I| (Asia Pacific) Southeast Asia ~ | I
Availability options © | Availability zone ~ |
Availability zone * (O | | Zone 1 v ||

€ You can now select multiple zones. Selecting multiple zones will create one VM
per zone. Learn more of

- Tiép theo, chon Security type 1a Standard va chon vao muc See all images dé
chon Image Windows Server 2016.

Security type @ | Standard ~ I
Image * @ | Ubuntu Server 20.04 LTS - x64 Gen2 v |

I See all imagesl Configure VM generation

o This image is compatible with additional security features. Click here to swap to the
Trusted launch security type.

VM architecture @ O Armod

©x64

- Chon vao muc Select trong phan Windows Server dé chon Image.

E i i . &  vietdung@wnproorg @
eSS Sl . : L s

All services > AZ_DEMO | Resources > Create a resource > Create a virtual machine >

Select an image :
Other Items Marketplace
My I

¥ Images [ £ search the Marketplace Pricing :All X Operating System : All X Publisher Type : All X

Shared Images

[ Asure services only Image Type: All X Security Type : All X Publisher name : All X

Community Images

Showing 1to 20 of 10074 results with 1 selected filters, Cle: BH Tile view

Direct Shared Images

(PREVIEW)
Hnses a
Marketplace RedHat
Windows Server Windows 11 Microsoft Windows 10 Red Hat Enterprise Linux ( Ubuntu Server 22.04 LTS
Al RHEL)
Recently created Microsoft Microsoft Microsoft Red Hat Inc Canonical
Virtusl Machine Virtusl Machine Virtual Machine Virtual Machine Virtusl Machine
Private products
Windows Server Virus! Machine Windows 11 Microsoft Windows 10 Desktop Red it Enterprise Linux [ RHEL ) i Lo For The Cloud
images Virtusl Machine Images the worlds lesding snterprise Linix
Categories platform svaisble on Microsoft
szure.
Compute (3270)
e Tools
(2611) Select | <@ Select <@ Select v Select < Select v
Developer Tools (2475) - Is Marketplace heipful? [

- Chon Image “Windows Server 2016 Datacenter — x64 Gen 2”.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnprol149
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e e S )

All services » All resources > Create a resource » Create a virtual machine >

Select an ima ge 20719-Datacenter-GS (Microsoft SDL compliant,

TLS 1.2 anly, restricted set of cipher suites) - x64

Gen 1
Other ltems 2019-Datacenter-GS (Microsoft SDL compliant,
TLS 1.2 only, restricted set of cipher suites) - k64
Gen2
My Images
Windows Server 2019 Datacenter (zh-cn) - ¥64
Shared Images Gen2
Community Images Windows Server 2019 Datacenter (zh-cn) - x64
Gen 1 R
Direct Shared Images v
(PREVIEW) Windows Server 2016 Datacenter - 64 Gen 2
Windows Server 2016 Datacenter - 64 Gen 1
Marketplace
[smalldisk] Windows Server 2016 Datacenter - x64
Gen2 .
e ~session +

[smalldisk] Windows Server 2016 Datacenter - x64 || \PPS
Recently crested

Private products Windows Server 2016 Datacenter - Server Core -

64 Gen 2 i
-
Categories Windows Server 2016 Datacenter - Server Core- 9%
64 Gen 1
Compute (3270} Windows Server 2022 Datacenter: Azure Edition
Core - x64 Gen 2
IT & Management Tools
811 [smalldisk] Windows Server 2016 Datacenter - .
Server Core - 464 Gen 2 <@

Developer Tools (2475)

Virtual Machine

Microsoft Windows 10 Desktop
Virtual Machin Images

Select v}

SQL Server 2022 on
Windows Server 2022

Microsoft
Virtual Machine

SOL Server 2022 images on Windows
Server 2022

Select <

Virtual Machine

Red Wat Emarprice Linux [ RHEL ) &
the world's lzading entarprise Linux
platform avaiable on Microsoft
Azure.

Select v

©

Debian 12 "Bookworm”

Debian
Virtual Machine

Desian: The universal aperating
system

Select v <

Virtual Machine

Linusx For The Cloud

Select v

Ubuntu Server 20.04 LTS

Canonical
Virtual Machine

Linus For The Cloud

Select <

- Tiép theo, chon kich thuéc CPU, RAM cho may ao.

U]

| Standard_D2s_v3 - 2 vcpus, 8 GiB memory (CA$214.93/month) ~
See all sizes

O

ﬂ Hibernate is not supported by the image and size that you have selected. Choose an
image and size that is compatible with Hibernate to enable this feature.
Learn more &

Run with Azure Spot discount (D

Size * (O

Enable Hibernation (preview) @

- Nhap tao thong tin tai khodn Admin ciia may 4o.

Adm

istrator account

Username * (D)

| winserver

Password * (D)

Canfirm passwon:l * D Il ............l v |
Inbound port rules
Select which virtual machine network ports are accessible from the public intemet. You can specify mare limited or granular
network access on the Networking tab.
Public inbound ports* () O None

(®) Allow selected ports
Select inbound ports * [ roP (3389 v

o Al traffic from the internet will be blocked by default. You will be able to
change inbound port rules in the VM > Networking page.
Licensing
Save up to 49% with a license you already own using Azure Hybrid Benefit. Learn more 1
Wauld you like to use an existing =
Windows Server license? ©
| I confirm | have an eligible Windows Server license with Software Assurance * ~
[ p— AP Give feedback

ro.vn | Forum: www.vnpro.org | Videc

https://www.youtube.
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nwer

o P vietdung@vnpro.org
e e o SCANIE R

All services > AZ_DEMO | Resources > Create a resource >

Create a virtual machine X

Basics  Disks Advanced  Tags  Review + create -
Azure VMs have ane operating system disk and 2 temporary disk for short-term storage. You can attach additional data disks.

The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more o

VM disk encryption

Azure disk storage encryption automatically encrypts your data stored on Azure managed disks (OS and data disks) at rest by
Gefault when persisting it to the cloud.

Encryption at host © O

@ Encryption at host s not registered for the sefected subscription.
Learn more about enabiling this feature

05 disk
05 disk size O [ mage default (127 Gig) ~ |
0 disk type* (D | Premium SSD flocally-redundant storage) ~ |

Delete with VM (D

Key management [ Platform-managed key v

< Previous || Next : Networking >

- Sau d0, chon Next: Management dé tiép tuc.

- vietdung@vnpro.org
S S S e

All services > AZ I

EMO | Resources > Create a resource >

Create a virtual machine X

Basics  Disks Advanced  Tags  Review + create =~

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control ports,
inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution.
Leam more o

Network interface

When creating 3 virtual machine, a network interface will be created for you.

Virtual network * @ [ new) WindowsServer2016-ymet -]
Create new

Subnet* (@ [ e defeut (10000/24) v

PublicIP @

NIC network security group (O

Public inbound ports * (D)

< Previous

A Give feedback

- Tiép theo, chon Next: Monitoring d€ tiép tuc.

All services > AZ_DEMO | Resources » Create a resource >

Create a virtual machine X

Basics Disks Networking ~ Management Monitoring  Advenced  Tags  Review + create o
Configure management options for your VM.

Microsoft Defender for Cloud

Microsoft Defender for Cloud provides unified security management and advanced threat protection across hybrid dloud

workloads. Learn more of

@ our subscription is protected by Microsoft Defender for Cloud basic plan.

Identity
Enable system assigned managed 0O
dentty ©

@ To enzble system-assigned managed identity, change your erchestration mode to
Uniform on the Basics tab

Microsoft Entra ID

Login with Microsoft Entra ID. © ]

< Previous Next : Monitoring >

ro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnprol149
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- Sau do, chon Review + Create xem thong tin trude khi tién hanh tao may ao.

- 5 5 vietdung@vnpro.org @
e e e . SEFALDRECON S

All services > AZ_DEMO | Resources > Create a resource >
Create a virtual machine x
Basis  Disks Networking  Management Monitoring  Advanced Tags  Review + create q
Configure monitoring options for your VM.
Alerts
Enable recommended alert rules (0 [}
Diagnostics
Boot diagnastics © (®) Enable with managed storage account (recommended)
(O Enable with custom storage account
O Disable
Enable OS quest diagnostics (O ]
Health
Enable appiication health monitoring @ ]
ot Advanced |l B0 Give feedisce

- O muc nay, Azure sé& hién thi thong tin cia may 4o va chi phi sir dung may 4o,
tiép theo chon Create dé tao may do.

i -+ vietdung@vnpro.org
S S . DU oRecoR S

All services > AZ_DEMO | Resources > Create a resource >
Create a virtual machine x
@ Validation passed
Basics  Disks Advanced  Tags  Review + create 4
@ Cost given below is an estimate and not the final price. Please use Pricing calculstor 7 for all your pricing needs. |
Price
1 X Standard D2s v3 Subscription credits apply @
by Microsoft 0.1696 CAD/hr
Terms of use | Privacy policy Pricing for other VM sizes
TERMS
By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s} listed
abave: (b) authorize Microsaft to bill my current payment method for the fees associated with the offering(s), with the same
billing frequency as my Azure subscription; and (c) agree that Microseft may share my contact, usage and transactional
information with the provider(s) of the offering(s) for support, billing and other transactional activities. Microsoft does not
provide rights for third-party offerings. See the Azure Marketplace Terms for additional details. 9
n_ Download a template for automation & Give feedback

- Sau khi tao may 4o thanh cong s€ c6 giao dién nhu bén dudi. Chon Go to
resource.

ro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vny
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jung@vnpr
DEFAULT DIRECTORY S

All services >
» CreateVm-MicrosoftWindowsServer.WindowsServer-201-20240509090431 | Overview = x
e Deployment
© & [0 Delte () Carcel (M Redepios & Downlond () Refresh
% Overview . R
@ Your deployment is complete
& inputs
Daploymant name: CrastaVm-MicrosoftWindowsSarver WindowsSe. . Start tma: 5/6/2024, G:27:20 A
Quiput Subscription: AZ_DEMO Corretation ID: 987ee373-68<0-4006-2693 -c251801387c3 '
B Template Resource group: test
Cost Management
-~ Deployment details ‘Get notified to stay within your budget and
prevent unexpected charges on your bil
Resource Type Status Gperation details Set up costlerts >
@ Windowsserver2016 MicrosaftCompute/virtualMachines ok 0
@ windowssenver201699.21 MicrosoftNetwork/netwerkinterfaces  Created
Microsatt Defender for Claud
@ WindowsServer2016-wnet Microsoft Network/virtualNetworks ok Operstion deils
Secure your apps and infrastructure
@ WindowsServer20it-nsg MicrosotNetwork/netuorkSecurinGro.. 0% Operation Go o Microsoft Defender for Cloud >
WindowsServer2016-in Microsoft Network/publiclpAddresses 0K Operation deils
o " " & Free Microsoft twtorials.
Start lesming todsy
A Nextsteps = gy
Setup suto-shutsonn Rscommaned Work with an expert
Manitor VM health, performance and network dependencies  Recommended e smrc e Py
«who can help manage your sscets on Azure
Run a seript nside the virtual machine Recommended < b your e et summent
Fint an Azurs xpr >
Give feedback

- O muc nay sé& co6 thong tin dia chi IP Public ctia may a0 dé co thé truy cap va

st dung may 4o.

L e e e

All services >

L3 WindowsServer2016 <«

Virtual machine

vietdung@vnpro.org
DEFAULT DIRECTORY

s o« & Comnect ~ [> Stat @ Restat [ Stop (D) H # Copture [i] Delete () Refresh [] Openinmobile A7 Feedback [Z CL/PS
K3 Overview -

A Essentials JSON View
B Activity log

Resource group (move) + test Operating system  + Windows (Windows Server 2016 Datacenter)
A, Access control (IAM)

Status : Running Siz= Standard D2 v3 (2 vepus, & GiB memary)
@ T Location : Southeast Asia (Zone 1)
K Diagnose and solve problems Subscription (move)  : AZ DEMO Virtual
> Comnect Subscription ID | 3668dBd-6408-4a33-2f6d-8 1e25ea28 13 DNS name : Not configured
> MNetworking Availability zone i Health state -
> Settings Tags (edit) i Add tags
> Availability + scale

Properties  Monitoring  Capabilities () Recommendations  Tutorials
> Security —
> Backup + disaster recovery K3 Virtual machine ® Networking
> Operstions Computar name Windewsserver20 Public IP address 5223097173 { Network rver2016261.21)
S Monitorin Operating system Windows (Windous Server 2016 Datacanter) interface

9 i Public IP address (Pve) -
3 Mtomaton VM generation v
M arehectore o Private [P address 10004
> Hel ) )
elp gent st Resdy Private [P address (IPv6)
Virtus! 6-vnet/defaul
Agent version 27414911085 e o

- Tiép theo, chon Connect -> Connect dé truy cap may ao.

e e e

vietdung@vnpro.org
DEEAULT DIRECTORY
All services >
K2 WindowsServer2016  # « x
Virtual machine
£ Search « |& Connect ~ | [> Start ¢ Restart [ Stop (D H 1 Capture [i Delete () Refresh [ Openinmobile A7 Feedback [ CLI/PS
K3 Overview =
JSON View
B Activitylog Connect via Bastion
Kesource group (move) : test Operating system Windows (Windows Server 2016 Datacenter)
Ag Access control (IAM)
Status Running Size Standard D2s v3 (2 vepus, & GiB memory)
@ Tegs Location Southeast Asia (Zone 1) public IP address 5223067173
. Diagnose and solve problems Subscription (move)  : AZ DEMO Virtual
> Connect Subscription 1D : 3668d8di-6408-4a33 af6d-81e25ea281e3 DNS name + Mot configured
> Networking Availabil 1 Health state -
> Settings Tags fedit Add tags
> Availabilty + scale
Properties  Monitoring  Capabilities (8) ~ Recommendations  Tutorials
> Security piitahen
> Backup + disaster recovery K3 Virtual machine & Networking
» Operations Computer name WindowsServer20 Public IP address 52.230.97.173 ( Network rver2016261 21
terfe
5 Monitorin Operating system Windows (Windows Server 2016 Datacenter) fntertecs
° Public IP address (Pve) -
N VM generation v2
utomation
Private IP add 10004
VM architecture w64 fvete Faddr=s
> Hel Private IP address (Pv6) -
" Agent status Ready rivate P address (246)
Virtual 1 e
Agent version 27414911095 e -

ro.vn | Forum: www.vnpro.org |

Video: https://www.youtube.com/@vnprol49
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- O muc nay chon Download RDP file dé tai file Remote Desktop.

DEFAULT DIRECTORY
All services > WindowsServer2016

& WindowsServer2016 | Connect  #

X
Virtual machine
e () Refresh 2 Troubleshoot ~ 25 More Options ~ &7 Feedback
B Overview -
Connecting using
B Activitylog B
S5 public IP address | 52.230.97.173 ~
Aq Access control (IAM)
& s Admin username winserver
Port (ch 3389 Check access @
X Diagnose and solve problems ort (change) eck access ©
. Justein-time policy : Unsupported by plan ~ ©
~ Connect
& Connect Most commen
X Bastion
9
Ba Windows Admin Center =2 tosal macnine
Networking Native RDP

Connect via native RDP without any additional software

»

> Settings needed. Recommended for testing only.
> Availability + scale Public IP address (52.22097.173)

> Security

> Backup + disaster recovery

> Monitering

- Sau khi tai xong, tién hanh mo file Remote Desktop.

Downloads

WindowsServer2016.rdp

n
B o

-  Trong ctra s6 Remote Desktop Connection, chon Connect.

& Remote Desktop Connection x

The publisher of this remote connection can be identified. Do you want to connect
anyway ?

This remote connection could ham your local or remote computer. Do not connect unless you know where
this connection came from or have used it before.

% Publisher: Unknown publisher
Type: Remote Desktop Connection
Remate computer: 5223097173

[[] Dont ask me again for connections to this computer

\v Show Details Connect

- Nhép thong tin tai khodn Admin ctia may ao, sau d6 chon OK.

m: www.vnpro
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\

Windows Security >

Enter your credentials

These credentials will be used to connect to 52.230.97.173.

winserver

I:l Femember me

Maore choices

oK Cancel

- Tiép theo, chon Yes dé két ndi dén may ao.

b Remote Desktop Connection >

The identity of the remote computer cannot be verified. Do
you want to connect anyway ?

The remote computer could not be authenticated due to problems with its
securty cerificate. k may be unsafe to proceed.

Cerificate name

@ Mame in the certificate from the remote computer:
Windows Server20

Cerificate emors

The following emors were encountered while validating the remote
computer’s cerificate:

/1 The certificate is not from a trusted certifying authority.

Do you want to connect despite these cerificate emors?

[ ] Dont ask me again for connections to this computer

View cerificate... Yes

2. Tao may windows 10

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnprol149
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- Tiép theo, tao may a0 Windows 10, chon muyc Create dé tao may ao.

= - = - vietdung@vnpro.org @
SRSl 5 oE-Nm T DR AR

Al services >
All resources = - x
Defeuit Directory
51 Manage view ~ () Refresh | ExporttoCSV % Open query » Ass Delete
er for any fied Subscription equals all Resource group equaks all X Typeequalsall X Location equalsall X i Add filter
@ () Recommendations 8 7 changed resources @ () unsecure resources No grouping v | [ 22 Listview ~
[ Mame Type Ty Resource group T, Location Ty Subscription T,
[ /& NetworkWatcher_southeastasia Network Watcher NetworkWatcherRG Southeast Asia AZ DEMO
[] B WindowsServer2016 Virtual machine test Southeast Asia AZ_DEMO
[ & WindowsServer2016-ip Public IP address test Southesst Asia AZ DEMO
[0 @ WindowsServer2016-nsg Network security group test Southeast Asia AZ_DEMO
[ 4> WindowsServer2016-vnet Virtual network test Southeast Asia
O @ vindo Network Interface test Southeast Asia
[ @ WindowsServer2016_OsDisk_1.22590202a0454269d 186c0642520cea Disk TEST Southeast Asia AZ DEMO
Poge of 1 Showing 1107 of 7 records. 7 Give feedback

- Chon Resource group da tao cung v&i Windows Server 2016, dét tén cho may
do, region va Zone 1 cho may 4o.

! Search jices, and docs (G- 7 vietdung@vnpro.org
L e el DA O

Al services > All resources > Create a resource »
Create a virtual machine x
Select the subscription to manage deployed resources and costs. Use resource groups like folders 5 organize and manage all -
your resources.
Subscription * @ [ az_pemo -]
Resource group * (O [test ~]

Create new
Instance details
Virtual machine name * (% || winld E||
Region* @ |[ (asia Pacific) Southeast Asia ~|
Availability options (D [ vailability zone V]
Availability zone * () [ Zone1 v

€ You can now select multiple zones. Selecting multiple zones will creats one VM

perzone, Leam more

Security type @ [ Trusted launch virtual machines -

Configure security features -

- Tiép theo, chon Security Type 13 Standard, chon Image Windows 10 va chon
kich thuéc CPU, Ram cho may 4o.

ro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vny
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Security type @ | Standard v |

Image * @O | ] Windows 10 Pro, version 22H2 - x64 Gen2 N |
—See all mages | Lonmgure VA generaton

0 This image is compatible with additional security features. Click here to swap to the
Trusted launch security type.

WM architecture (D (_J Armod

(®) x64

ﬂ Amed is not supported with the selected image.

Run with Azure Spot discount (O |:|

Size* (O | Standard_D2s_v3 - 2 vcpus, 8 GiB memory (CA$123.81/menth) e
see all sizes

Enable Hibernation (preview) (O I:‘

ﬂ Hibernate is not supported by the size that you have selected. Choose a size that is
compatible with Hibernate to enable this feature. Learm more

- Tao tai khoan Admin cho may 40 Windows 10.

All services > All resources » Create a resource
Create a virtual machine X
Administrator account -

Usermsme* &

Password * (0

Confirm password* 3

Inbound port rules

— machine network Dl from the puslic nternst.You can specity more imited or granciar
netork accesz on the Netnarking tsb.
Public inbound perts * (1 O Mone
(®) Aliow selzced pons
St nbounc pors = ~
@ A st from sne et il loeked by dsauts Yeu vl be 3be o
Changs iboLnd port e n he VM » Neucring page.
Licensing
B 1 contim | v an s Wincews 10777 cerse wich m-Senans
hosting righs.
Aevien muft-tenan: haztng rights far Windews 10/11 compliancs

y

- Tiép theo , chon vao muc Delete with VM, sau d6 chon Next: Networking.
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[ = e R 8 @ @ rnermon g

All services » All resources > Create a resource
Create a virtual machine x
Basics  Disks  Networking Management Monitering Advanced Tags Review + create -
- - N
The size of the VM determines the type of storage you can Use and the number of data disks allowed. Leam more ¢
VM disk encryption
Encryprion at host () O
@ Eneryeien st hestis net registersd for the saleced subseripsn
0S disk
E— [mage sefautz (127 G&) <]
[ — [T m—— <1
Koy mansgement. [ Flsformmanaged key <]
Ensbls Uit Disk compstisiiey () ]
.

- Sau d0, chon Delete public IP and NIC when VM is deleted va chon Review +
Create.

All services » All resources > Creste a resource
Create a virtual machine x
o=
O savancsa
Public inbound ports * (0 Q none
(® Allow selscted ports
et nbund ports == -
1P add your vi ine. Thi is anly
racommend for tsing. Use e Advanced comrls i the Neworking b o
Crase e 3 i mbeng TS 1 knun P aseresses
Deiete publiclPand M when vid s
deissd
Enble sccelersted necworking 0 ]
Load balancing
You can piace this vinusl machine in th Eackend pocl of 3n exsting Azure osd balsncing sltisn. Lesrn more
Load balancing options (3 ® None
O sure fosd balsncer
Supports 3 TCPAUDP network traffic. port-forwarding, and outbound fows,
[ )
‘Web traffic Ioad balanc
[ ——

- Sau do, thong tin cia may 4o va chi phi sir dung may 4o s€ hién 1én, chon
Create d¢ tien hanh tao may 4o.
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E e e e

Al senices > Al resources > Crese 2 esaurce
Create a virtual machine X
@ Validaiion passed
Basics Disks  Networking Management Monitoring ~ Advanced  Tags  Review + create -~
[i] price. Please use  for all your pricing needs.
ce
1 S D753 Stcrpon s 0y ©
by Micrazaft 0.1696 CAD/NE
Terms of use | Pivacy poliey Prcing for other VM sizes
s
By dicking “Create", | (a) agree to the legal terms. o listed
o S e o s o e 1o s et o e
1t A suacriiont an 6 o e oo v e
information with the provider(s) of the offering(s) for ort, billing and. ti nat
e 1o S et o o s B,
[ET— B =
e
Doelosd s emplc forsgomaion. % Give feecback

- Sau khi may 4o dugc tao thanh cong, chon Go to resource.

rosoft Azure P Search resources, services, and docs (G+/) ? & vietdung@vnpro.org @
DEFAULT DIRECTORY &0/

All services >

i», CreateVm-MicrosoftWindowsDesktop.Windows-10-win10-20240509100719 | Overview = - X

Deployment

% Overview B

@ Your deployment is complete

1 Redeploy  Download () Refresh

% Inputs
Deployment name: CreateVm-MicrosoftwindowsDesktop.windows... ~ Start time: 5/9/2024, 10:13:50 AM

Subscription: AZ_DEMO Correlation ID: 45a7d7bf-14bf-404a-a00f-5db
Resource group: test

Outputs

2 Templats
= Template Cost Management

Get notified to stay within your budget and
prevent unexpected charges on your bill

~ Deployment details
A Nextsteps
Set up cost alerts >
Setup auto-shutdown Recommended
Monitor VM health, performance and network dependencies Recommended a

Run a script inside the virtual machine  Recommended R

Create another VM Secure your apps and infrastructure

Go to Microsoft Defender for Cloud >

Give feedback Free Microsoft tutorials

# Tell us about your experience with deployment Start learning today >

Work with an expert

- Thong tin cia may 4o s€ hién 1€n, may do s€ duoc cép 1 dia chi IP public dé
truy cap.

All services > CreateVim-MicrosoftWindowsDesktop. Windows-10-win10-20240509100719 | Overview >
L winl0 = - X
Virtual machine

¢« & connect v [> C Restart [Jstop (U1 &3 capture [i Delete () Refresh [ Openinmobile &7 Feedback [E cli/Ps
K2 overview A\ win10 virtual machine agent status is not ready. Troubleshoot the issue =
E Activitylog
B Access control (1AM) \ Essentials JSON View
€ Tags Resource group (move) : test Operating system : windows
X Diagnose and solve problems Status : Running size : Standard D2s v3 (2 vepus, 8 Gig memory)
> Connect Location  Southeast Asia (Zone 1) IPubI\( IP address © 20.195.26.107 I
3 Networking Subscription (move) © AZ DEMO Virtual : 0

Subscription ID : a668d8df-64d8-4a33-af6d-81e25ea281e3 DNS name : Not configured
> Seftings

Availability zone 1 Health state -
> Availability + scale

Tags (edi  Add tags
> Security
> Backup + disaster recovery Properties  Monitoring  Capabilities (7)  Recommendations  Tutorials
> Operations

Virtual machine @ Networkin
> Monitaring = 2 9
Computer name win10 Public IP address 20.195.26.107 ( Network interface win10842_z1)
» Automation -
M Operating system Windows Public IP address (IPv6) - i/
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- Tiép theo, chon Connect -> Connect.

Microsoft Azure A search resources, services, and docs (G+/) vietdung@vnpro.org
DEFAULY DIRECTORY

All services > CreateVm-MicrosoftWindowsDesktop. Windows-10-win10-20240509100719 | Overview >
win1l0 = & - X
Virtual machine
2 search ¢« |;§’ Connect vl [ ¢ Restart [ stop (O Hibe ew) I capture [ Delete () Refresh [ Openinmobile 37 Feedback cu/ps
& overview Icw‘m chine is not ready. the issue =
B Activity log Connect via Bastion
Ra Access control (1AM) A Essentials JSON View
@ Tags Resource group (move) : test Operating system : Windows
X Diagnose and solve problems Status + Running Size : Standard D2s v3 (2 vepus, 8 GiB memory)
> Connect Location Southeast Asia (Zone 1) Public 1P address 20.195.26.107
5 Networking Subscription (move] AZ DEMO Virtual WindowsServer20
Subscription ID 3668d8df-64d8-4333-3f6d-81e25ea281e3 DNS name Not configured
> Settings
Availability zone 1 Health state
> Availability + scale
Tags (edit) : Add tags
> Security
> Backup + disaster recovery Properties  Monitoring  Capabilities (7) ~ Recommendations  Tutorials
> Operations
5 Monitoring A Virtual machine ® Networking
Computer name win10 Public 1P address 20.195.26.107 ( Network interface win10842_z1)
> Automation - . .
Operating system Windows Public IP address (IPv6) -

- Sau do, tien hanh chon Download RDP file.

All services > CreateVm-MicrosoftWindowsDesktop.Windows-10-win10-20240509100719 | Overview > win10

Iy win10 | Connect * - X

Virtual machine

winio -
Port (change)
B overview “ 3389 Check access (D

B Activity log Just-in-time policy
Unsupported by plan @
Ra Access control (IAM)

€ Tags Most common
X Diagnose and solve problems
e Local machine
' Connect &
Native RDP
£ connect
Connect via native RDP without any additional software
X Bastion needed, Recommended for testing only.
> Networking Bublic IP address {20.195.26.107)
> Settings
> Availability + scale
> Security Download RDP f <
> Backup + disaster recovery
» Operations o

v More ways to connect (3) -

- Sau khi tai xong, tién hanh mo file RDP.

Downloads

w winlO.dp

af

- Trong cira s6 Remote Desktop Connection chon Connect dé tiép tuc.
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% Rernote Desktop Connection et

The publisher of this remote connection can't be identified. Do you want to connect
anyway?

This remote connection could ham your local or remote computer. Do not connect unless you know where
this connection came from or have used it before.

! | Publisher: Unknown publisher
. Type: Remote Desktop Connection
Remote computer: 20.195.26.107

[ "] Dont ask me again for connections to this computer

(= Show Details Connect

- Sau d6, nhap thong tin tai khoan Admin ctia may 4o va chon OK dé két néi dén
may 4o.

Windows Security >

Enter your credentials

These credentials will be used to connect to 20.195.26.107.

win10

I:l Remember me

Maore choices

QK Cancel

3. Tao Domain Controller trén windows server
- Md& RDP cua may Windows Server.
- Mo Server Manager, vao menu Manage, chon Add Roles and Features
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[ Server Manager - O *
Server Manager * Dashboard &) Manage  Tools  View
Dashboard WELCOME TO SERVER MANAGER
i Local Server
ii All Servers . .
_ ) 0 Configure this local server
WE File and Storage Services -
QUICK START
| 2 Add roles and features
3 Add other servers to manage
WHAT'S NEW
= 4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1
I L =
\ 3
- Man hinh Welcome -> Next
& Add Roles and Features Wizard — O >
. DESTINATION SERVER
Before you begin WindowsServer20
sre You Begin This wizard helps you install roles, rele services, or features. You determine which roles, role services, or
= features to install based on the computing needs of your organization, such as sharing decuments, or
Installation Typs hasting a website.

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous -l Install Cancel

- Man hinh Select installation type -> Chon Role-based or feature-based
installation -> Next.
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Before You Begin

Server Selection

= Add Roles and Features Wizard — [} H
- H DESTINATIOM SERVER
Select installation type WindowsServer20

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment,

| < Previous | | Next = | Install

- Man hinh Select destination server, gitt nhu mdc dinh -> Next.

Before You Begin
Installation Type
Server Roles

Features

= Add Roles and Features Wizard — O *
Select destination server T inonsanerzo

Select a server or a virtual hard disk on which to install roles and features.

(® Select a server from the server pocl
() Select a virtual hard disk

Server Pool

Filter: |

Name IP Address Operating Systemn

WindowsServer20 Microsoft Windows Server 2016 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data cellection is still incomplete are not shown.

| < Previous | | Next > Install Cancel
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R

- Man hinh Select server roles, danh ddu chon vao 6 Active Directory Domain
Services -> Next.

fE Add Roles and Features Wizard — O >

DESTINATION SERVER

Select server roles WindowsSarvar20

Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
[ | Active Directory Certificate Services

tive Directory Domain Service

| Active Directory Federation bervices

[] Active Directory Lightweight Directory Services
AD D5 [] Active Directory Rights Management Services i !
[ Device Health Attestation uses domain controllers to give

[] DHCP Server network users access to permitted
] DNS Server resources anywhere on the network
] Fax Server through a single logon process.

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[1 Hyper-v

] MultiPoint Services

] Metwark Controller

[ Network Policy and Access Services
[] Print and Document Services

[] Remote Access

[ Remote Desktop Services

[ Volume Activation Services

] web Server (11S)

Server Selection ~ Active Directory Dornain Services
(AD DS) stores information about
objects on the network and makes
this information available to users

and network administrators. AD DS

Confirmation

—
| < Previous |I| Next = |I Install
| e |

- Tai ctra s0 Confirmation, click vao Install dé cai dat.
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fi, Add Roles and Features Wizard — O X

Confirm installation selections O ananera

‘WindowsServer20

Before You Begin To install the following rales, role services, or features on selected server, click Install.
Installation Type [] Restart the destination server automatically if required
Server Selection Opticnal features (such as administration tools) might be displayed on this page because they have

been selected automatically, If you do not want to install these optienal features, click Previous to clear

Server Roles their check boxes.

Features
AD DS Active Directery Domain Services
Group Policy Management
Remate Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module far Windows PowerShell
AD DS Toaols
Active Directory Administrative Center
AD DS Snap-Ins and Cammand-Line Toels

Export configuration settings
Specify an alternate source path

< Previous Mext = | Install | | Cancel |

- Tai ctra s6 Results, sau khi qua trinh cai dat hoan thanh click vao Promote this
server to a domain controller.

fz Add Roles and Features Wizard — O x
) DESTINATION SERVER
Installation progress WindowsServer20

View installation progress

o Feature installation

Configuration required. Installation succeeded on WindowsServer20.

Active Directory Domain Services -

Additional steps are required to make this machine a domain controller,
I Promote this server to a domain controller I

Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD D5 Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Expaort configuration sattings

< Previous Mext > Close Cancel
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Tick vao Add a new forest -> Nhép tén domain -> Next.

fiz Active Directory Domain Services Configuration Wizard - O x

. : TARGET SERVER
Deployment Configuration WindowsServer20

Select the deployment operation

'_ Add a domain controller to an existing domain

o an existing forest

Specify the domain information for this operation

Prerequisites Check

Root domain name: \McsavNPRO|

Maore about deployment configurations

Nhép Password khoi phuc -> VnPro@123 -> Next.

N WWW.VNpro | Video: http
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= Active Directory Domain Services Configuration Wizard — O *
. . TARGET SERVER
Domain Controller Options WindowsServer20

Deployment Configuration

Select functional level of the new forest and root domain
Domain Controller Options

- . Forest functional level: Windows Server 2016 i
DINS Options
Additional Options Domain functional level: Windows Server 2016 ¥
Paths Specify domain controller capabilities
L5278 omain Name System server
Review Cptions D N 5 [DNS)
Prerequisites Check | Global Catalog (GC)

Read anly domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: sssssee

Confirm password: sssssee

More about domain controller options

| < Previous | | Next » | Install Cancel

- Chon Next cho t6i ctra s6 Prerequisites Check -> Install.

[ Active Directory Domain Services Configuration Wizard — O x
[ TARGET SERVER
Prerequisites Check WindowsServer20

| ® Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more x

Deployment Configuration . . - . . .
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options | computer

DNs Options Rerun prerequisites check
Additional Options
Paths @ View results
1. Windows Server 2016 domain controllers have a default for the security setting named  ~

"Allow cryptography algorithms compatible with Windows NT 4.0° that prevents weaker
cryptography algerithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/7Linkld=104751),

! This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties, If both IPv4 and IPvE are enabled for a network
adapter, both IPv4 and IPvB static IP addresses should be assigned to both IPvd and
IPvE Properties of the physical netweork adapter. Such static IP address{es) assignment
should be done te all the physical netwerk adapters for reliable Domain Name System

1, If you click Install, the server automatically reboots at the end of the promation operation.

Mare about prerequisites

Mext > || Install |I| Cancel
—

4. Join Domain Controller trén may Windows 10.
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- Click chugt phai vao This PC -> Properties.
- Tai muc Computer name, domain, and workgroup settings -> Change Settings
-> Change.

- Tick chon Domain -> Nhép tén Domain da tao trén WinServer -> OK.

Computer Mame/Domain Changes et
fou can change the name and the membership of this

computer. Changes might affect access to network resources.

Computer name:
win10

Full computer name:
win10

Mare...

Member of
(®) Domain:

|ITICSE NMNpro

i) Workgroup:
WORKGROUP

Cancel

- Nhép Username/Password tai khoan quén tri -> OK

Windows Security >

Computer Name/Domain Changes

Enter the name and password of an account with permission to
Jjoin the domain.

‘ winserver ‘l
(TTIITIIIITIT] ey |
OK Cancel
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- Man hinh xuat hién thong bo join vao domain thanh cong.

Computer Name/Domain Changes *

o Welcome to the mesawvnpro domain.

- Kiém tra trén may Windows Server di thdy may tinh win10 trong Domain.

] Active Directory Users and Computers - O *
File Action View Help
L Aol H=RREREREAN ol B 8- =K

: Active Directory Users and Com|| MName Type Description
5 [ ] Saved Queries
v F3 MCSAVNPRO
> || Builtin
Computers

-‘L,L,J'win‘lﬁ Computer

Domain Controllers
ForeignSecurityPrincipal:
Managed Service Accour

DOGDEERD

VoW W W

Users
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