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Lab: Cau hinh chinh sach tai khoan domain

Muc tiéu
Sau khi hoan thanh bai lab nay, hoc vién sé cd thé:

e Hiéu va cau hinh chinh sach mat khau dua trén domain

e Thiét lap chinh sach khéa tai khoan dé bao vé hé théng

« Ap dungcéc best practices cho bado mat tai khoan trong méi trudng Active Directory
Yéu cau hé théng

e Windows Server vai vai tro Domain Controller

e Tai khodn Domain Administrator

e May client da join domain dé test

e Group Policy Management Console (GPMC)
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Phan 1: CAu hinh chinh séch mat khau domain

Budc 1: Truy cap Group Policy Management

& Group Policy Management
v _'é'; Forest: ad.activedirectorypro.com
v _\ﬁ CDomains
v i3 ad.activedirectorypro.com
i Default Demain Policy
2| ADPRO Computers
| ADPRO Groups
2 ADPRO Users
2 | Domain Controllers
~ [ =t Group Policy Objects
=/ Computer Audit Policy
[ Default Domain Controllers Policy
'£| Default Domain Policy

E] test

L WMI Filters
o [ F] Starter GPOs
» [ Sites

sty Group Policy Modeling
_+ Group Palicy Results

1. Md& Server Manager

2. Chon Tools > Group Policy Management
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3. Md&réng cay thu muc: Forest > Domains > [Tén domain ctia ban]

4. Right-click vao Default Domain Policy ~> Edit

Budc 2: Diéu hudng dén Password Policy
1. Trong Group Policy Management Editor, diéu huéng dén:

2. Computer Configuration - Policies > Windows Settings > Security Settings > Account Policies > Password
Policy
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=S Group Policy Management Editor
File Action View Help
e« 7n[E = H
=/ Default Domain Policy [8746-2K12TEMP.WSMDE|| Policy = Policy Setting
4 i Computer Configuration i) Enforce password history 24 passwerds remembered
4 [ Policies 11z Maximum password age 42 days
k _' Software Settings 125 Minimum password age 1 days
«@ ‘.'\Tindows Seftings [ Minimum password length 7 characters
b L] Name Resolution Policy 121) Password must meet complexity requirements Enabled
& Scripts (Startup/Shutdown) Lsis| Store passwords using reversible encryption Disabled

4 f]_; Security 5ettings
4 5 Account Policies
s :fj Password Policy
Account Lockout Policy
I+ 59 Kerberos Policy
_;E Local Policies
4| Eventlog
|4 Restricted Groups
|4 System Services
2 Registry
|4 File System
4] Wired Network (IEEE 802.3) Pol
" Windows Firewall with Advanc
] Network List Manager Policies
I gj Wireless Metwork (IEEE 802.11)
I» || Public Key Policies
- || Software Restriction Policies
| Metwork Access Protection
[
I

v v v v vV W W W

| Application Control Policies
g IP Security Policies on Active C
|| Advanced Audit Policy Cenfig
I gl Pelicy-based QoS
I ] Administrative Templates: Policy defi
b || Preferences
4 % User Configuration
b | Policies
b || Preferences
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Budc 3: C4u hinh céc thiét lap mét khau

C4u hinh céc policy sau:

Policy Gia tri dé xuat Mo ta
. 12 passwords Ngan ngudi dung tai s dung mat khau
Enforce password history N
remembered ct
. Thoi gian t8i da trude khi phai ddi mat
Maximum password age 90 days R
khau
. Thoi gian t8i thiéu trude khi co thé doi
Minimum password age 1 day . B
mat khau
Minimum password length 8 characters D6 dai t8i thiéu clia mat khau
Password must meet complexity o . . ,
. Enabled Yéu cau mat khau phure tap
requirements
Store passwords using reversible . . . N LR a
] Disabled Khéng lvu mat khau dang cé thé giai ma
encryption
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Budc 4: Cau hinh chi tiét

1. Double-click vao "Enforce password history"
o Check"Define this policy setting"
o Nhéap 12vao 6 passwords remembered
o Click OK

2. Double-click vao "Maximum password age"
o Check"Define this policy setting"
o Nhéap 90 days
o Click OK

3. Double-click vao "Minimum password age"
o Check"Define this policy setting"
o Nhép1day
o Click OK

4. Double-click vao "Minimum password length"

o Check"Define this policy setting"
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o Nhap 8 characters
o Click OK
5. Double-click vao "Password must meet complexity requirements"
o Select"Enabled"
o Click OK
6. Double-click vao "Store passwords using reversible encryption"

o Select"Disabled"

o Click OK
Phan 2: Cau hinh chinh sach khda tai khoan

Budc 1: Truy cap Account Lockout Policy

1. Trong cung Group Policy Management Editor, diéu hudng dén:

2. Computer Configuration > Policies > Windows Settings > Security Settings > Account Policies > Account

Lockout Policy

Budc 2: Cau hinh céc thiét lap khda tai khoan

Cau hinh céc policy sau:
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Policy Gia tri dé xuat Mb ta

Account lockout duration 30 minutes Thoi gian khoa tai khoan

Account lockout threshold 5 invalid logon attempts||S6 lan dang nhéap sai trudc khi khda

Reset account lockout counter after||30 minutes Thoi gian reset bo dém

Budc 3: Thiét lap chi tiét
1. Double-click vao "Account lockout threshold"
o Check"Define this policy setting"
o Nhap 5invalid logon attempts
o Click OK
o Héthong sé ty dong dé xuat gia tri cho 2 policy con lai
2. Chéap nhan céac gia tri dugc dé xuat hoac tuy chinh:
o Account lockout duration: 30 minutes

o Reset account lockout counter after: 30 minutes

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

R
mi@"@— DC: 276 - 278 Ung Van Khiém, P25, Q.Binh Thanh, Tp H5 Chi Minh
JNrro

PT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Phan 3: Ap dung va kiém tra chinh sach
Budc 1: Ap dung chinh sach
1. Ddéng Group Policy Management Editor
2. M@ Command Prompt véi quyén Administrator
3. Chaylénh dé force update policy:
4. gpupdate /force

Budc 2: Kiém tra trén Domain Controller
gpresult /h gpresult.html
M@ file HTML dé xem céc policy da dugc ap dung.
Budc 3: Test chinh sdch mat khau
1. Tao user mdi:
2. netuser testuser Password123 /add /domain
3. Thurddi mat khau khdng dat yéu cau:
4. netusertestuser 123 /domain

o K&t qua: L6i do khéng dap ing do phic tap
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5. DP6i mat khau hop é:
6. netuser testuser NewPass123! /domain

Budc 4: Test chinh sach khoda tai khoan

1. T&r may client, th&r dang nhap sai matkhau 5 [&n lién ti€p
2. Quan sat tai khoan bi khoéa
3. Kiém tra Event Viewer trén DC:
o Windows Logs > Security
o Tim EventID 4740 (Account lockout)
Phan 4: Giam sat va bao céo
Kiém tra chinh sach hién tai
# Kiém tra password policy

Get-ADDefaultDomainPasswordPolicy

# Ki€ém tra fine-grained password policy (néu c9)

Get-ADFineGrainedPasswordPolicy -Filter *
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Tao bao cdo tai khoan bi khoa

# Tim tat ca tai khoan bj khoa

Search-ADAccount -LockedOut | Select Name, LockedOut, LastLogonDate

# M@ khda tai khoan

Unlock-ADAccount -Identity "username”

Phan 5: C4u hinh nang cao (Tuy chon)

Fine-Grained Password Policies

Né&u can ap dung chinh sach khac nhau cho cac nhom user:

1.

2.

M& Active Directory Administrative Center

Diéu hudng dén System > Password Settings Container
Tao New > Password Settings

CAau hinh cac thiét lap riéng biét

Ap dung cho specific groups hoac users
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Group Policy Preferences

C4&u hinh thém céac registry settings dé tang cudng bao mat:
e Disable LM hash storage
e Enable strong session key requirement
o Configure additional audit policies
Cau hai thuc hanh
1. Cau hdi 1: Tai sao nén set minimum password age la 1 day thay vi 0?
2. Cau héi 2: NEu mot user bij khoa tai khoan, c6 nhirng cach nao dé unlock?
3. Cau hdi 3: Lam thé nao dé ap dung chinh sach méat khau khac nhau cho cac nhém user khac nhau?
4. Cau héi 4: Password complexity requirements bao gom nhirng yéu cau nao?
Troubleshooting thuong gap
L6i 1: Group Policy khéng ap dung
Giai phap:
o Kiém tra DNS resolution

e Chaygpupdate /force
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o Restart may client néu can
L&i 2: User khdng thé déi mat khau
Nguyén nhén c6 thé:

e Chua dén minimum password age

e Mat khau mdi trung véi history

e Khoéng dat complexity requirements
L6i 3: Tai khoan bi khoa lién tuc
Kiém tra:

e Scheduled tasks chay vdi credentials cl

e Services str dung tai khoan domain

e Mapped drives v&i saved credentials
Két luan

Bai lab nay da hudng dan cach cdu hinh cac chinh sdch bao mat co ban cho tai khoan domain. Viéc thiét lap
dung céac policy nay la nén tang quan trong cho viéc bao vé méi trudng Active Directory khoi cac cubc tan cong
brute force va dam bao tinh bao mat cia hé théng.
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