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Du6i day la bai Lab thu'c hanh VLAN trén dong switch Cisco I0S XE va Cisco Nexus, dugc bién soan lai tir ni
dung ky thuét géc dé phu hop cho céng déng hoc CCNA/CCNP/CCIE cua VnPro va céc ban dang lam viéc vdi thiét
bi mang thuc té:

s [Lab VLAN] C4u hinh VLAN co ban va nang cao trén Cisco 10S XE &
Cisco NX-OS

& Muc tiéu Lab:

e Hiéu céchtao va quan ly VLAN trén dong switch thudng (Catalyst chay 10S XE) va switch l&p DC (Cisco
Nexus chay NX-0OS).

e Phanbiét VLAN thuong va VLAN ma rong.
e Lamviéc vdi cac trang thai VLAN nhu active, suspended, shutdown.

e Quan ly file cau hinh VLAN (vlan.dat) va xr ly tinh huéng VLAN bi chan, bi xda.
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@ M dau: VLAN — Khong chi la chia mang, ma con la bao mat va hiéu nang

Khi mang LAN clia ban bat dau phét trién, viéc moi thiét bi ndm chung mét broadcast domain (mang phang) sé trd
thanh tham hoa. VLAN cho phép ban phan doan mang mot cach logic theo phong ban, irng dung hoac loai ngudi

dung — ma khéng can thém phan cing vat ly.

Va gid, chung ta khéng chi hoc ly thuyét — ma sé bat tay vao cau hinh thuc té trén hai méi trwdng switch khac
nhau: I0S XE (Catalyst) va NX-OS (Nexus DC Switch).

Phan 1: Cau hinh VLAN trén Cisco Catalyst (I0S XE)

$8 1.1 Tao VLAN tiéu chuén va VLAN mé& rong

VLAN tiéu chuén: tir 1 dén 1005
VLAN md@ rong: tir 1006 dén 4094
VLAN dugc luu trong vian.dat (v&i VLAN m@ rong can luu thém vao cau hinh khdi dong)

CAT9000(config)# vlan 901
CAT9000(config-vlan)# name Office
CAT9000(config)# vlan 2001

CAT9000(config-vlan)# name NOC
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CAT9000(config-vlan)# exit

> TIP: VLAN md& rong (>=1006) can dung write memory dé luu vao startup-config vi khéng nam trong vlan.dat.

(8] 1.2 Tao nhigu VLAN clng lic
Ban c6 thé dung ddu , hoac - hoac két hop cé hai:
CAT9000(config)# vlan 2001-2049,3001-3049

@ Luwu y: Khodng thé dat name khi tao nhieu VLAN cung lic vi tén VLAN phai la duy nhét.

X 1.3 V6 hiéu hoéa (shutdown) mot VLAN

Chan hoan toan traffic L2 ctia VLAN dé trén switch:
CAT9000(config)# vlan 2001

CAT9000(config-vlan)# shutdown

K Luwuy: Dieu nay khéng anh hudng téi cac switch khac — chi ap dung cuc bo trén switch nay.

77 1.4 X6a mot VLAN
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CAT9000(config)# no vlan 2001

@ Kiém tra lai:
CAT9000# show vlan brief

CAT9000# show vlan id 2001

Phan 2: C4au hinh VLAN trén Cisco Nexus (NX-OS) dung trong Data Center

$8 2.1 Tao VLAN va dat tén
NX9000(config)# vlan 100
NX9000(config-vlan)# name Sales

[®) 2.2 Tao nhiéu VLAN trong 1 dong lénh
NX9000(config)# vlan 200-220,230,240

@ VLAN sé dugc tao va tén mac dinh & VLANXxxX.

2.3 C4u hinh trang thai VLAN
Ban c6 thé kich hoat (state active) hoac tam ngung VLAN:
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NX9000(config)# vlan 100
NX9000(config-vlan)# state active

NX9000(config-vlan)# shutdown

@, Kiém tra VLAN:
NX9000# show vlanid 100

S Pham vi VLAN trén Cisco Nexus - Can biét dé khéi “fail”

Phamyvi VLAN |Chirc nang Ghichu

VLAN 1 Mac dinh Khong xéa/stra dugc

VLAN 2-1005 VLAN théng thudng ||Cé thé tao/xda

VLAN 1006-3967|VLAN m& rong Khéng thé shutdown, ludn active

VLAN 3968-4095||Du trit cho hé thong||Khdng dung dugc

@ Tuy chinh vuing VLAN du tri¥ (cho hé théng Cisco Nexus l&n):
NX9000(config)# system vlan reserve 3968 range 128
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I. Yéu cau reload dé co6 hiéu luc!

© Phan 3: 10S XR - Khéng tao VLAN kiéu truyén théng

Switch chay Cisco 10S XR thudng dung trong mang nha cung cap dich vu (Service Provider). Khdng hd trg VLAN
theo kiéu L2 switch nhu 10S XE hay NX-OS.

. NE&u ban mudn trién khai L2 trén I0S XR, can nghién clru:
e IRB (Integrated Routing and Bridging)
e Pseudowire (xconnect)
e VPLS hodac E-Tree

(Tam thoi bo qua phan nay néu ban dang hoc cho CCNA/CCNP ENCOR)

& Tinh huéng thuc hanh goi y
1. Tao 2 VLAN méi: VLAN 10 (HR), VLAN 20 (IT) va shutdown VLAN 20.

2. Tao dai VLAN tir 30-40 ma khéng dat tén, sau d6 kiém tra bang show vlan brief.

3. Xdéa VLAN 35 va xac nhan trang thai.
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4. Trén switch Nexus, thirtao VLAN 1006 va kiém tra trang thai sau khi shutdown.

5. Reload switch sau khi dung system vlan reserve va xem cac VLAN hé théng.

€ K&t luan - Visao VLAN la bai lab "phai biét" cho dan mang

Khéng cé mot hé thong doanh nghiép hay trung tam dit liéu ndo ma khong dung VLAN. Du ban dang hoc CCNA
hay chuén bi cho CCIE, viéc ndm virng ciu tric va thao tac VLAN (A nén tang — ciing nhu mot trong nhitng phan dé

“fail” nhat néu chi hoc ly thuyét.

= Ban hdy md lab, lam tirng cau lénh, kiém tra dau ra. Hoc VLAN khoéng phai la hoc tén [énh — ma 13 hiéu hanh vi
mang khi VLAN thay dai.
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