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LAB: Cau hinh PSO (Password Settings
Object) trong Active Directory

I. Muc tiéu cuia bai lab:

- Tao mot chinh sdch mat khAu chi tiét (Fine-Grained Password Policy) bang PowerShell.
- Gan chinh sach méat khau nay cho mot ngwoi dung hodc nhém cu thé.

- Kiém tra va xac minh viéc ap dung chinh sach.

II. Ki€n thirc nén (danh cho ngwdi méi bat dau)

Trong moi tredng Windows Server 2012 tré di, ban cé thé ap dung cac chinh sdch mat khau
khac nhau cho tirng ngwoi dung hodac nhém, nhe vao tinh nang FGPP (Fine-Grained
Password Policy).

Trwéc day, tat cd ngwoi dung trong mét domain chi cé thé dung Default Domain Policy, diéu
nay khéng phu hop néu ban can:

- Mat khau manh cho quan tri vién.

- Mit khiu don gian hon cho nguoi dung binh thwong.

lll. Cong cu str dung
C6 2 cach chinh dé tao PSO:
1. Windows PowerShell Cmdlets:
- New-ADFineGrainedPasswordPolicy
- Add-FineGrainedPasswordPolicySubject
2. Active Directory Administrative Center (ADAC) - Giao dién d6 hoa.

IV. MGi trwrong Lab

- Domain Controller: DCO1.vpro.local (Windows Server 2016 tré 1én)
- Nguodi dung thir nghiém: userl

- Nhém thir nghiém: SalesTeam
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V. Thwe hanh bang PowerShell

- o
Create Password Settings: Sample PSO TAsks v | [SecTions v
3 password Settings | Passyord Settings
Directly Applies To
ol Sample PSO Password age options:
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)
Directly Applies To
Name - Mail

Buwdc 1: Tao PSO méi

New-ADFineGrainedPasswordPolicy
-Name "PSO_SalesTeam""
-Precedence 1°
-ComplexityEnabled $true
-ReversibleEncryptionEnabled $false
-MinPasswordLength 10 °
-MinPasswordAge (New-TimeSpan -Days 1) *
-MaxPasswordAge (New-TimeSpan -Days 30) °
-PasswordHistoryCount 5 °
-LockoutThreshold 3 °
-LockoutObservationWindow (New-TimeSpan -Minutes 10)
-LockoutDuration (New-TimeSpan -Minutes 15)

Giai thich: Day 1a mot chinh sdch mat khiu yéu cau do dai tdi thi€u 10 ky tw, khoa tai khoan
sau 3 lan sai, va budc d6i mat khau sau 30 ngay.

Buwdc 2: Gan PSO cho ngu¢i dung hoac nhom

Gdn cho ngwoi dung:
Add-ADFineGrainedPasswordPolicySubject -I1dentity "PSO_SalesTeam" -Subjects "user1”

Hodc gdn cho nhom:
Add-ADFineGrainedPasswordPolicySubject -I1dentity "PSO_SalesTeam" -Subjects "SalesTeam”
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Buwdc 3: Kiém tra PSO da ap dung chuwa

Add Navigation Nodes [x]
You can browse through the columns below and select one or more containers to add to your Active Directory Add the following containers to the
Administrative Center navigation pane. navigation pane:
Find in this column Find in this column Find in this column o)

i Networking (PN - Sydney Users
il NTDS Quotas >
3

il Program Data No results found.

eE ]

il System > B
il TPM Devices o
e [
| < | ' m | >| W

Connect to other domains...

o

oK Cancel | | Help |

Get-ADUserResultantPasswordPolicy -1dentity "user1”

Lénh nay gidp ban xac nhin chinh sdch mat khiu nao dang p dung cho userl.

VI. Thwe hanh bang GUI (AD Administrative Center)

Buérc 1:
- Mé& Server Manager — Tools — Active Directory Administrative Center (ADAC)

Buoc 2:
- Trong panel trai, chon Tree View = vao OU chira ngu¢i dung.

Buérc 3:
- Chon Password Settings Container dwéi domain.
- Click New — Password Settings — Nhap cac gia tri twong tyw nhw & budc PowerShell.

Buérc 4:
- Trong phén “Directly Applies To”, chon nhém hodc ngwdi dung can ap dung chinh sach.

VII. Goi y thir nghiém va kiém tra sau khi hoan tat
- Thir dit mat khiu ngin hon 10 ky tw cho user1 — sé bi tir chdi.
- Thir nhip sai mat khiu 3 lan — tai khoan bi khéa 15 pht.

VIIl. Két luan

Thong qua bai lab nay, ban da biét cach:

- Tao va ap dung Fine-Grained Password Policy.
- St dung ca PowerShell va GUI dé c4u hinh PSO.
- Xac minh hiéu lwc ctia chinh sach.
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DAy la buéc quan trong dé ning cao bdo méat phan ting trong Active Directory, mot k§ nang
thiét yéu cho System Admin, Cloud Engineer, va MCSA/Azure Foundation.
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