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LAB: CREATING AND CONFIGURING USER ACCOUNTS IN AD

NOI DUNG CHiNH:

1/ Tao User Acount va Group trén mién 23TH02.VNPRO, cu thé nhu sau:

- OU SaiGon:
+ Group GiangVien: gvl, gv2, gv3
+ Group KeToan: kt1, kt2, kt3 -
OU HaNoi:
+ OU Technical c6 User: tech1, tech2 thudc Technical_Group

+ OU Sales c6 User: salel, sale2 thubc Sales_Group
+ OU Maketing c6 User: marl, mar2 thudoc Marketing_Group
2/ Yéu cau:

- Thiét Ip thudc tinh cho cac ddi twong user va group nhu sau:
+ Tat cd cac User acount trén OU SaiGon la thanh vién cha nhém Backup Operators.
+ User gv1 va gv2 phai thay d6i password khi ding nhap vao hé théng lan dau tién.
+ User gv3 khdng duwoc phép ddi mat khau tir may tram.
+ Tam khoa User kt2.
+ T4t cd User thudc Group GiangVien duwoc phép dang nhap vao mang tir 7h sdng dén Sh
t&i hang ngay, tir th&r 2 dén thir 7.
+ User kt3 hét han lam viéc vao ngay 30/11/2023
- Thiét |ap quyén han cho cac ddi twong ngudi dung nhu sau:

+ Delagate quyén quan ly account user cho tech1 dugc phép quan ly phong ban Technical

CHUAN BI:

- Mb hinh gébm 2 may
+ PCO1: Windows Server 2016 (D3 nang cap lén DC)
+ PC02: Windows 10 (b3 join DC)

A. THUC HIEN:

1. Tao va ciu hinh tai khoan trén Domain Controller (Thwc hién tai PC01)

B1. Trén PCO1, vao Server Manager / Tools / Active Directory User and Computer > Nhép vao
23THO2.VNPRO - Chon New Organization Unit
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 Active Directory Users and Computers

File Action View Help
|20 D= HM PTeE@TYER
j Active Directory Users and Com|| Mame Type Description
| Saved Queries 82 23THo2 Security Group...
~ Fa 23THO2Z.VNPRO g i
| Builti Delegate Control... .
! C:Ir'r:" clegate Lontro e Default container for up...
,.I P Find... stional... Default container for do...
2| Doma . )
| Foreig Change Domain... Br Default container for sec...
» 1 Manac Change Demain Controller... o Default conta?net far ma...
| Users Raise domain functional level... er Default container for up...
Operations Masters..,
New 3 Computer
All Tasks H Contact
View ’ Group
InetOrgPerson
s ) msDS-ShadowPrincipalContainer
s mslmaging-PSPs
Properties MSMQ Queue Alias
Help Organizational Unit b
Printer
Usar
€ >
Shared Folder

Create a new object...

B2. Dat tén SaiGon > OK

[@lm Object - Organizational Unit

~7|  Createin: 23THOZVNPRO/

Mame:

| SalG':;ril

[+] Pratect container from accidental deletion

Cancel Help

B3. Nhip chudt phai vao OU SaiGon > chon New > Group

outube.cor
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i ] Active Directory Users and Computers - | x
| File Action View Help

o 2@ 0/ XEGE Bm P RETIR

] Active Directory Users and Com|| Name Type Description
| Saved Queries
v 5 23THO2.VNPRO There are no items to show in this view.
3| Builtin
| Computers
2| Domain Controllers

| ForeignSecurityPrincipal:

_| Managed Service Accour

| Users

i Seifinn
Delegate Control...
Move...
Find...
MNew > Computer
All Tasks > Contact
View . Group
InetOrgPerson
e msDS-ShadowPrincipalContainer
T msimaging-PSPs
S MSMQ Queue Alias
< Sl Organizational Unit
Create anew Honie Printer

Properties User =Y &~ Z

Shared Folder

Help

B4. Dat tén GiangVien_Group &> OK

Mew Object - Group >

SIJ Createin:  23THOZ.VNPRO/SaiGon

)

Group name:
| GangVien_Group)| |

Group name (pre-Windows 2000):
| GiangVien_Group |

Group scope Group type
-l:} Domain local @}S:mlw
(@) Global () Distribution
{:} Universal

e

B5. Twong tu, tao KeToan_Group

B6. Nhap chudt phai vao OU SaiGon, chon New > User
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¥nPro

i [ Active Directory Users and Computers - ] X
I File Action View Help
o AM {0 XDc=HM ITe@DTER

| Active Directory Users and Com|| Name Type Description
::::10?::::;0 .’.'.BGiang‘u’ien_G... Security Group..,
VoS - 82 KeToan_Gro... Security Group...
| Builtin
| Computers
2| Domain Controllers
| ForeignSecurityPrincipal!

| Managed Service Accour

7| Users

3| SaiGon
Delegate Control...
Move...
Find...
New Computer
All Tasks Contact
View Group

InetCrgPerson
— msDS-ShadowPrincipalContainer
e mslmaging-P5Ps
R
ename MSMQ Queue Alias
& Ralsash Organizational Unit
Create anew o Export List.. Printer

Properties User =Y &F =

Help Shared Folder % _

B7. Nhap vao First name, Last name, User logon name: gvl > Next

Mew Object - User p o

s

: Createin:  23TH0Z2 VNPRO/SaGon [
W) |

Initizls: _
|
|

First name: |g'url

Last name |

Full name:; |;|vl

|Izer logon name:
jov1 || @23THO2 VNPRO v

User logon name (pre-Windows 2000):
[23THO2\ IEX

Cancel
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B8. Tai clra s6 New Object-User, Nhap password: GiangVien123 > danh dau chon vao User must change

password at next logon > Next = Finish

Mew Object - User X

; Createin: 23TH0Z VNPRO/5SaGon

b |
Password: FEEABEEREEEE |
Corfirm password: ssssssssssns |

[+#] User must change password at next logon
[ ] User cannot change password

[] Password never expires
[ ] Account is disabled

< Back = Cancel

B9. Twong ty, tao User gv2
B10. Tuwong tw tao User gv3, tai muc New Object-User, danh chon User cannot change password

B11. Tuwong ty, tao User ktl — KeToan123

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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Mew Object - Ltsr >
;] Createin:  23THOZ VNPRO. 5aiGon
Password: sEEERERES |
Corffirm password: sssssssns |

[] Usar must change password at next lagon
[] User cannot change password

[/] Password never axpires

[ ] Account is disabled

< Back MNexd = Cancel

B12. Tuong ty tao User kt2, kt3

Lwu y: Yeu cau tam khda kt2

B13. Tién hanh Add User vao Group: Click chudt phai tai GiangVien_Group, chon Properties

Tai clra s6 GiangVien_Group Properties tab > Members
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CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
: TRUNG TAM TIN HQC VNPRO
HP'IWOT DC: 276 - 278 Ung Van Khiém, P25, Q Binh Thanh, Tp Hb Chi Minh
A

PT: (028) 35124257 | Hofline: 0933427079 Email: vnpro@vnpro.org

Gil:\?g‘u"ien_ﬁmup Properties ? 4
General Members MemberOf Managed By
Members:
Mame Active Directory Domain Services Folder
Add... Remove
==l

B14. Tai clra s6 Select Users, Contacts, Computers, Service Accounts.... Add > Nhap User can Add
(gvl; gv2; gv3) > Check names > OK

Select Users, Contacts, Computers, Service Accounts, or Groups o
Selact this object type

|Lha’s.5€wi|:e Accounts, Groups, or Other objects | Object Types...
From this location

|23THﬂ2.‘u’HF RO | Localions...
Ertter the object names to select (examples):

gvl gvl1@23THOZ VNP RO gv igv2@23THOZ VNERO): Check Mames
gv3 fgv3@23THOZ VWPRO)

Advanced.. Cancel
B15. Add User thanh cong > Apply > OK

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnpro149



CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
: TRUNG TAM TIN HQC VNPRO
ﬂP’!‘@ DC: 276 - 278 Ung Van Khiém, P25, Q Binh Thanh, Tp Hb Chi Minh
A

PT: (028) 35124257 | Hofline: 0933427079 Email: vnpro@vnpro.org

GiangVien_Group Properties ? 4

General Members Member OF Managed By

Members:
Mame Active Directory Domain Services Folder
Lo 23THO2 VNPRO/SaiGon
2 a2 23THO2 VNPRO/SaiGon
o3 23THD2 VNPRO/SaiGon

Remove

oK Cancel Aoply
B16. Tuong ty v&i KeToan_Group

KeToan_Group Properties ? 4

General Members MemberOf Managed By

Members:
Name Active Directory Domain Services Folder
LA 23THO2 VNPRO/SaiGon
2 a2 S 23THO2 VNPRO/SaiGon
a3 23THO2 VNPRO/SaiGon

=

0K Cancel Apply

B17. Thém tat ca User vao Group Backup Operators: Chon tat ca user vira 1ap > Nhap chudt phai >
Add Group

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: http
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VaPro

1
]l ] Active Directory Users and Computers - ] X
l File Action View Help
e A & XD Hm| PeaTaw
] Active Directory Users and Com || Name Type Description
> [ Saved Queries ) '
GiangVien_G... Security Group...
~ 4 23THO2.VNPRO % J = w2l s
» [2] Builtin
> [ Computers Add to a group... l}
=] Domain Controllers (o ey
» || ForeignSecurityPrincipal: & KeToan_Gro... Enable Account
» || Managed Service Accour kﬂ nable Accoun
» [ ] Users Move...
(2] SaiGon Open Home Page
Send Mail
All Tasks >
Cut
Delete
Properties
Help
< >
Allows you to add the selected objects to a group you select.

B18. Tai clra s6 Select Groups > Chon Advance > Find now > chon Backup Operators > OK

> OK
Select Groups x
Select this object type:
Groaps or Bull4n sacyety pancipals | | Object Typas.. |
From this location:
23TH02 VNPRO || Locations.. |
Common Gueries
Name: Statswith | | ok, |
iy

Stop

57

Disabled accounts

MNon expiring password

Search results: OK | Cancd
Mame Description In Folder b
82 23THO2 Z3THOZ.VNFRO
&2, Access Contr.. 23THO2VNFR...

83, Account Oper... 23THO2VNPR...
H2 pdmiristrators Z3THOZ.VNPR...
B Alowed ROD... Membemsinthia . 23THO2VNPR...
Backup Ope
H2 Cot Publi Members of this ...  23THO2VNPR...
H2 Certificate Ser... 23THOZ VNPR. .
H3 Cloneable Do... Membersof this ... 23THO2VNPR...
2 Coyptographic. 2Z3THO2.VNFR... »

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https:/
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B19. Chinh kt3: Chon kt3 > Properties

] Active Directory Users and Computers - ] X R
File Action View Help
o 2@ A0/XEEHmMPeETYTIR
: AFtive Directory Users and Com|| Mame Type Description
Saved Queries &BGiangVien_G... Security Group...
v & 23THOZ.VMNPRO
| Builtin & o1 User
| Computers %g\fi ﬂser
2| Domain Controllers av == .
| ForeignSecurityPrincipal: BR KeToan_Gro... Security Group...
~| Managed Service Accout E;kﬂ Licer
| Users & 2 User
3 SaiGon Y
Copy...
Add to a group...
Disable Account
Reset Password..,
Move...
Open Home Page
Send Mail
Al Tasks »
Cut
Delete
< 2 Rename
Opens the properties dialog box for the cu
Properties b § =) g a - 2

B20. Chon tab Acount > Chinh End of 30/11/2023 > Apply > OK

ki3 Properties 7 =
Member Of Dialdin Environment Sessions
Remoate control Remote Desktop Senvices Profile COM+
General  Address  Accourt Profile Telephones  Organization
User logon name
[la3 | @zsTHIZVNFRO v
User logon name (pre-Windows 2000):
[23THO2\ | [la3
Logon Hours: Log On To...
[ Unlock accourt
Account oplions
[] User must change password at next logon o
] User cannot change password
[] Password never sxpirss
] Stare password using reversible encryption v
Account expires
) Never
@ End of: Thursday . [ETERE 30. 2023 B~
Gos | [ owy || e

B21. T4t cd User thudc GiangVien_Group duoc phép dang nhdp vao mang tlr 7h sang dén 9h tdi hang
ngay, tir th&r 2 dén th 7: Click chudt phai User gvl, gv2, gv3 > chon Properties.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https
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g
2
&
}.BKeToan_Grow Secu
2 i1 User Enable Account
& kt2 User Move...

8“3 User Open Home Page

Send Mail

Add to a group...

Disable Account

All Tasks >

Cut
Delete

Properties

Help

B22. Tai clra s6 Properties for Multiple Items > tab Account > chon vao dong chitr Logon hours >
chon vao Logon hours... > OK-=> Apply > OK

Legon Hours x

2 5 3

12-2-4-6-8-10-12-2-4-6-8-10-12
Cancel

l (®) Logon Pemitted
() Logon Denied

Monday through Saturday from 700 AM to 5:00 PM

B23. Vao PC02, ddng nhap vao céc User vira tao dé kiém tra cac trudng hop

2. Tao va cau hinh tai khoan OU HaNoi trén Domain Controller (Thuc hién tai PC01)

B1. Tao cdc OU, cac Group, cac User lan lugt theo yéu cau

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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] Active Directory Users and Computers - O 4
File Action View Help
| AW 4 XD Hm P RETER

] Active Directory Users and Com|| pame Type Description
. Saved Queries R, techt

v F 23THO2Z.VNPRO

=] Builtin

Computers

Domain Controllers

ForeignSecurityPrincipalt

Managed Service Accour

Users

SaiGon

HaMoi

5 Technical

o Sales

=) Marketing

User
& tech2 User
B, Technical_Gr... Security Group...

IDOEERE

<
i

B2. Delagate cho User tech1 dugc phép tao tai khoan trén OU Technical: Tai OU Technical, nhap chuét

phai, chon Delegate Control... Next

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt 4 m/(@vnprol49
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[ Active Directory Users and Computers - .| X k

File Action View Help =

o ami0/XDcz Hm TRETIR

j A.ctive Directory Users and Com || pame Type Description
| Saved Queries % marl User
v i B3THO2VNPRO 2, a2 User

. E:Irr::uters %Marketing_ﬁ... Security Group...
| Domain Controllers

-

|

2]
°| ForeignSecurityPrincipal!
» || Managed Service Accour
|
2]
[a]

| Users
SaiGon
v HaMoi
3 Technirsl
& Sal Delegate Control... h-
2 Ma Move...
Find...
New »
Al Tasks >
Cut
Delete
Rename
< Refresh

Delegates control « Properties ‘
- Filter 0 =) |\[:|_;| - T~
Helo

B3. Tai clra s6 Delegation of Control Wizard, chon Add...

Delegation of Control Wizard >

Users or Groups

Salact ane or mons Users or groups to whom you want to delsgate control.

Sslactad users and groups:

-

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: htt .youtube.com/@vnprol49
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B4. Tai clra s6 Select Users, Computers, or Groups / muc Enter the object names to select, nhap tén
user techl (nhap vao Check Names d& mdy chu kiém tra tén User) > OK

Select Users, Computers, or Groups X ik

Select this object type:
|Lbem.Gmmu.o¢ Builtin sacurity principals | Obgect Types...

From thés location:
|23TH02.VHPHO |

y Lll.-il.-n |

4

Enterthe object names to select (zamples):
lech1 tech1@23TH02. VNPRO)| Check Names

Advanced... Cancel

< Back Nesd = Cancel| Hedp

H

B5. Tai clra s6 User or Groups > Next.

Delegation of Control Wizard x

Users or Groups
Selact one or mons Users or groups to whom you want to delsgate control. y
¥

Selacted ussrs and groupe:
£, tech1 tech1@23THO2.VNPRO)

Add... Ramove

<ok [ Netp | | Cones Heio

B6. Tai clra s6 Tasks to Delegate, chon Create, delete, and manage user accounts > Next > Finish

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: http /w.youtube.com/@vnprol149
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Delegation of Control Wizard X,
Tasks to Delegate
You can sslect common tasks or customize your own y
(@) Dedegate the following common tasks:
[] Creste, delste, and manage user accounis ~

[] Reset user passwords and force password change at next logon
[ ] Read all user infonmation

[[] Create, delete and manage groups

[ ] Modify the membershio of a group

[ ] Manage Group Policy links

[[] Generate Resuitart Set of Policy (Planning) Y
< >

() Create a custom task to delegate [:?

T R

B7. Tai PC02, dang nhap bang account tech1, Cai d4t Tool: Remote Server Administration Tools Window
10 theo dudng dan sau

https://www.microsoft.com/en-us/download/details.aspx?id=45520

[‘}- Download RSAT for Windows x +

{ - T S N [ [ S S [ T . W— T N Y T Y

— s AN = | Downloads

sites willKal tore s view

— ~ 4 4 » ThisPC » Downloads w |
Mame

# Quick access
I Deskiop
< Downloads

~ Today (1)
ﬁ WindowsTH-KB2693643-x64

E Documents

LR SR

= Pictures

J'!l Music

B8. Chay file

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https v.youtube.com/(@vnprol49
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ﬁ Windbws Update Standalone Installer

Verified publisher. Microsoft Windows

Show more details

To continue, enter an admin user name and password.

Administrator

Domain: 23THO2

B9. Vao Start, tim Administrative Tools d& mé& chuong trinh RSAT vira cai dat.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnpro149
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All Apps Documents Weh

Best match

Windows Administrative Tools
App

Windows Administrative Tools
ive Directory Administrative App
ter

Settings

Open
Run as admimstrator

& Edit group policy Open e location

. ) Pin to Start
A= Change your account picture

Pin to taskibar
Search the web

A adminis

adrmimstrator

£ administrative tools
administration

A administrative

administrative professionals day

B10. Vao chuong trinh RSAT vira cai dat, vao dich vu Active Directory User and Computer.

B11. Thi tao tai khoan

& aemu (pcoz) —

aMBSEI00T

File Action View Help

fmwp | =l i B

- | O Active Directory Users and Computers
S5 Active

231 File Action View Help

o |pmBolEBe= H
_: Active Directory Users and Com|| Name Type Description
Saved Queries & techi

e o - User
v 5 23THOZVNPRO &, 1ech2

Buikt User
- o E,Etg:h} User

| Computers _ =
31 Domnain Contrallers 82 Technical_Gr.. Security Group...

ForeignSecurityPrincipal
w 3l HaMoi
= Marketing L}
2 Sales
- Technical
Managed Service Accour

21 SaiGen
1 Users

45 itemns 1 itemn selected 1.13 KB

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnprol149
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B12. Qua may PCO1 d3 thay tai khoan vira tao déng bd trén DC

QEMU (Winserver)
M BTEIO00T

File Action View Help
@ $ = == = B =
— | ] Active Directory Users and Computers
a5 Active [
ﬂ;_:m‘ File Action View Help

o AM FO0(XEG = HM PTREZTYTIR

: Active Directory Users and Com|| Name Type Description
| Saved Queries E)techl User
v F3 23THO2.VNPRO 8) tech2 User
Builtin
tech3 User
Computers E)

I T —— k&lechmcal_Gr... Secunty Group...

| ForeignSecurityPrincipal;
v 2| HaNoi
#. Marketing
5. Sales
= Technical
| Managed Service Accour
2| SaiGon
| Users

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https:/




