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Lab: Str dung ngon ngir Python thw vién netmiko va
ntc_templates dé thue hién kiém tra vlan va access port cho

vlan
1. So' dd
Interface vlan 1
SW1 PC
192.168.1.1/24 192.168.1.10
2. M6 ta

- So' d bai thue hanh gdm 1 Switch va 1 PC dugc két ndi nhu hinh trén.

- Trén so d6 nay, hoc vién thuc hién cau hinh SSH bang ngon ngir Python

- May PC phai dung Linux dé sir dung thu vién ntc_templates( st dung WSL)
3. Yéu ciu Ky thuat

- Hoc vién thuc hién dau ndi thiét bi, thuc hién mot s6 ciu hinh co ban trén Switch
nhu dat hostname, password console, dat dia chi IP nhu hinh v&

- Cai dat thu vién Netmiko trén may tinh.

- Thyc hién cau hinh cho phép SSH trén Switch

- Viét code bang Python thyc hién yéu cau:

+ Két nbi SSH t6i Switch thanh cong.

+ Thuc hién kiém tra VLAN 10 d3 c6 hay chua, néu chua thi tao VLAN 10

+ Thue hién kiém tra VLAN 10 di duoc gan port e0/1 va e0/2 hay chwa, néu chua
thi thuc hién gan port

+ Hién thi két qua

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

ﬂPﬂq@ PC: 276 - 278 Ung Van Khiém, P.25, Q.Binh Thanh, Tp Ho Chi Minh

DT: (028) 35124257 | Hotline: 0 079 Email: vopro@vnpro.org

4. Cac buéce thue hién
Budec 1: Cai dat thw vién Netmiko va ntc_templates

Trong terminal, st dung 1€nh pip3 install netmiko ntc_templates

blackdragon@ < ~$ pip3 install netmiko ntc_templates
WARNING: pip is being invoked by an old script wrapper. This will fail in a future version of pip.
Please see https://github.com/pypa/pip/issues/5599 for advice on fixing the underlying issue.
To avoid this problem you can invoke Python with '-m pip' instead of running pip directly.
Defaulting to user installation because normal site-packages is not writeable
Requirement already satisfied: netmiko in ./.local/lib/python3.6/site-packages (3.0.0)
Collecting ntc_templates
Downloading ntc_templates-1.5.0-py3-none-any.whl (254 kB)
| I | 254 kB 1.2 MB/s
Requirement already satisfied: pyserial in ./.local/lib/python3.6/site-packages (from netmiko) (3.4)
Requirement already satisfied: textfsm in ./.local/lib/python3.6/site-packages (from netmiko) (1.1.0)
Requirement already satisfied: setuptools>=38.4.0 in ./.local/lib/python3.6/site-packages (from netmiko) (47.3.1)
Requirement already satisfied: scp>=0.13.2 in ./.local/lib/python3.6/site-packages (from netmiko) (0.13.2)
Requirement already satisfied: paramiko>=2.4.3 in ./.local/lib/python3.6/site-packages (from netmiko) (2.7.1)
Requirement already satisfied: future in ./.local/lib/python3.6/site-packages (from textfsm->netmiko) (0.18.2)
Requirement already satisfied: six in ./.local/lib/python3.6/site-packages (from textfsm->netmiko) (1.15.0)
Requirement already satisfied: pynacl>=1.0.1 in ./.local/lib/python3.6/site-packages (from paramiko>=2.4.3->netmiko) (1.
4.0)
Requirement already satisfied: bcrypt>=3.1.3 in ./.local/lib/python3.6/site-packages (from paramiko>=2.4.3->netmiko) (3.
1l77)
Requirement already satisfied: cryptography>=2.5 in ./.local/lib/python3.6/site-packages (from paramiko>=2.4.3->netmiko)
(2.9.2)
Requirement already satisfied: cffi>=1.4.1 in ./.local/lib/python3.6/site-packages (from pynacl>=1.0.1->paramiko>=2.4.3-
>netmiko) (1.14.0)
Requirement already satisfied: pycparser in ./.local/lib/python3.6/site—packages (from cffi>=1.4.1->pynacl>=1.0.1->param
iko>=2.4.3->netmiko) (2.20)
Installing collected packages: ntc-templates
Successfully installed ntc-templates-1.5.0

r 4
b A

Bude 2: Két ndi va cAu hinh co ban

- Dat IP interface VLANI:

Switch# configuration terminal

Switch (config)#interface e0/0

Switch (config-if)# no switchport

Switch (config-if) # ip address 192.168.1.1 255.255.255.0

Switch ( config-if) #no shutdown

- Dit IP cho PC

Budée 3: Thue hién ciu hinh cho phép truy cip SSH trén Router

Switch# configuration terminal
Switch (config )# username admin password 123
Switch (config)# ip domain-name 192.168.1.1

Switch (config)#enable password vnpro
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Switch (config)# line vty 0 4

Switch (config)# password cisco

Switch (config)# login

Switch (config-line)#exit

Switch (config) #crypto key generate rsa
1024

Switch (config)# ip ssh version 2

Buwéc 4: Viét chwong trinh
Tao mot thu muc Lab netmiko trong doé co 2 file:
- device_dist.py sé& chira cc thong tin thiét bj ma can kiém tra

- main.py sé& chira chuong trinh kiém tra VLAN

| M = | Lab_netmiko - O X
Home Share View 0
T > Lab_netmiko v O O Search Lab_netmiko

':‘- device_list.py Date modified: 7/8/2020 10:11 AM
I Type: Python Source File Size: 822 bytes

'2" main.py Date modified: 7/8/2020 10:22 AM
! Type: Python Source File Size: 1.99 KB

2 items - =

- N1 dung file device list.py:

from getpass import getpass
passwd=getpass("Nhap mat khau SSH: ")
swl={

"device type":"cisco_ios",

"ip":"192.168.225.138",

@
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"username":"admin",

"password":passwd,

"secret":"321"

}

device list =[swl]

- No1 dung file main.py:

from netmiko import ConnectHandler
from multiprocessing import Process
from device_list import device_list as devices
from ntc_templates.parse import parse output
from pprint import pprint
def show_vlan(device):
ssh=ConnectHandler(**device)
ssh.enable()
data=ssh.send_command("show vlan")
data_parse=parse_output(platform="cisco_ios",command="show vlan",data=data)
vlan={}
###vlan={"vlan_ID":"Interfaces"}
for 1 in data_parse:
vlan[i["vlan_1d"]]=1["interfaces" ]
if "Et0/2" and "Et0/1" in vlan["1"]:
print("vlan 1 da duoc gan cac cong tren")
else:
print("Vlan 1 chua duoc gan cac cong tren")
#print("Day la du lieu duoi dang JSON")

pprint(vlan)
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list vlan=[]

foriin data_parse:
list_vlan.append(i["vlan id"])
if "1" in list_vlan:
print("Da co vlan 10")
else:
print("chua co Vlan 10, Dang tao vlan 10")
#pprint(data_parse)
ssh.disconnect()
def main():
#command=input("Nhap command muon chay: ")
for device in devices:

my_proc=Process(target=show_vlan,args=(device,))

my_proc.start()
if name ==" main "
main()

- Thyc hién chay file main.py va kiém tra két qua chay chuong trinh.
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