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II. Yéu ciu ky thuat

- Thuc hién d4u ndi va dia chi IP theo so do.

- Thuc thi chinh sach QoS cho thiét bj vEdge-Sitel ¢ site 1 bang cach sir dung Centralized
Data Policy.

- Kiém tra va xac dinh dugc luu luong bang sir dung cong cu DPI va gii han bang théng
ctia n6 bang cach 4p dung chinh sach.

ITII. Cac buwéc thue hién

Buwéc 1: Két ndi téi Windows va truy cap vao vManage UI

Budce 2: Vao Navigate to Configuration > Policies va chon Custom Options > Lists

(Centralized Policy). Vao Policer va tao the New Policer List, n6 sé dugc dung dé gidi han
luu lugng cua iperf. Tao the Policer List Name (vi du: iperf_policer).

Thiét 1ap cac thong sb sau:
the Burst: 15000 bps

the Exceed: Drop

the Rate: 100000 bps
Chon Add.
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< C A Notsecurs

192.168.1.1:8443/#/app/config/policy/centralizedPolicy/policies

Cisco SD-WAN

Monitor

DUSTELESTSY  Locaiized Policy

Maintenance

, Administration

curity
Activated Updated B,
ork Hierarchy praed B
false admin
Unifie
Cloud onRamp for S: false admin
Cloud onRamp for Iz faise adtmin
Cloud onRamp for Mult ke adhmin

Cloud onRamp for Col

Sign Out

pp/config/policy/c policies

s Monitor

¢ C A Notsecure | hitps;//192.168.1.1:8443/#/app/config/policy/centralizedPolicy/policies

= Cisco SD-WAN

Select Resource Groupw

VPN

entralized Pnllcy] Localized Policy

Q search

Add Default AAR & QoS

Name Description Type Activated Updated By
VEN11_NAT_POLICY VPNT1_NAT_POLICY Ul Policy Builder false admin
Hub_and_Spoke Hub_and_Spoke Ul Policy Builder false admin
User_Guest_VPN12 User_Guest_VPN12 Ul Policy Builder false admin
Traffic_Engineering Traffic_Engineering Ul Policy Builder false admin

Policies

= JA]
( Tl Option
Totsl Rows: 4 £
Policy Version Last Updated
071220231065245908 2 Jul 2023 1:52:45 PM 407 <o
071220231065247124 12 Jul 2023 1:52:47 PM 407 <o
07122023T06524803 12 Jul 2023 1:52:48 PM 407 oo+
07122023711 12 Jul 2023 6:55:52 PM +07 <o

]

oSS 6 M
O o= @O &8
om Options

Total Rows: 4

Policy Version Last Updated

07122023T065245908 12 Jul 2023 1:52:45 PM 407 ses

23T065247124 12 Jul 2023 1:52:47 PM 407 ses

07122023T06524803 12 Jul 2023 1:52:48 PM 407 +es

07122023T11

12 Jul 2023 6:55:52 PM 407 +es
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& Monitor - VPN Cisco SDWAN X + e - X
& C A Notsecure | hipsi//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy8action=add Q 2 % O 2
= Cisco SD-WAN () select Resource Group VPN oSO= e o

Policer List

Policer List Name*

Burst (bytes)* Rate {bps)”

Cancel

O phan Site ta chon New Site List dé tao ra danh sach Sitel

s Monitor - VPN Cisco SDWAN X + ~ - x
< C A Notsecure | htps://192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy&action=add e 2 % O &
= Cisco SD-WAN () select Resource Groupv VPN oSO e A

Cantralized Policy > Add Policy

@ Create Groups of Interest

Select a list type on the left and start creating your groups of interest

Application
(® New Site List

Color
Community

Name Entries Reference Count Updated By Last Updated Action
Data Prefix

Sitel 1 5 admin 12 2023 15235 PM w07 2 00
Palicer
G Site2 2 3 admin 12 Jul 2023 1:52:35 PM +07 P dslo)
Site _

Site3 3 a admin 120ul2023 1:52:36PM+07 4 DD

App Probe Glass
SLA Glass
TLOG

VPN

Region

Preferred Color Group

m cancel

O phﬁn VPN ta chon New VPN List dé tao ra danh sich VPN11
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x4+ Vo= X
< C A Notsecure | hitps//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy8action=add Q 2 w O &
= Cisco SD-WAN () Select Resource Groups VPN o= @ &

zed Policy > Add Policy

@ Create Groups of Interest

Select a list type on the left and start creating your groups of interest

Application

Golor

Community

Name Entries Reference Count Updated By Last Updated Action

Data Prefix

. VPNT1 n 5 admin 12 Jul 2023 1:52:36 PM 07 d:1v]
olicer

Prefix

Site

App Probe Class

SLA Class

Calor Group

x  + v - 3 x

< C A Notsecure | hetps//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy&action=add Q =2 % O &
= Cisco SD-WAN () select Resource Group VPN o= ® 2

zed Policy > Add Policy

@ Create Groups of Interest @ Configure Topology and WPN Membership

Specify your network topology

Topology VPN Membership

Q. search

Total Rows: 0 (3 {&%
Name Type Description Mode Reference Count Undated By Last Updated

No data available

sk conee!

Ta chon Next dé tiép tuc, & phén Configure Traffic Rules, chon Traffic Data, chon Add Policy,
chon Create New
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&5 Monitor X+ v - X
&« C A Notsecure | htipsy//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy8laction=add Q 2 % O &
= Cisco SD-WAN Select Resource Groupw VPN SO NNA]
ized Policy > Add Poliey
@ Create Groups of Inte; @ Configure Topology and VPN Membership
Choose a tab and add Traffic rules under the selected type
Application Aware Routing Cflowd
Q  search i
(Create a data policy)
@ Total Rows: 0
Import Existing
Description Mode Reference Count Updated By Last Updated

Type

Name

No data available

m ceneel

Back

Budc tiép theo
Name: TCP_QoS
Description: TCP_QoS

<
|
=]
X

x  +
ktps://192.168.1.1:8443/#app/config/policy?type = centralizedPolicy&action=add Q e * O a

s Monitor - VPN

< C A Notsecure
= Cisco SD-WAN Select Resou VPN oS o=@ o
Add Data Policy
Name* TCP_QoS
Description’ TCOP_Qes
Default Action
Enabled i

1} Drag & drop to reorder

I ot Acir

Save Data Policy Cancel
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Chon Sequence Type, chon QoS

ikl Monitor - VPN Cisco SDWAN x +

v o - X
& > C A Notsecure | hitps://192.168.1.1:8443/#/app/config/palicy?type=centralizedPolicy8action=add Q v w O &
= Cisco SD-WAN () Select Resource Groupw VPN S = e 0

Add Data Policy

Application Firewall

Diract application traffc o a frawall

QoS
P —— &

Service Chaining

Rerouting data trafhc through firawalls, load balancers and IDP's

raffic Engineering

irect control traffc along a desired path

Custom

Create a custom palicy.

Chon Sequence Rule

Wk Monitor - VPN Cisco SDWAN X

v = e
€& > C A Notsecure | butps//192.168.1.1:8443/#/app/config/policy?type =centralizedPolicyBaction=add Q 2 % O 2
= Cisco SD-WAN () select Resource Group VPN o= ® 2
Add Data Policy =
Name* TCP_QoS
Description* TCP_QoS

Qos

Quality of Service
(® Sequence Type
(® Sequence Rule | Dragand drop to re-arrange rules

1T, Drag & drop to reorder m Actions

Protocol IPvd - 4 Application/Application Family List ~ DSCP Packet Length PLP Protocol  Source Data Prefix Source Port D »
I I o :
Default Acton Match Conditions Actions
Accept Enabled

Cancel Save Match And Actions

Save Data Policy Cancel

Trong Match, chon Protocol
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Match Conditions: Protocol: 6

@& Monitor - VPN Cisco SDWAN X + v - X
< @ A Notsecure | htps://192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy@action=add a e % O &
= Cisco SD-WAN () Select Resource Groups VPN O = 0 o
Add Data Policy
MName* TCP_QoS
Description’ TCP_QoS

‘ QoS

ence Type

Quality of Service
(@ Sequence Rule  Drag and dropto re-arrange rules
U Drag & drop to reorder

i
Protocol 1Pvd - 4 Application/Application Family List pscp Packet Length PLP -

Default Action

Source Data Prefix Source Port o »

Match Conditions Actions

Frotaco! 6

* | Accept Enabled

Gancel Save Match And Actions

Save Data Policy Cancel

Chon Actions

Chon Policer va dién iperf_policer

Chon Counter va dién TCP_QOS

Sau d6 Save Match And Actions dé tao Rule
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s Monitor - VPN Cisco X + ~ - X
€« C A Notsecure | hitps://192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy8action=add Q 2 % O &
= Cisco SD-WAN () Select Resource Groupw VPN oS = oo
Add Data Policy
Name* TCP_QoS
Description’ TCP_QoS
Qos Quality of Service

equence Type

Sequence Rule  Drag and drop to re-arrange rules

T, Drag & drop to reorder Match -
. Protocal IPud - O Accept O Dr‘m DSCP  Forwarding Class  Log Loss Correction
% acs :

(Bt Match Conditions Actions
Protocol 6 * | Accept Enabled
Policer List *
iperf_palicer % -
Gounter Name *
TCP_QOS

Cancel

Save Data Policy Cancel

Trong phan Default Action, ta s& chon Accept
Chon Save Data Policy

Wl Monitor - VPN WAN x4 Moo= x
« C A Notsecure | hetps://192.168.1.1:8443/#/app/config/policy?type=centralizedPolicyBaction=add aQ e & O a

= Cisco SD-WAN elect Resource Groupy VPN o= @ 22

Add Data Policy

Name* TCP_Qos

Description TCP_QoS

Default Action
equence Type
Accept Enabled /
1y Drag & drop to reorder -

it cos

Save Data Policy Cancel

Ta c6 thé thiy da tao mot policy véi tén 1a TCP_QoS
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Tiép tuc ta s& chon Next dé qua budc Apply Policies to Sites and VPNs

PC: 276 -

Menitor - VPN Cisco SDWAN x +

<«

c A Notsecure | hesps//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy8taction=add
= Cisco SD-WAN

Qv O a
() Select Resource Groups VPN ) @ 2
entralized Policy » Add Policy
@ Create Groups of Interest

@ Configure Topology and VPN Membership

@ Configure Traffic Rules
Choose a tab and add Traffic rules under the selected type

Application Aware Routing Traffic Data Cflow

Q  search

Add Policy v (Create a data policy)

Total Rows: 1
Name Type Description Mede Reference Count Undated By Last Updated
TCP_QoS B Data TCP_QoS created ]

admin 13 Jul 2023 5:06:21 PM +07

Back

Cancel

Pién céc thong s6 nhu sau:
Policy Name: 7CP_QoS

Policy Descriptions: 7TCP_QoS
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&% Monitor- VPN Cisca SDWAN X + v b
& C' A Notsecure | hitps//192.168.1.1:8443/#/app/config/policy?type=centralizedPolicy8taction=add a ¥ %« 0O a
= Cisco SD-WAN () Select Resource Groupw VPN o = re
entralized Policy » Add Policy
@ Create Groups of Interest @ Configure Topalogy and VPN Membership @ Configure Traffic Rules @ Apply Policies to Sites and VPNs
Add policies to sites and VPNs
Policy Name* TCP_QoS
Policy Description* || TCP_qos
Topology ~ Application-Aware Routing ~ Traffic Data  Gflowd  Role Mapping for Regions
Back

EEREER -

Chon tab Traffic Data, chon New Site/Region List and VPN List
Chon From Service, chon Site List

Select Site List: Sitel
Select VPN List: VPNI11

Sau d6 chon Add va chon Save Policy
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E AN

cure | hetes://192.168.1.1:8443/#/app/config/policy?ype=centralizedPolicy@action=add e 2 % O &

< C A Notse
= Cisco SD-WAN ) Select Resource G - VPN oy =

> Aad Policy

@ Create Groups of Interest @ Configure Topology and VPN Membership @ Configure Traffic Rules @ Apply Policies to Sites and VPNs
Add policies to sites and VPNs
Polic TCP_QoS
1 TCP_QoS

|® New Site/Region List and VPN List |

O From Service (0) From Tunnel () All

O Sitelist (O Region@

Vao vEdge-Sitel va bat the iperf server trong VPN11 bang cach st dung cau 1énh sau: fools
iperfvpn 11 options -s

Quay lai vManage
O phan Centralized Policy, tim policy TCP_QoS ta vira tao chon Activate dé kich hoat policy
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il Monitor - VPN Cisco SDWAN X 4

Vo= %
€& 3 C A Notsecure | hetps//192.168.1.1:8443/#/app/config/poli i licy/polici a 2 % 0O a
= Cisco SD-WAN () select Resource Group VPN o= e &

§lf Custom Opf

[BNSCINESIS  Localized Policy

Q. search Y
Add Policy  Add Default AAR & QoS

Total Rows: 5 {5 §6b

Name Description Type Activated Updated By Palicy Version Last Updated
TCP_QoS TCP_QoS Ul Policy Builder false admin 07132023T100914621 13 Jul 2023 5:09:14 PM 07 ]

View
VPN11_NAT_POLICY VPNT1_NAT_POLICY Ul Policy Builder false admin 07122023T065245908 12 Jul 2023 1:52:45 PN Preview

Copy
Hub_and_Spoke Hub_and_Spoke Ul Policy Builder false admin 07122023T065247124 124 2023 15247 Ph

it
User_Guest_VPN12 User_Guest_VPN12 Ul Policy Builder false admin 07122023706524803 12 Jul 2023 1:52:48 P
b

Traffic_Engineering Traffic_Engineering Ul Palicy Builder false admin 071220237115552272 12 Jul 2023 6:55:52 PM +07 e+

Chon Activate

ik Monitor - VPN Cisco SDWAN x 4+ w

X
& > C A Notsecure | https//192.168.1.1:8443/#/app/config/poli i licy/policies Q e w O a
= Cisco SD-WAN () select Resource Group= VPN o= 6L

Activate Policy

Policy will be applied to the reachable vSmarts:

1.1.1.3

m Caneel
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& C A Not secure

079 Email: vapro@vnpro.org
bitps//192.168.1.1:8443/#/app/config/policy/centralizedPolicy/policies
= Cisco SD-WAN

) Select Re

Qe X 0O a2
esource Groups VPN oS =S e o
> Config Dif
wSmart Controllers Total
1

Device list (Total: 1 devices)

1953c011-633c-4533-a9dc-Seccfo3faded
vSman|1.1.1.3

Please select a device from the device list

m canee!

el Monitor - Vi

PN Cisco SDWAN X +

v x
<« C A Notsecure | httpsi//192.168.1.1:8443/#/app/device/status?activity=vsmart_policy_configlipid=vsmart_palicy_config-975c86f9-9122-4905-3a47-b4203dd 1d3e6 Q¥ %« 0O a
= Cisco SD-WAN () Select Resource Groupw O = e 4
Push vSmart Policy | @ Validztion Su
Total Task: 1 5

Initiated By: admin From: 192.168.1.200

Q. Search
Total Rows: 1 5 45}
> Status Message Hostname System P Site ID vManage IP
@ Success Done - Push vSmart Policy vSmart 1.1.1.3 1000 1114

Quay lai vEdgel-Site2 va thyc hién lai the iperf test. Dé danh gia speed sau khi duoc ap dung
chinh sach QoS:
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