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LAB: GROUP POLICY MANAGMENT

NOI DUNG CHiNH:
1. An Icon trén man hinh Desktop
2. Anitem trong control panel
3. C4m dé&i theme

A. CHUAN BI:
M& hinh gdm 2 may

+ PCO1: Windows Server 2016 (Domain: 23TH02.VNPRO)
+ PC02: Windows 10 (Join Domain)
B. THU'C HIEN:

1. An Icon trén man hinh Desktop

B1. M& Server Manager > Vao menu Tools > Group Policy Management

B2. Bung Forest > Domains 23THO02.VNPRO > Chudt phaivao Group Policy Objects & chon New

B3. D3t tén cho GPO & khung name “Remove Recycle Bin” > OK

| New GPO =

M aurr

| |Hemu:n.re Recycle Bin|

Source Starter GPO:
{none) -

Cancel

B4. Chuét phai vao GPO vira tao, chon Edit
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E:f Remove Recycle Bin 101872023 3:1... Domain Admi...
11 UnHide Control P: Edit 10/17/2023 B:3.. Domain Admi...

GPO Status h

Back Up...
Restore from Backup...

Import Settings...
Save Report...

Copy
Delete

Rename
Refresh

B5. Bung muc User Configuration > Policies > Administrative Templates > Desktop, chudt phai

vao Remove Recycle Bin icon from desktop, chon Edit 2 Enabled = OK

A Remove Recycle Bin icon from desktop O >

E Remove Recycle Bin icon from desktop Next Setting

() Not Configured Comment:

{®) Enabled
() Disabled

Supported on: [ At |sast Windows Server 2003 operating systems or Windows XP Professional
Options: Help:

Removes most occurrences of the Recycle Bin icon.

This setting removes the Recyele Bin icon from the desktop,
from File Explorer. from programs that use the File Explorer
windows, and from the standard Open dialog box.

This setting does not prevent the user from using other methods
to gain access to the contents of the Recycle Bin folder,

Note: To make changes to this setting effective, you must log off
and then log back on.

| oK h Cancel

B6. Quay trd lai man hinh Group Policy Management, chudt phai vao OU SaiGon, chon Link an

Existing GPO...
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— e —— S

v &3 Domains
v g3 23THO2.VNPRO Link Order GPO En
=/ Default Domain Policy =
2. Domain Controllers

> &1 HaNoi
. ;‘ ?fo Create a GPO in this domain, and Link it here...
> .t Groug e eme——
> Ty WM bniu_n&hyg. -
) Starte Block Inheritance

B7. Chon GPO “Remove Recycle Bin” & OK

B8. Windows + R = Nhéap gpupdate /force 2 OK

& Run x

=7 Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: | gpupdate /force ~

& This task will be created with administrative privileges,

B9. Kiém tra: Trén PC02, log on bdng bat ki user nao d3 tao & cac lab trwdc va thudc trong OU SaiGon =>

D3 thdy mat icon Recycle Bin
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2. Anitem trong control panel

B1. M& Server Manager > Vao menu Tools > Group Policy Management

B2. Bung Forest > Domains 23TH02.VNPRO > Chudt phai vao Group Policy Objects > chon New
B3. B3t tén cho GPO & khung name “Hide Mouse Control Panel” > OK

B4. Chuét phai vao GPO ‘Hide Mouse Control Panel’ vira tao, chon Edit

B5. Bung muc User Configuration & Policies & Administrative Templates - Control Panel,

chuét phai vao Hide specified Control Panel items, chon Edit

= e e Rl e

?ﬁ Hide specified Control Panel iterns

=] Always open All Control Panel lterms Edit gﬁ
i| Prohibit access to Control Panel and Filter
=] Show only specified Control Panel it Filter Options...

Re-Apphy Filter
All Tasks *

Help

B6. Chon Enabled > Show > Nhép value: Mouse - OK 20K

e Action View Window Help - | .
ploen el ) | KD Em
| & F 1 t Edi Show Contents [} X
[}
File Action View Help
i List of disallowed Control Panel items
4 =) | 2| B Hide specified
= Value -
! E Hide specified Control Panel items s
v -
O Not Configured Comment:
@) Enabled
. O Disabled
( Supported on: [ Ap |east Windows
" Options:
i 0K
.| List of disallowed Control Panel items

ermrs; TIOTISE SySTETTY, UT FETSUTanzZatior, 110 -
Control Panel window and the Start screen, The setting affects
the Start screen and Control Panel window, as well as other ways
to access Control Panel items, such as shortcuts in Help and
Support or command lines that use control.exe. This policy has
no effect on items displayed in PC settings.

If you enable this setting, you can select specific items not to
display on the Control Panel window and the Start screen.

To hide a2 Control Panel item, enable this policy setting and click
Show to access the list of disallowed Control Panel items. In the

_ Show Contents dialog box in the Value column, enter the Control |
< Panel item's canonical name. For example, enter
1 Microsoft.Mouse, Microsoft.System, or
Microsoft.Personalization.

Note: For Windows Vista, Windows Server 2008, and earlier
versions of Windows, the module name should be entered, for

example timedate.cpl or inetcpl.cpl. If a Control Panel item does | , S 3
| dows License v
d 14393.rs1_release.161
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B7. Quay trd lai man hinh Group Policy Management, chuét phai vao OU SaiGon, chon Link an

Existing GPO...
B8. Chon GPO “Hide Mouse Control Panel” & OK
B9. Gpupdate /force

B10. Kiém tra: Trén PC02, log on bang céc user thudc OU SaiGon(trir u3&4) > Tim Control Panel =

Mat item Mouse

[ER Al Control Panel ltems - 5] X
- « 4 [E > Control Panel > All Control Panel ltems v V] Search Control Panel J o)
Adjust your computer's settings View by: Largeicons

Backup and Restore

Administrative Tools .3 AutoPlay (Windows 7)
ir V!

BitLocker Drive Encryption

Date and Time

<

Color Management Credential Manager Default Programs

b OE

Iy
X
,-_.‘, Device Manager Devices and Printers Ease of Access Center &1 File Explorer Options
PN File History A Fonts Indexing Options e‘ Internet Options
¢ P ’ KA Network and Sharing -
| Java (32-bit Keyboard LY % Phone and Modem
= B y = 3 Center
\[’ Power Options [T Programs and Features (f‘ Recovery 9 Region
" RemoteApp and Desktop g e
‘,?. ;0:”‘;(;;‘"& Z f "” Security and Maintenance ’ Sound \Ul Speech Recognition
é Storage Spaces @ Sync Center Q System ? Taskbar and Navigation
oy — ; Windows Defender
i Troubleshooting 3) User Accounts ‘ Firewall @ Work Folders
v irews

3. Thay d&i theme

B1. M& Server Manager > Vao menu Tools > Group Policy Management

B2. Bung Forest > Domains 23THO2.VNPRO > Chudt phaivao Group Policy Objects & chon New
B3. Dat tén cho GPO & khung name “Block Theme” > OK

B4. Chuét phai vao GPO ‘Block Theme’ vira tao, chon Edit

B5. Bung muc User Configuration > Policies > Administrative Templates > Control Panel 2

Personalization, chudt phai vao Prevent changing theme, chon Edit
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B6. Chon Enabled & OK = Péng clra s6 GP Management Editor

L‘l-i_

_d File Action View Window Help

e == Al H e
S Group Polic

) ~ A& Prevent changing theme

Next Setting

Gry
::E (| File Action View Help E Prevent changing theme
Ve aH =2 HBHE T
~| Software Settings A [IF| ® Not Configured Lo
| Windows Settings P O Enabled
v [ Administrative Te
~ [ Control Panel O Disabled
~1 Add orRe: Supported on:
| Display R
| Personaliz Al
— Printers 2R Options:
~| Programs P w
| Regional a D
| Desktop T
_| Microsoft Acc g
| Microsoft Exc G
. Microsoft Infc I
v | Micresoft Lyn =
| Microsoft Offi El
| Microsoft One d
~| Microsoft Out 50
Microsoft Pov Eo
| Microsoft Pro.
~ Microsoft Puk If
_ Microsoft Sha th
Microsoft Visi
| Microsoft Wo Ld
< . i i
< s ||

Help:

This setting disables the theme gallery in the Personalization

At least Windows Server 2003 operating systems or Windows XP Professional

Control Panel.

If you enable this setting, users cannet change or save a theme.
Elements of a theme such as the desktop background, coler,
sounds, and screen saver can still be changed (unless policies are

set to turn them off).

If you disable or do net configure this setting, there is no effect.

Note: If you enable this setting but do not specify a theme using
the “load a specific theme" setting, the theme defaults to
whatever the user previously set or the system default.

OK Cancel

B7. Quay trd lai man hinh Group Policy Management, chudt phai vao OU SaiGon, chon Link an

Existing GPO...

B8. Chon GPO “Block Theme” = OK

B9. Gpupdate /force

B10. Kiém tra: Trén PC02, log on bang cac user thudc OU SaiGon
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Settings

T e Themes

I Find a setting l

Personalization Current theme: Custom

BEd  Background

& Colors

03 Lock screen

@ Themes

A Fonts

55 Start Background
B Harmony

B Taskbar ﬂ')) ro——

Windows Default

Save theme

Change theme

Q Get more themes in Microsoft Store

Color

*Some of these settings are hidden or managed by your organization.

b Mouse cursor

Windows Default
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