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LAB: SUDUNG POSTMAN TUONG TAC VOI SD-WAN REST API
1. Mb ta

- Sir dung cong cu Postman tao Collection dé chira cac request xac thuc va 1iy thong
tin tr SD-WAN vManage
- Sir dung cong cu Postman thuc hién giri cac request dén SD-WAN (vManage) dé
liy thong tin thiét bi, template
- Tu Collection trong Postman, tién hanh tao request dé xéac thue véi vMange
- Sau khi x4c thyc thanh cong thi tiép tuc tao cac request dé 1iy thong tin nhirng thiét
bi co6 trong Controller
2. Yéu ciu Ky thuat
- Cai dat cong cu Postman (Bai lab st dung Postman version 10.15.0)
- Két ndi dén SD-WAN vManage, thong tin vManage trong bai lab:
¢ Host: https://10.215.26.217
% Username: admin
% Password: Admin
- Tao cac request dé xac thuc, 1ay thong tin thiét bi c6 trong SD-WAN
3. Thuec hién
a. Tao moi trudng
Str dung Environment trong Postman nhu mét noi dé luu trir “bién” dé c6 thé tai sir
dung & nhiéu noi.
O Postman s& chia lam 2 loai Environments: Local va Global
e Local: Pham vi anh hudng chi c¢6 khi chon ding Enviroments.
e Global: Pham vi anh hudéng dén toan bd cac project co trong Postman, nhung néu
¢6 2 bién cung tén & Local va Global thi s& vu tién liy Local.

Giao dién Postman
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) search Postma g 0@ veasde v - @ X

= ¢ Home  Workspaces v APINetwork ¥  Explore C
2 SD-WAN New oo No Envirenment v~ @
a = a0
Colections
E
Environme My first collection
_ ~ 5 First folder insice coliection
a0

Second folder inside collection

Create a collection for your
requests

A collection lets you group related

s and easily set common

ation, test:

variables for all res

Create Collection

[ open Workspace Overview

Create a new request

[~

quests (B Cookies H @

Budc 1: B¢ tao mdi trudng, ban can vao phan Environment sau d6 chon vao New, chon
Environment

= € Home  Workspaces v APINetwork ~  Explore (. search Postmai

& 0 @ Upgrade v~ — @ X

2 SD-WAN El TR No Environment v B

Unable to load

You need 1o be online to ss all features in this

B open Workspace Overview

workspace.

Create a new request:

@™ B

el
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- @ X

PN
Q search Postma & 0 @ Upgrade  ~

No Envirenment

= ¢ Home  Workspaces v  APINetwork v Explore

2, SD-WAN New Import 4 e

Environments

I}

— -
HTTP A o
oa S
B TTR GraphQL gReC

= (o] oo
W) E) o oQ as
lectiol Environment AP Flows Workspace

all features in this

Define and use sets of variables across multiple API requests using environments

8§ n e

*) Runner o

{5 Console

Budc 2: Nhap tén moi trudong

O s 2 it * A
= ¢ Home  Workspaces v APl Network v Explore Q Search Postma B 0 @ Upgrade - a X
2 SD-WAN New Import  [o] New Enviranment os0 No Environment w
T SD-WAN ENV %2 Fork | 0 A Share oo 19
o
Q w
Variable Type Initial value Current value _
oo
82
Unable to load
You need to be online this
(2) Use variables to reuse values and protect sensitive data X
5 type secret

ED @ onine Q Fing

Buwéc 3: Dién thong tin truy cdp ciia vManage vao méi trudng dé ¢ thé st dung nhiéu

noi
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= ¢ Home  Workspaces v APINetwork v Explore Q, search Postmal
2 SD-WAN New  Import =l . soe No Environment ~
o SD-WAN ENV Y Fark |0 [B)Save @ Share  ow i
Collections
Q LM
Environments
Variable Type Initial value Current value
)
- vmanage default v hitps://10.215.26.217 https://10.215.26.217
History
username default v admin admin
oo
o password default v Admin Admin
Unable to load
‘You need to be online to aci features in this
workspace
Use variables to reuse values and protect sensitive data X
Store sensitive data in variable type secret to keep its values masked on the sc Learn more about variable type »
Work with t rent value of a variable to prevent sharing sensitive values wit team. Learn more about variable values 7
£ Console »] Runner o @

Bude 4: Nhan save dé luu

g 0@ e v - 9 X

= ¢ Home  Workspaces v APINetwork v Explore Q, search Postmal
2, SD-WAN New Import  [a] SD- . soe No Environment v
=} SD-WANENV o ok | 0 oo o)
Collaction
Q i
Variable Type Initial value Current value
a b
- vmanage default v ht 0.215.26.217 https://10.215.26.217
History
username default v admin admin
oo
= password default w  Admin Admin

You need to be online to ac:

workspace.

Use variables to reuse values and protect sensitive data

Learn more about variable type #

team. Learn more about va

pe secret to keep its values masked on the sc

ta in varial
rent value of a variable to prevent sharing sensitive values wit

Store sensitive

Work with t

¥ Runner o

Q Find and £ Console

b. Xac thuc
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Thong thudng viée dau tién khi chung ta twong tac véi API d6 1a viée xac thyuc. Xéc
thue dé dam bao rang chi nhirng ngudi ding c6 quyén méi cé thé truy cip vao APL Chung
ta c6 thé sir dung cac tinh ning RBAC dé c6 thé gidi han quyén truy cap tai nguyén.

DE hiéu 18 hon vé céc x4c thyc cia CISCO SD-WAN REST API, ban c6 thé tham

khao thém tai li¢u trén trang chinh thirc cua Cisco: https://developer.cisco.com/sdwan/

Bwde 1: Tao collection

. .
= < Home Workspaces v  APINetwork ~  Explore Q search Postman g 0@ uvgeee v — I X
New Import  [5] SD-WAN ENV t ooe o Enviranment ~ B
D = o SD-WANENV Y Fork | 0 /> Share oo i
Q %
Env ~ My first collection it
Varlable Type Initial value Current value
5 Firstfolder Insioe callection
vmanage defauit v hitpsi#/10.215.26.217 https://10.215.26.217
it
username default v admin admin
. ~ £ Second folder inside collection
o password default v Admin Admin
Create a collection for your
requests
A collection lets you group related
ts and easily
authorization, tests, scripts,
variables for all requests in it
Create Collection
(i) Use variables to reuse values and protect sensitive data Ed

Store sensitive data in variable type secret to keep its values masked on the screen. Learn more about variable type 2
Work with the current value of a variable to prevent sharing sensitive values with your team. Learn more about variable values

El @ Online Q Find and replace [ Console *] Runner o Capture requests @ Cookies [ Trash B @
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N
= < Home Workspaces v APINetwork v Explore Q. search Postma g 0@ ueme v - 9 X
2 SD-WAN New Import  [=] SO-WAN ENV 7 Sp-waAN t oo No Environment v B
_ — .
(=] o= ase SD-WAN A share % Fork | 0[] Ru B
Cotlactions
7 sb-wan o Auth P tScript  Tests  Variabl R
verview uthorizatio re-request Scrip! ests  Variables  Runs
= =
Crestedby )
A Speed up your work with collection templates  Hew @ 10}
D You
S {2 Conditional workf. #) Data visualization @ Regression testing  More templates n

Created on

52 15 Jul 2023, 2:58 AM

View complete collection documentation —»

E] @Online Q Find and replace & Console *) Runner o Capture requests @ Cookies M Trash B @

Budc 2: Tao mdt request dé xac thue
Bén trong Cisco-SD-WAN collection, tao mdi API request ddt tén 1a Authentication.

e Authentication call sir dung phuong thirc POST

e Pé xac dinh dia chi cia vManage chung ta st dung bién méi trudng {{vmanage}}
d3 tao & phan trude. Bién moi trudng s& dugc thay thé bang gia trj da tao trong moi
truong khi gui request.

e Dija chi ma ching ta tro dén 14 j_check_security

Chon diing mdi trudong da tao
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= € Home  Workspaces v
2, SD-WAN New
w] + =
Collections
> SD-WAN

Tao mot request voi phuong thirc 1a POST va dién tén request 1a Authentication

Move

Run collection

Edit

Add folder

Monitor collection
Mock collectien

Create a fork

View changelog

Rename
Duplicate
Export

Manage roles

APl Network v

Q Search Postma

Explore

Import  [=] SD-WAN ENV 7 SD-WAN o0
oo SD-WAN
Overview Authorizatios Pre-request Script Tests Runs

Speed up your work with collection templates

Data visualization @ Regression testing More templates

&5 Conditional workf. .

View complete collection documentation =

= ¢ Home  Workspaces v APINetwork v Explore Q, search Postmal
2 SD-WAN New Import  [o] SO-WAN ENV 0 so-wan san
g + = = SD-WAN
Collactions
> SD-WAN X o . )
Overview  Authorizatio Pre-request Script  Tests Runs
s Share

Speed up your work with collection templates new

Conditional Workf. 3] Data visualization #) Regression testing More templates

Y

View complete collection documentation =»

View documentation

ED o e

Created by

Created on

15 Jul 2023,

2:58

Upgrade
Js0-WAN ENV]

No Environment

SD-WAN ENV

AM

& 0@ wew -~ - o
SD-WAN ENV. ~
0 [ru a0s
Created by
Created on
15 Jul 2023, 2:58 AM
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APl Network v Explore Q Search Postma

Home  Workspaces v

POST Authentication L]

New Import  [3] SD-WAN ENV

0 [c)

~ SD-WAN

GET Authentication

Settings

Authorization  Headers (7)  Body  Pre-request Script

Params

Query Params

Histo
Key Value
oo
as
Response

Pién request URL

O search Postma

= € Home Workspaces v APl Network v Explore
2, SD-WAN New Import POST Authentication .
= e m Authentication
v SD-WAN
@ 5 PosT -
B vmanage
Params  Authorizat Settings
INTIAL  hittps://10.215.26.217
Histo Query Params o
NT https://10.215.26.217
Key B vaue
ao
o+ Environment
Response

Click Send to get a response

Upgrade ~ — @ X
SD-WANENV. v E_:‘)
[B) save -

Description

.
& 0@ e
SD-WANENV
) Save

Description

o m

Cookies

<

o m

Cookies <>

Bulk Edit

Du6i phan Headers tab, nhap thong tin Content-Type
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= < Home  Workspaces ~
2, SD-WAN
a =
Cotlections
v SD-WAN
= GET Authentication
Envionments

APl Network v~ Explore

New  Import

[=] sD-waN ENV

e i Authentication
poST v lsecurity_check
Params  Autherization Body
Headers 7 hidden
Key

Q) Ssearch Postma

POST Authentication o + oo

Pre-request Script  Tests  Settings

Value

B 5 0@ v - - o x
SD-WANENV v B
@) save ~

o

Cookies <>

Bulk Edit

Description

Content-Type

application/x-www-form-urlencoded

Response

Click Send to get a response

Thong tin username va password duoc dién vao Body tab véi key 13 j_username va

j_password, phan value goi lai bién trong méi trudng

o . .
= < Home Workspaces ~  AP|Network ~  Explore Q. search Postman & 0 @ Upgrade ~ — @ X
& SD-WAN New Import  [=] SD-WAN ENV POST Authentication ® + o SD-WANENV v B
= @ Authentication B save - E]
Collections
v SD-WAN
cer Authentication poST fl_securin_check m =
. Params  Authorization  Headers (9] e-request Script  Tests  Settings Cookies  </»
D
A=y none form-data W raw binary GraphQL -
Y
oo Key Value Description Bulk Edit
82 _

JLusername

j_password

Response

Click Send to get a response

Chon Save dé luu request
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A s — PR

= ¢ Home Workspaces v  APINetwork ~  Explore Q. search Postmar 0 @ Upgrade ~ — @ X

2, SD-WAN New Import  [5] SD-WANENV T sp-wan POST Authentication t oo SD-WANENV v B

[w} + | T - @ Authentication B

v SD-WAN

o (TR POST v ) fi_security_check =

_ Params  Authorization  Headers ()  Bodys  Pre-requestScript  Tests  Settings Cookies <>
Q)

Histary none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQl .

Y

Key Value Description Bulk Edit

Lusername

J_password

Response

Click Send to get a response

Sau khi da dién tat ca nhitng tham s can thiét dé xac thuc voi vManage: dia chi

vManage, phuong thirc, header va body. Nhan nit Send va tra vé két qua nhu sau:

A e o s - -
= < Home  Workspaces v  APINetwork v  Explore Q) search Postma & 0@ ugae v — g X
2, SD-WAN New Import o POST Authentication t oo SD-WAN ENV v B
g = - @ . Bl
Cotlctions
v SD-WAN
1 B POST v 2ge))ij_security_check =
) Params  Authorization  Headers (10}  Bodye Pre-requestScript  Tests  Settings Cookies <>
iy
History none form-data @ x-www-form-urlencoded raw binary GraphQL -
Y
- Key Value Description w BUIK Edit
g9 ;

J_password

Body Cookies (1) Headers (10) Test Results Time: 883 ms  Size: 4158 [5) Saveas Example oo

Pretty Raw Pre: Visualize Text v = O Q

1
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. .
= < Home Workspaces ~ APl Network v  Explore B0 @ uaede v - O X
2, SD-WAN New Import  [5] SD-WANENY T so-wan POST Authentication t oo SD-WAN ENV/ ~ B
g + = =@ Authentication v B
Calections
v SD-WAN
E T —— POST - gell/i_security_check “ =
Envircnments
Params  Authorization  Headers (10)  Body®  Pre-requestScript  Tests  Settings Gookies >
Hist none form-data @ x-www-form-urlencoded raw binary GraphQL .
%
an Key Value Description o Bk Edit
as

J_passward

Body Cookies (1) Headers (10) TestResults @R Status: 200 0K Time: B83ms  Size: 4158 [T) Save as Example  eoo

Name Value Domain Path Expires HttpOnly Secure

JSESSIONID BphXiYhRIFrH 10.215.26.217 / Session true true
UL4DASN3GIT
us-

JQssL2CA48_

_bX.94f09cba-

4303-4845-

97e7-

7a303362c5b

7 Ly

*) Runner  f Capture requests (b Cookies W Trash B @

E] @ Online Q Find and replace & Console
a
i

Phan Body s& khong tra vé bat ky thong tin ndo va status phai 1a 200 OK. Chu y
phan Cookie s& tra vé JSESSIONID va gia tri bén trong. Thong tin Cookie d6 s& duoc sir
dung dé xéc thuc cho 1an goi API tiép theo, cookie chi ton tai trong mdt khoang thoi gian
nhay dinh.

Luu y: Néu ban st dung SD-WAN vManage ctia ¢4 nhan va chua duoc cau hinh SSL

thi ban phai vao phan File > Setting > tat chirc nang SSL certificate verification
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= « > Home  Workspaces v APl Network v  Explore Q Search Postman [a) e Upgrade - X
2, SD-WAN New Import  [=] SD-WANENY T so-wan POST Authentication SD-WAN ENV/ ~ &
a + “= @ SD-WAN | Authentication Update downloaded, restart now ) save  ~ A S| B
Cellections
v SD-WAN Release Notes
posT Authentication POST ¥ | Hvmanagej)/]_security_check Learning Center m =
o Params  Authorization  Headers (10)  Bodye  Pre-request Script  Teg  Support Center Cookies. 19
D —
History none @ form-data @ x-www-form-uriencoded @ raw @ binary @ rustand Security &
acy Policy
oo Key Value tion e Bulk Edit
as
Terms
J_username {{usernamel} @
@getpostman
J_passward ({passward))
Descriptio
Body Cookies (1) Headers (10) Test Results @ Ststus: 200 0K Time: 883 ms  Size: 4158 [5) Save as Example  see
Name Value Domain Path Expires Httponly Secure
JSESSIONID BphXIYhRIFTE 10.215.26.217 / Session true true
E @onine Q Findand replace ] Console [ Runner " Capture requests (3 Cookies W Trash [ @

SETTINGS

General Themes Shortcuts Data Add-ons Certificates Proxy Update About

Request Headers

Trim keys and values in request body

Send no-cache header

SSL certificate verification

Send Postman Token header

Always open sidebar item in new tab
Always ask when closing unsaved tabs
Language detection

Request timeout in ms

Set how long a request should wait for
aresponse before timing out. To never
time out, set to 0.

Max response size in MB

Set the maximum size of a response to
download. To download a response of

any size, set 10 0.

Request Validation

0
Buwdée 3: Phong Ngura API CSRF

Retain headers when clicking on links
Automatically follow redirects

User interface

Twao-pane view
Show icons with tab names @ on
®@on

Variable autocomplete

Default documentation
editor

Postman editor

Editor settings Reset

CSRF hay con goi 1a ky thuit tdn cong “Cross-site Request Forgery“, nghia 13

k¥ thuat tan cong gid mao chinh chu thé cta n6. CSRF noi dén viéc tan cong vao chiung

/[www.youtube.com/(@vr
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thuc request trén web thong qua viéc st dung Cookies. Pay 1a noi ma cac hacker c6 kha
nang sir dung thu thuit dé tao request ma ban khong hé biét.

Tinh ning nay dugc st dung dé chdng k¥ thuit tin cong gia mao (CRSF) c6 thé xay
ra khi sir dung Cisco SD-WAN REST APIs. O dédy chiing ta str dung crsf _token dé phong
chéng CSREF, token nay s& dugc dinh kém trong cac 1an goi API va s& thay ddi lién tuc
trong phién lam viéc. Néu token dugc sinh ra va token dugc giri 1én ko tring nhau thi loai
bo request.

Tao mot request mdi dé thyc hién léy Token:

e St dung phuong thirc Get
e Resource tré dén la /dataservice/client/token

Tao mot request

O s 2 it * ‘
= ¢ Home  Workspaces ~  APINetwork v Explore Q) Search Pestma B 0 @ Upgrade - a X
2 SD-WAN New Import  [=] SD-WAN ENY 03 sD-waN POST Authentication + ome SD-WAN ENV/ v B
g + T ] Authentication v B
Collections
v SD-WAN * =
G post AY POST v fi_security_check m =
Environments Share
_ Move Params  Authorization  Headers (10)  Bodys  Pre-requestScript  Tests  Settings Cookies >
4y
L Run collection none @ form-data @ x-www-form-urlencoded raw @ binary @ GraphGL .
&
- Edit Key Value Description -+ Bulk Edit
o2
Add request @ J_username
Add folder |_password

Monitor collection

Mock collection

Create a fork

Body Cookies (1) Headers (10) Test Resuits @ Ststus: 200 0K Time: 883 ms  Size: 4158 [3) Save as Example  oco
View changelog Name Value Domain Path Expires HttpOnly Secure
View documentation JSESSIONID BphXiYhRIFrH 10.215.26.217 / Session true true
Rename
Duplicate
Export
Manage roles
Delete
E] @Online Q Find and replace & Console *) Runner o Capture requests @ Cookies M Trash B @

A T ds

Dién tén cho request 1a Token
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N .
= < Home Workspaces v  AP|Network v  Explore Q) search Postma & 0@ uwoeae - - 9 X
2 SD-WAN New Import  [=] SD-WAN ENY T so-wan POST Authentication CET Token so0 SD-WANENV v B
] + = = @ Token V B
Collections
~  SD-WAN
) GeT Token . . . .
N Params  Authorization  Headers (8) Body  Pre-requestScript  Tests  Settings Cookies >
D)
Histor Query Params
@
Key Value Deseription Bulk Edit
oo
o
Response
Enter the URL and click Send to get a response

Phuong thuc sir dung s& 1a GET va dién URL {{vmanage} }/dataservice/client/token

- " . .
= ¢ Home  Workspaces ~  APINetwork ~  Explore Q) seareh Postma iy al e Upgrade  ~ — il X
2 SD-WAN New Import  [5] SD-WAN ENV ST Authentication GET Token o + oo SD-WAN ENV v B
t | = o] Token (@ save : B
v SD-WAN
[= poeT Authentication GET v 15e))/dataservice/client/token m =
Enviranments
GET Token _ .
N Params  Authorization  Headers (7)  Body  Pre-r ests  Settings Cookies >
o)
History Query Params
<
Key Value Deseription «+  Bulk Edit
oo
a7
Response

Click Send to get a respanse

Trong Headers tab, nhap thong tin Content-Type va Cookie, & day Cookie 1a gia tri
jsessionid ma chung ta di lay duoc ¢ request Authentication

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

TRUNG TAM TIN HQC VNPRO

ﬂl P!]'/@ PC: 276 - 278 Ung Van Khiém, P.25, Q.Binh Thanh, Tp H6 Chi Minh
DT: (028) 35124257 | Hotline: 0933427079 Email: vpro@vnpro.org

Ta s& vao Environments va thém mot bién jsessionid

.
= < Home Workspaces +  APINetwork v  Explore Q) Search Postma & 0@ pgade v - 9 X
2, SD-WAN New  Import POST Authentication GET Token . 2 SD-WAN ENV ~ BE
] + = SD-WAN ENV % Fork | 0 [T Save /4 Share oo oY
Colections
v SD-WAN
Q 25
= PoST Authentication :
GET Token Variable Type Initial value Current value - -
it vmanage default ~ https:/[10.215.26.217 https://10.215.26.217
Histo
username default ~  admin admin
ao
o password default ~  Admin Admin
jsessionid default ~
X

(©) Use variables to reuse values and protect sensitive data

ensitive data in variable type secret to keep its values masked on the screen. Learn more about variable type 7
ith your team. Learn more about variable values 2

tive value:

ith the current value of a variable to prevent sharing s

Quay vé request Authentication, & Tests tab ta dién mot doan javascript vdi chirc ning
tu dong gan gia tri jsessionid vao bién véi status code 1a 200

postman.setEnvironmentVariable ("jsessionid",pm.cookies)

~ ("Status code is 200",

pm.response.to.have
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. .
= ¢ Home Workspaces ~  APINetwork v  Explore & 0@ vugede v - 3 X
2, SD-WAN New Import  [5] SD- GET Token Y 00 SD-WAN ENV ~
T @ Authentication v B
v SD-WAN
D posT v :))f]_security_check m =
Envira
ceT Token : : . i
i Params  Authorization  Headers (10)  Bodys Pre-request Script Settings Cookies <>
D}
History 1 [postnan.setenvirommentVariable (" jsessionic”,pm. cookies) Test scripts are written in Ja oo
2 and are run after the resi %
- 3 | pm.test("status code is 260", function()[f
o 4 pm.xesponse.to.have.status( H
5 1B
Snippets
Get an environment variable
Get a global variable
Get a variable
Get a collection var
Set an eny
Body Cookies (1) Headers (10) Test Results (1/1 @ status: 200 0K Time: 878 ms  Size: 4158 oo0
Name Value Domain Path Expires HitpOnly Secure
JSESSIONID 5CICZYXZPZL 10.215.26217 / Session true true

Send lai request va qua Environment thi chiing ta thy cookies ty dong gan vao bién

jsessionid

= <

Home  Workspaces

~ SD-WAN

POST Authentication

GET Token

ne O Find an

Website: www.vnpro.vn | Forum: www.vnpro.org | V

O i s . -
AP Network v Explore Q. Search Postma B " 0 @ uvawee - — O
New Import  [5] SD-WAN ENV POST Authentication GET Token 00 SD-WAN ENV v =
= Authentication - 8
poST ~ =))f_security_check =
Params  Authorization  Heal 10)  Bodye equest Script Tests®  Settings Cookies o
1 postman.setEnvirenmentVariable("jsessionid”,pm.cookies) -
2 ’ \4’4
3 pn.test("Status code is 208", function()
pm.response.to.have.status(208);
B
ronment var
t a global variable
Get a variabl
Get a collection variable
Set an environment varia
Cookies (1)  Header Test Results @ Status: 200 0K Time: 814 ms  Size: 4158 [T) Save as Example  oeo
Name Value Domain Path Expires Httponly Secure
JSESSIONID Ski_h0ZZe0B 10.215.26.217 / Session true true
requests (& Cooki i Trash
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. .
= < Home Workspaces v  APINetwork ~  Explore Q) Search Postma g 0@ uvaee v — 8 X
A SD-WAN New Import  [5] SD-WAN ENV POST Authentic: GET Token [ } e00 SD-WAN ENV ~
g + | = @ SD-WANENV Y Fork | 0 /> Share oo o)
v SD-WAN
Q 12
POST Authentication -
Er s
GeT Token Varlable Type Initial value Current value
an)
- vmanage default v hitps/10.215.26.217 https:/10.215.26.217
History
username default ~  admin admin
ao
&= password default v Admin Admin
Jsessionid default o JSESSIONID=b0eTHeaWjvoubuUIvK4IkoSWVHQMTYPU4EDS

mB74.94f09cb4-43c3-4845-97e7-7a303362c507

Use variables to reuse values and protect sensitive data X

en. Learn more about variable type »
team. Learn more about variable values #

data in variable type secret to keep its values masked on the

Store sensit

urrent value of a variable to prevent sharing sensitive values wit

El @ Online Q Fin

= ¢ Home  Workspaces v APl Network ~  Explore Q Search Postma [ @ Upgrade - o X
2, SD-WAN New Import  [=] SD-WAN POS sos SD-WAN ENV/ v
= a5 il Token B save B
~ SD-WAN
[ p0ST Authentication GET - Jdataservice/client/token m 5]
Environments
6ET Token . .
Params  Authorization Body  Pre-requ Tests  Settings Cookies. <y
o)
History Headers 7 hidden
@
Key Value Description e Bulk Edit
29
Content-Type application/x-www-form-urlencoded
Cookie
Response

ick Send to get a response

Sau do6 luu request va nhan Send, két qua tra vé nhu sau

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO

'ﬂPf@ DC: 276 - 278 Ung Vin Khiém, P.25,
DT: (028) 35124257 | Hotline: 0933

Q.Binh Thanh, Tp Ho Chi Minh

27079 Email: vapro@vnpro.org

- . . - =
= ¢ Home  Workspaces v  APINetwork v Explore Q. Search Postman @ 0 @ Upgrade - (s} X
2 SD-WAN New Import  [S] SD-WANENY 3 so-wan POST Authentication GET Token + oo SD-WANENV/ ~ B
v FL= v w Token B
Collections
v SD-WAN
E oeT Pt hentioation GET v fdataservice/client/token =
Environments
eT Token - .
N Params  Authorization Headers (9) Body Pre-request Script  Tests Settings Cookies <>
D]
History Headers 7 hidden
0%
W
Key Value Description w+ BulkEdit Presets
E
Content-Type application/x-www-form-urlencoded
Cookie
Body Cookies (1) Headers (12) Test Results @ Status: 200 OK Time: 22ms Size: S04 B [5) Save as Example  ses
Pretty Raw Preview Visualize JSON v = o Q
1 BCEAC7859C1L sl @ 2A94A76C10816E19AEL15860FASDCBA30B59AAIBESLE

El ©online Q Find and replace & Console *) Runner  « Capture requests (@ Cookies T Trash B @

Pau tién ching ta sé& tao Environment, nhan vao nut hinh banh rang nhu hinh
c. Liy thong tin va trang thai thiét bj SD-WAN
Sau khi da xéc thyc thanh cong va c6 dugc JSESSIONID cookie, bay gio ban co thé
truy xuat dit liéu tir Cisco SD-WAN REST API.
Buérc 1: Danh sach thiét bi
Dé 13y duoc danh sach thiét bi chung ta sir dung phuong thitc GET cung véi resource
dén api endpoint 1a /dataservice/device. Dir li¢u s& dugc tra vé véi dinh dang JSON cing

v6i danh sach cua tat ca thiét bi c6 trong SD-WAN fabric:
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- . .
= ¢ Home  Workspaces v APINetwork v Explore Q. search Postman & 0 @ Upgrade — [al
2 so-wan New mport  [E)so-waneny vost auterticaton | ce1 Token w sowaneny -
= @ ~ B
v SD-WAN
[E— wer v [T—— “ =
Environments
GET Token . . . .
. Params Authorization Body Pre-request Script Tests Settings Cookies o>
> GET Fabric Device
History Headers 7 hidden
o
&
Key Value Description Bulk Edit  Pr
oo

Content-Type

application/json

Body Cookie: Headers (12)

Pretty  Raw Visualize JSON ~
1 f

2

3 ": 1689368231866,

5 uniquekey™: [

3 system-ip

8 eferenceke: "grid-Device
]

18

11 i

12 “title": "Hostname",

13 “property”: "host-name”,

K Time:36ms Size: B67KE  [g) Sa

@ status: 200 0

@ Cookies

W Trash

Sau khi nhan Send sé tra vé két qua tuong tu nhu hinh:

- P
€ Home  Workspaces ~ APl Network v Explore Q. search Postman B 0 @ Upgrade — a
2 SD-WAN New Import  [=] SD-WANENV POST Authentication GET Token GET Fabric Device o0 SD-WAN ENV ~ 2
= = ic] Fabric Device i B
~ SD-WAN
Environments
GET Token o c g i
Params  Authorization  Header Body  Pre-requestScript  Tests  Settings Cookies >
v cET Fabric Deviee
History Headers 7 hidden
Z\‘«;,Z
Key Value Description Bulk Edit  Presets
oo
i
Content-Type application/json
Body Cookies (1) Headers (12)  Test Results @ Status: 200 OK Time: 38 ms Size: B67KB  [g) Sa
Pretty Raw Preview  Vis JSON v [ Q
1
2
3
3
8 “: "grid-Device
9 i
18 columns”
11 1
12 "Hostname" ,
13 property”: "host-name”,
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Néu ban khong nhan duogc két qua nhu hinh, kiém tra lai status code da tra vé 200
OK. Nguyén nhéan c6 thé do JSESSIONID cookie da hét han, néu vay ban can phai xac
thue lai.
Bwéc 2: Trang thai thiét bi
Request tiép theo duoc tao trong collection duoc goi dé xem théng tin cu thé trang
thai cua tat ca thiét bi trong fabric. St dung phuong thitc GET va tré dén resource

/dataservice/device/monitor.

. .
= ¢ Home  Workspaces ©  APINetwork v Explore Q Search Postman g 0@ ugade + - O X
A SD-WAN New Import  [S] SD-WAN ENY T so-wan POST Authentica GET Token GET Fabric Device SD-WAN ENV ~ =]
uj + = B Devices Status i B
Collections
v SD-WAN
=

T Token
Params  Authorization Body  Pre-requestScript  Tests  Settings Cookies <>

- GET Fabric Device
History Headers 7 hidden
GET Devices Status

(<]

Key Value Description . BulEdit Presets
oo
B9
Content-Type applicationfjson
Body Cookies (1) Headers (12) Test Results @ Ststus: 200 OK  Time: 83 ms  Size: 254KB  [3) Save as Example  eee
Pretty  Raw  Preview  Visualize  JSON v~ 5 ®m Q
51
62
53
54

d. LAy thong tin device counters va interface statistics

Néu ban muén c6 thém thong tin lién quan dén cac két ndi cuia fabric, s6 lan thiét bi
dugc khot dong lai va nhiéu thong tin khac. Néu ban tim kiém trong API Documentation,
ban sé& tim thay resource /dataservice/device/counters.

Két qua tra vé nhu sau:
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A s " s .
= € Home  Workspaces v APINetwork ~  Explore Q@ Search Postman o 0 @ Upgrade ~ — o b4
2, SD-WAN New  Import os0 SD-WAN ENV v =

a = =@ Devices Counter v 5]
Collections
~ SD-WAN
Environments
GET Token B .
Params  Authorization Body  Pre-request Script  Tests Cookies <2
GET Fabric Device
Headers 7 hidden
GET Devices Status )
. e —— Key Value Deseription Bulk Edit  Presets
8%
| Content-Type application/jsan
Body Cookies (1) ts @ Ststus: 200 0K Time: 81ms  Size: 142 KB sse
Pretty Raw Preview Visualize JSON  ~ = o Q
1 4
2
3
5
6
9
19
11
12
13
El @onine Q Findan

Tiép theo, 1y thong tin s6 lidu thong ké cua cac interface co trong SD-WAN fabric

sur dung resource /dataservice/statistics/interface.
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= < Home Workspaces v  APINetwork ~  Explore Q) search Postma & 0@ uwoee v - B8 X
2 SD-WAN New o0 SD-WANENV/ v =
jwj = @ Interfaces Statics v B
Collections
v SD-WAN
Environments
GET Token . y
Params  Authorization Body  Pre-request Script  Tests Cookies o>
w eT Fabric Device
History Headers 7 hidden
GET Devices Status 03
3 Bulk Edit  Presets
. I y— Key Value Description ulk Edit Pr
ot
GET Interfaces Statics Content-Type application/json
Body Cookies (1) Headers (12) Test Results @R Ststus: 200 0K Time: 2295 Size: 455MB  [3) Save as Example  oeo
Pretty Raw Visualize JSON v [Ee]
1
2
3 : 1689368637550,
4 iy 3
5 uniguekey”: [1,
6 ferenceKey": "grid-raw_interfacestatistics’
N .
9
18
11
12 himmiss A 2",
13
ED @ Onine Q Find an ce [ Console =] Runner " C. requests T Trash @

https://www.youtube.com/(@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

B TRUNG TAM TIN HQC VNPRO

wPr’@ BC: 276 - 278 Ung Van Khiém, P25, Q.Binh Thanh, Tp Ho Chi Minh

L% DT: (028) 35124257 | Hotline: 0933427079 Email: vapro@vnpro.org

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https youtube.com/@vnprol49




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

B TRUNG TAM TIN HQC VNPRO

wPr’@ BC: 276 - 278 Ung Van Khiém, P25, Q.Binh Thanh, Tp Ho Chi Minh

L% DT: (028) 35124257 | Hotline: 0933427079 Email: vapro@vnpro.org

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https youtube.com/@vnprol49




