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LAB - CAU HINH CISCO WLC 2504
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II. Mo ta

Bai lab gém mot PC, mot Access Point, mét Switch va mot WLC

Dit IP theo so dd sau:

Tén thiét bi Pia chi IP
WLC 192.168.1.100/24
AP 192.168.1.1/24
PC 192.168.1.2/24
Interface Vlan 1 192.168.1.10/24

IL. Yéu ciu
1. Gi6i thiéu Cisco WLC 2504 va Factory Default WLC dung CLI
2. Kiém tra IP, kich hoat dich vu SSH va WebPage trén WLC
3. Kich hoat dich vu DHCP Server trén WLC
4. Hi¢u chinh thoi gian trén WLC
5. CAu hinh Lightweight AP register toi WLC
6. Khic phuc AP khong register téi WLC
6.1. L6i Regulator Domain Mismatch
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6.2. L6i Time Mismatch
7. Thiét 1ap SSID

IV. Ciu hinh
Yéu cau 1: Gidi thiéu Cisco WLC 2504 va Factory Default WLC dung CLL

7 4 Cisco 2500 Series Wireless Controller

050

Model 2504
= ] "

4 Gigabit Ethernet Ports Status
3&4 - POE Enabled LEDs
Serial Console Port (RJ45)

Cisco WLC 2504 gdm: mot cong Console, 4 cong Gigabit Ethernet, 3 dén led bao
trang thai
Factory Default WLC dung CLI:

Trong qua trinh khéi dong ctia WLC 2504, ta nhan phim ESC dé truy cap “Boot
Loader Menu”.

WLCNG Boot Loader Version 1.0.16 (Built on Feb 28 2011 at 13:14:54
by cisco)
Board Revision 0.0 (SN: PSZ17040646, Type: AIR-CT2504-K9) (P)

Verifying boot loader integrity... OK.

OCTEON CN5230C-SCP pass 2.0, Core clock: 750 MHz, DDR clock: 330 MHz
(660 Mhz datarate)
CPU Cores: 4
DRAM: 1024 MB
Flash: 32 MB
Clearing DRAM................ done
Network: octethO', octethl, octeth2, octeth3
' - Active interface
E - Environment MAC address override
CF Bus 0 (IDE): OK
IDE device O:
- Model: 1GB CompactFlash Card Firm: CF B612J Ser#:
C371100275A1Yj8CFJ1U
- Type: Hard Disk
- Capacity: 977.4 MB = 0.9 GB (2001888 x 512)
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Press <ESC> now to access the Boot Menu...

Boot Loader Menu

1.Run primary image (7.4.121.0) — Active
2.Run backup image (7.4.110.0)

3.Change active boot image

4.Clear configuration

5.Format FLASH Drive

6.Manually update images

Enter selection: 4

Khoi tao céc thong so co ban

Would you like to terminate autoinstall? [yes]: <enter>
AUTO-INSTALL: starting now...

rc = 0

System Name [Cisco_a4:02:44] (31 characters max): WCL2504
AUTO-INSTALL: no interfaces registered.

AUTO-INSTALL: process terminated -- no configuration loaded
Enter Administrative User Name (24 characters max): vnpro
Enter Administrative Password (3 to 24 characters): vapro@123
Re-enter Administrative Password : vapro@123
Enable Link Aggregation (LAG) [yes][NO]: no

Management Interface IP Address: 192.168.1.100

Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 192.168.1.10
Management Interface VLAN Identifier (O = untagged): O
Management Interface Port Num [1 to 4]: 1

Management Interface DHCP Server IP Address: 192.168.1.101
Virtual Gateway IP Address: 1.1.1.1

Multicast IP Address: 239.1.1.1

Mobility/RF Group Name: vnpro

Network Name (SSID): vnpro

Configure DHCP Bridging Mode [yes][NO]: no

Allow Static IP Addresses [YES][no]: yes

Configure a RADIUS Server now? [YES][no]: no

Warning! The default WLAN security policy requires a RADIUS server.
Please see documentation for more details.

Enter Country Code list (enter 'help’' for a list of countries) [US]:
<enter>

Enable 802.11b Network [YES][no]: yes

Enable 802.11a Network [YES][no]: yes

Enable 802.11g Network [YES][no]: yes

Enable Auto-RF [YES][no]: yes

Configure a NTP server now? [YES][no]: no

Configure the system time now? [YES][no]: yes

Enter the date in MM/DD/YY format:




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

TRUNG TAM TIN HQC VNPRO

ﬂ P!r/@ PC: 276 - 278 Ung Vin Kh 5, Q.Binh Thanh, Tp Ho Chi Minh
DT: (028) 35124257 | k : 79

27079 Email: vnprc npro.org

Enter the time in HH:MM:SS format:
Configuration correct? If yes, system will save it and reset.
[yes][INO]: yes

Configuration saved!

Resetting system with new configuration...
Configuration saved!

Resetting system

Dang nhap vao WLC2504

User:vnpro
Password:vnpro@123
(Cisco Controller) >

Kiém tra thong tin WLC 2504

(Cisco Controller) > ? //dung ? d& xem tat ca cac 1énh

clear Clear selected configuration elements.
config Configure switch options and settings.

debug Manages system debug options.

eping Send Ethernet-over-1P echo packets to a specified
mobility peer IP address.

help Help

license Manage Software License

linktest Perform a link test to a specified MAC address.
logout Exit this session. Any unsaved changes are lost.
mping Send Mobility echo packets to a specified mobility
peer IP address.

ping Send ICMP echo packets to a specified IP address.
reset Reset options.

save Save switch configurations.

show Display switch options and settings.

test Test trigger commands

transfer Transfer a file to or from the switch.

(Cisco Controller) >

Yéu ciu 2: Kiém tra IP, kich hoat dich vu SSH va WebPage trén WLC
Kiém tra IP cia WLC

(Cisco Controller)> show interface summary

Number of Interfaces. .......cccocoviiriiiiniiieiceeeee e, 2

Interface Name Port Vlan Id IP Address Type Ap Mgr Guest
management 1 untagged 192.168.1.1 Static Yes No
virtualN/A N/A 1.1.1.1 Static No No

(Cisco Controller) >

Kiém tra IP cong quan ly

| (Cisco Controller)> show interface detailed management
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Kiém tra két ndi tir WLC t6i céc thiét bj khac.

(Cisco Controller) > ping 192.168.1.10

Kich hoat dich vu SSH trén WLC.

Quick Connect X

Protocol: SSH2 v
Hostname: l ]
Port: IZ] Firewall: None v
Username: | vopro }
Authentication
] password a Properties...
[ publickey
[ Keyboard Interactive >
[ Gssar1
[) show quick connect on startup [“] save session
M openin a tab
=] =

SSH duoc kich hoat mac dinh trén WLC sau khi Factory Default thiét bi

thanh cong.
Dang nhédp vao WLC

(Cisco Controller)>
User: vnpro
Password:vnpro@123

(Cisco Controller) >

Kich hoat dich vy WebPage trén WLC

Kich hoat dich vu web cho dé cho phép dang nhap vao Cisco WLC 2504 bang

giao di¢n GUI

(Cisco Controller) > config network webmode enable

(Cisco Controller) > config network secureweb enable

Kiém tra két ndi tir PC t6i Cisco WLC 2504.

C:A\PC> ping 192.168.1.100
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[ Cisco Systems Login X

c tsecure | 192.168.1.100

alialn
cisco

Wireless LAN
Controller

L | i | | Saye Configuration Ping Logout Refresh
' ' '
ciIsco MONITOR WIANs CONTROLLER WIRE ATY AGEMENT COMMA HELP FEED
Monitor Summary
Summary S Access Points Supported

» Access Points
) Cisco CleanAir
)} Statistics
» COP
¥ Rogues
£ Controller Summary Rogue Summary
Multicast S
Rehent I8 192.168.1.100
Applications Address Active Rogue APs Q
Software Version 7.4.121.0 Active Rogue Clients 0
Fielcl_::coverv Image ;0.0 Adhoc Rogues 0
System Name Cisco_32:30:e4 Rogues on Wired Network (]
Up Time 0 days, 0 hours, 7 minutes
System Time Sat Jun 23 11:00:15 2018 Top WLANS
Redundancy Mode N/A
Inkesnal Temperature 426 ¢C Profile Name # of Clients
802.11a Network State  Enabled
gt:.?;ub/g Network Enabled Most Recent Traps
e
Local Mobility Group mobile24h Cold Start:
CPU(s) Usage 0% Controller time base status - Controller is out of sync with the central timebas
Individual CPU Usage:  0%/0%, 0%/1% Link Up: Siot: O Port: 1 Admin Status: Enable Oper Status: Link Up
Memory Usage 37% A RF group member has been added on 802.11a network on controller with 1i _

Yéu cau 3: Kich hoat dich vu DHCP Server trén WLC.

Kiém tra thong tin dia chi cong management trén WLC: CONTROLLER —
Interfaces
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Save Configuration  Ping Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Interfaces Entries 1-30f 3 | New..
General
tory VLAN Interface Dynamic AP
iven Interface Name Identifier IP Address Type Management
Interfaces management untagged 192.168.1.100 Static Enabled
Interface Groups virtual N/A 1111 Static Not Supported
Multicast

Céu hinh DHCP Server trén WLC: CONTROLLER > Internal DHCP Server —
DHCP Scope — New...

Save Configuration Ping Logout Refresh

CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller DHCP Scopes

General
Inventory Scope Name Address Pool Lease Time Status
Interfaces
Interface Groups
Multicast
« Internal DHCP Server

DHCP Allocated Leases

Khai bdo Scope Name r6i click Apply.

Saye Configuration Ping  Logout Refresh

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller DHCP Scope > New

Ganeral Scope Name  |LAN.1 |

Inventory
Interfaces
Interface Groups
Multicast

~ Internal DHCP Server

DHCP Scope
DHCP Allocated Leases

Click véo link Scope Name vira khoi tao, khai bao cac tham s6 roi click Apply

Saye Configuration Ping Logout Refresh

CiIsSCoO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller DHCP Scopes

General
Inventory Scope Name Address Pool Lease Time Status

Interfaces 0.0.0.0 - 0.0.0.0 1d Disabled
Interface Groups
Multicast

« Internal DHCP Server
DHCP Scope
DHCP Allocated Leases

Khai bao cac tham sb va bat tinh naing DHCP Scope
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Controller

General
Inventory
Interfaces
Interface Groups
Multicast

v Internal DHCP Server
DHCP Scope
DHCP Allocated Leases

» Mobility Management
Ports

» NTP

» COP

» IPVE

¥ mDNS

» Advanced

MONITOR  WLANs

DHCP Scope > Edit

Scope Name

Pool Start Address
Pool End Address
Network

Netmask

Lease Time (seconds)
Default Routers

DNS Domain Name
DNS Servers

Netbios Name Servers

Status

Luu lai cAu hinh

CIsco

Controller

General
Inventory
Interfaces
Interface Groups
Multicast

~ Internal DHCP Server
DHCP Scope
DHCP Allocated Leases

Yéu cau 4: Hiéu chinh thoi gian trén WLC.

Cisco

Commands

Download File
Upload File
Reboot
Config Boot

» Scheduled Reboot

Reset to Factory
Default

Login Banner

MONITOR  WLANs

DHCP Scopes

Scope Name

MONITOR WLANs

Set Time

Current Time

CONTROLLER

CONTROLLER

CONTROLLER

WIRELESS

LAN.1

[192.168.1.201 ]

(12168025
[192.168.1.0

(255.255.255.0

SECURITY

MANAGEMENT

Saye Configuration Ping Logout Refresh

COMMANDS HELP FEEDBACK

86400
[192.168.1.10 ] [0.0.0.0 ] [0.0.0.0

[ ]
ls.8.8.8 | 0.0.0.0 ] [0.0.0.0

[0.0.0.0 | [o.0.0.0 ] 0.0.0.0 ]

WIRELESS

Address Pool

SECURITY

MANAGEMENT

192.168.1.201 - 192.168.1.250

WIRELESS

Sat Jun 23 16:29:41 2018

SECURITY

MANAGEMENT

Saye Configuration  Ping Refresh

Logout

COMMANDS HELP FEEDBACK

Lease Time Status
1d Enabled

Saye Configuration  Ping  Logout Refresh

COMMANDS HELP FEEDBACK

Date
Month [June v]
Day (23]
Year 2018 |
Time
Hour [16 7]
Minutes E
Seconds E
Timezone
Delta hours D mins D
Locationd (GMT +7:00) Saigon, Hanoi, Bangkok, Jakatar v
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Dé cac AP co thé register thanh cong t6i WLC, ta can hiéu chinh thoi gian trén
WLC va cac AP ddng nhét véi nhau.

Hi¢u chinh thoi gian trén WLC: COMMANDS — Set Time — Set Date and
Time
Yéu cdu 5: Cau hinh Lightweight AP register téi WLC.

Céu hinh cho thiét bi cac AP (Access Point) dé duoc quan 1y tap trung boi WLC.
C6 2 cach dé co thé truy cap va cau hinh thiét bj AP:

- Str dung DHCP va WLC dé gan IP cho thiét bj AP
- Gan IP tinh cho thiét bi AP

Di chuyén tir User mode sang Privilege mode, x6a cau hinh.

AP> enable

Password: Cisco

AP#

AP# clear lwapp private-config
AP# reload

Proceed with reload? [confirm]

bat tén va dat ip address cho AP

AP# lwapp ap hostname AP1130

AP1130# Iwapp ap ip address 192.168.1.1 255.255.255.0
AP1130# lwapp ap ip default-gateway 192.168.1.100
AP1130# Ilwapp ap controller ip address 192.168.1.100

Kiém tra IP, kiém tra két ndi tir AP dén WLC

AP1130# show capwap ip config
AP1130# ping 192.168.1.100

Pé kiém tra WAP dang & ché do Standalone hay Lightweight, ta c6 thé thuc hién
cau lénh show version.

- Néu IOS name W7 thi hién nay AP dang hoat dong & ché d6 Standalone.
- Néu I0S name W38 thi hién nay AP dang hoat dong & ché do Lightweight.

AP1130# show version
Cisco 10S Software, C1140 Software (C1140-RCVK9W8-M), Version
12.4(21a)JX, RELEASE SOFTWARE

AP két ndi vao Port 3-4 (c6 hd tro PoE) cia WLC thi AP ty dong két ndi toi
WLC, tai hé diéu hanh IOS tir WLC xudng va tu dong khoi dong lai

Sau khi AP khéi dong thanh cong s€ c6 Username/Password mdc dinh la
Cisco/Cisco va Enable Password mac dinh ciing 1a Cisco.

Press RETURN to get started.
User Access Verification
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Username: Cisco
Password: Cisco
AP>

AP> enable
Password: Cisco
AP#

Hiéu chinh thoi gian trén AP khép voi WLC.

AP# show clock

Luc ndy, tai giao dién WLC, ta ¢ thé cau hinh AP bang cach truy cip vao dudng
dan WIRELESS — Access Points — All Aps.

' I 1t I ' Save Configuration Ping Logout Refresh
' ' '

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless All APs Entries 1 - 1 of 1
w Access Points Current Filter None [Change Filter] [Clear Filter]

All APs
w Radios
802.11a/n Number of APs 1
802.11b/g/n
Dual-Band Radios
Global Configuration AP Name AP Model AP MAC AP Up Time
» Advanced AP1130 AIR-LAP1131AG-E-K9 €8:4¢:75:6b:39:64 0d,01h04m15s

Yéu cau 6: Khic phuc AP khong register t6i WLC.

6.1. Khdc phuc sw cé Regulator Domain Mismatch giita AP va WLC

Do trudc dé hiéu chinh mui gid trén WLC 1a +7 Saigon (Viet Nam) nén ta can
phai hi¢u chinh lai Regulatory Domain trén WLC 1a “Vietnam”.

Save Configuration Ping Logout Refresh

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Commands Set Time
Download File
Upload File Current Time Sat Jun 23 17:21:04 2018
Reboot
Date
Config Boot - ——
» Scheduled Reboot Month [ June v]
[23 v
Reset to Factory D&y = [
Default Year [2018
Set Time
Login Banner Time
Hour (17 v]
Minutes 21
Seconds |4

Timezone

Delta hours D mins O

Locationd I(_Gm’ +7:00) Saigon, Hanoi, Bangkok, Jakatar v

Tham khéao danh sach “Cisco Aironet 1130AG Series Regulatory Domains”
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Part Number Description Regulatory Domain

AIR-AP1131AG-x-K9 802.11a/g Non- X=

Cisco IOS Software modular IOS AP; A=FCC

Integrated Antennas C=Chin

E=ETSI

I=Israel

J=TELEC (Japan)

K=Korea

N=North America (Excluding FCC)
P=Japan2

S=Singapore

T=Taiwan

AIR-LAP1131AG-x- 802.11a/g Non- x=
K9 LWAPP modular LWAPP AP: A=FCC

Integrated Antennas C=Chin

E=ETSI

I=Israel

J=TELEC(Japan)

K=Korea

N=North America (Excluding FCC)
P=Japan2

S=Singapore

T=Taiwan

Disable 802.11b & 802.11a networks trudc khi hiéu chinh Regulatory Domain

Saye Configuration Ping  Logout Refresh

CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a Global Parameters
» Access Points
» Advanced General Data Rates**
Mesh 802.11a Network Status I | Enabled I 6 Mbps Mandatory ¥
RF Profiles Beacon Period (millisecs) 100 9 Mbps |Supvoded v
FlexConnect Groups ~ fregmentation Threshold 2346 12 Mbps [Mandatory ¥
Fl
exConnect ACLS S @ Enabled 18 Mbps | Supported ¥
w 802.11a/n
[ Network | Maximum Allowed Clients 200 24 Mbps Mandatory ¥
FIRRM : 36 Mbps [Supported |
Client Roaming 802.11a Band Status
Media 48 Mbps | Supported ¥
Pi Band
OFS (802.11m) o S 54 Mbps [Supported ¥
High Throughput Mid Band Enabled
802.11 i
s:leanAir") High Band Enabled CCX Location Measurement
» 802.11b/g/n Mode ) Enabled
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Save Configuration Ping Logout Refres

Cisco

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

FEEDBACK

Wireless 802.11b/g Global Parameters

» Access Points

» Advanced General Data Rates**
Mesh 802.11b/g Network Status [ Enabled 1 Mbps
RF Profiles 802.11g Support ¥ Enabled 2 Mbps [ Mandatory ¥
FlexConnect Beacon Period (millisecs) 5.5 Mbps Mandatory ¥
Groups
FlexConnect ACLs Short Preamble ¥ Enabled 6 Mbps
Fragmentation Threshold ]
» 802.11a/n (bytes) S Mbps Supported ¥
v 802.11b/g/n DTPC Support. Enabled 11 Mbps [Mandatory ¥ |
Maximum Allowed Clients 12 Mbps Supported ¥
v ER
RF Grouping 18 Mbps Supported ¥ |
TPC CCX Location Measurement
DCA 24 Mbps Supported ¥
Coverage Mode Cenabled 36 Mbps [Supported ¥
General
Client Roaming 48 Mbps Supported ¥
Media
EDCA Parameters o e @
High Throughput
(8c2.11n) ** Dats Rate 'Mandatory’ implies that clients who do not support that
CleanAir specific rate will not be able to associate. Data Rate 'Supported' implies

A | 1t | 17 Saye Configuration Ping Logout Refresh
CIsco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless Country __Apply |
w Access Points
el List of access point models and protocols supported per
g acos country and regulatory domain
802.11a/n
802.11b/g/n Configured Country @
Dual-Band Ragw: Code(s)
Global Configuration %~
» Advanced Regulatory Domain 802.11a: -E
Mesh 802.11bg: -E
HE Brolies Select Country Code Name
FlexConnect Groups 2 5
S EJ AE Umted‘Arab Emirates
» 802.11a/n = ol
=] AT Austria
» 802.11b/g/n a 7 atrais
» Media Stream U B4 ‘Baanin
» Application Visibility [ BB Barbados
And Control @ BE Beigiom
Coun o 86 Bulgaria
Timers u BH Bahrain

Thiét 1ap Country Code trong sudt qué trinh “Factory Default WLC thong qua
giao dién dong 1énh CLI”.

Enter Country Code list (enter "help' for a list of countries) [US]:
<enter=>

Xac dinh Regulatory Domain phu hop: Wireless — Country — List of access
point models and protocols supported per contry and regulatory domain.
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Sau khi hiéu chinh Regulatory Domain hoan tit, AP1130 di c6 thé register thanh
cong t61i WLC 2504: Wireless — Access Points — All Aps.
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' || 'I ' Save Configuration Ping Logout Refresh
aifan ).
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless All APs Entries 1 -1 0f 1
v Access Points Current Filter None [Change Filter] [Clear Filter])
v Radios

802.11a/n Number of APs 1

802.11b/g/n

Dual-Band Radios

Global Configuration AP Name AP Model AP MAC AP Up Time

» Advanced | AP1130 AIR-LAP1131AG-E-KS 8:4¢:75:6b:39:64 0d,00h58m27s |

AP1130 dang két ndi ti Port3 ciia WLC va phién ban Version cia AP1130

cisco

Saye Configuration Ping Logout Refresh

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless

w Access Points
Al APs]
w Radios
802.11a/n
802.11b/g/n
Dual-Band Radios
Global Configuration

» Advanced

Operational Certificate
Admin Status  Status Port AP Mode Type OEAP Primary SW version Backup SW version
Enabled REG E Local MIC No 7.4.121 0.0.0.0

6.2. Khdc phuc s c6 Time Mismatch giita AP va WLC

(GiseuTeaisiienoe wepWa capwap errors enable
*spamApTask4: Aug 26 10:55:00.119: #DTLS-3-HANDSHAKE FAILURE:

openssl dtls.c:681 Failed to complete DTLS handshake with peer
192.168.3.212 for AP c8:4c¢:75:6b:39:64

Save Configuration Ping Logout Refresh

CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Management

Summary

b SNMP
HTTP-HTTPS
Telnet-SSH
Serial Port

Local Management
Users

User Sessions
w Logs

Config
Message logs

Mgmt Via Wireless
» Software Activation
» Tech Support

Khic phuc

Message Logs

*spamApTask3: Aug 26 10:56:34.589: #LWAPP-3-RD_ERRS: spam_lrad.c:11159 APs -
00:3a:98:¢1:14:80 country code changed from () to (VN )
*spamApTask3: Aug 26 10:56:34.589: #LWAPP-3-RD_ERR7: spam_Irad.c:10491 The system I
detects an invalid country code () for AP 00:3a:98:c1:14:80
*spamApTask3: Aug 26 10:56:34.589: #LWAPP-3-RD_ERR9: spam_lrad.c:11159 APs
00:3a:98:¢c1:14:80 country code changed from () to (VN )
*spamApTask3: Aug 26 10:56:34.589: #LWAPP-3-RD_ERR7: spam_|rad.c:10491 The system
detects an invalid country code () for AP 00:3a:98:c1:14:80
*spamApTask4: Aug 26 10:55:00.119: #DTLS-3-HANDSHAKE_FAILURE: openssl|_dtls.c:681 Failed
to complete DTLS handshake with peer 192.168.3.212 for AP c8:4c:75:6b:39:64
*spamApTask4: Jan 01 02:55:27.583: #DTLS-3-HANDSHAKE_FAILURE: openssl_dtls.c:681 Failed to
complete DTLS handshake with peer 192.168.3.212 for AP c8:4c:75:6b:39:64
‘spamApTask3 Jan 01 02:53:54.536: #DTLS-3-HANDSHAKE_FAILURE: openssl_dtls.c:681 Failed to
te DTLS handshal wrthpeer1921683212forAPcs4c756b3964
‘spamApTask3 Jan 01 02:52:49.579: #DTLS-3-HANDSHAKE_FAILURE: openssl_dtls.c:681 Failed to
e DTLS h ke with peer 192.168.3.212 for AP c8:4c:75:6b:39:64
'spamApTask4 Jan 01 02:51:15.903: #DTLS-3-HANDSHAKE_FAILURE: openssl_dtls.c:681 Failed to
complete DTLS handshake with peer 192.168.3.212 for AP c8:4¢:75:6b:39:64
*spamApTask4: Jan 01 02:50:10.947: =DTLS-3-HANDSHAKE_FAILURE: openssl_dtls.c:681 Failed to
complete DTLS handshake with peer 192.168.3.212 for AP cB8:4c:75:6b:39:64
*spamApTask3: Jan 01 02:48:37.895: #DTLS-3-HANDSHAKE_FAILURE: openssl_dtls.c:681 Failed to
lete DTLS handshake with peer 192.168.3.212 for AP c8:4c:75:6b:39:64
‘spamApTaskB Jan 01 02:47:32.939: #DTLS-3-HANDSHAKE_FAILURE: openssl_dtls.c:681 Failed to
c lete DTLS handshake with peer 192.168.3.212 for AP c8:4c:75:6b:39:64
*spamApTask4: Jan 01 02:45:59.888: #DTLS-3-HANDSHAKE_FAILURE: openssl_dtls.c:681 Failed to
complete DTLS handshake with peer 192.168.3.212 for AP €8:4¢:75:6b:39:64
*spamApTaskd: Jan 01 02:44:54.931: #DTLS-3-HANDSHAKE_FAILURE: openssl_dtls.c:681 Failed to
complete DTLS handshake with peer 192.168.3.212 for AP c8:4¢:75:6b:39:64
*spamApTask3: Jan 01 02:43:21.882: #DTLS-3-HANDSHAKE_FAILURE: openssl_dtls.c:681 Failed to
complete DTLS handshake with peer 192.168.3.212 for AP c8:4c:75:6b:39:64

oY

1a chinh lai thoi gian trén WLC




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
& TRUNG TAM TIN HQC VNPRO
"Pro PC: 276 - 278 Ung Vin Khiém, P25, Q.Binh Thanh, Tp H6 Chi Minh
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5124257 | Hotline: 0933427079 Email: vapro@vnpro.org

Set Time
Download File
Upload File Current Time | SatJun 23 17:21:04 2018 |
Solkos Date
Config Boot -
» Scheduled Reboot e [une  v]
Reset to Factory Day [237]
ki e e |
Login Banner Time
Hour (177]
Minutes -
Seconds .
Timezone
et hours 6| mns |
Locationd [(GMT +7:00) Saigon, Hanoi, Bangkok, Jakatar 4|

Thiét 1ap thoi gian trén WLC trong sudt qua trinh “Factory Default WLC thong
qua giao dién dong I¢nh CLI”.

Configure a NTP server now? [YES][no]: no

Configure the system time now? [YES][no]: yes
Enter the date in MM/DD/YY format: 06/23/18
Enter the time in HH:MM:SS format: 11:30:00

"t ' 1 | I Save Configuration Ping Logout Refresh
CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Management Message Logs Clear
Summary
» SNMP =

00:3a:98:¢1:14:80 country code changed from () to (VN )
*spamApTask3: Aug 26 10:56:34.589: #LWAPP-3-RD_ERR7:

HETECHIIES detects an invalid country code () for AP 00:3a:98:c1:14:80
Telnet-SSH *spamApTask3: Aug 26 10:56:34.589: #LWAPP-3-RD_ERRS:
Serial Port
Local Management *spamApTask4: Aug 26 10:55:00.119: =DTLS-3-HANDSHAKE_FAILURE: openss!_dtis.c:681 Failed
Users to complete DTLS handshake with peer 192.168.3.212 for AP ¢8:4¢:75:6b:39:64
e *spamApTask4: Jan 01 02:55:27.583: =DTLS-3-HANDSHAKE_FAILURE: openss!_dtls.c:681 Failed to
User Sessions complete DTLS handshake with peer 192.168.3.212 for AP c8:4¢:75:6b:39:64
*spamApTask3: Jan 01 02:53:54.536: #DTLS-3-HANDSHAKE_FAILURE: openssl_dtls.c:681 Failed to
¥ Logs complete DTLS handshake with peer 192.168.3.212 for AP c8:4¢:75:6b:35:64
Config *spamApTask3: Jan 01 02:52:49.579: =DTLS-3-HANDSHAKE_FAILURE: openssl_dtls.c:681 Failed to
complete DTLS handshake with peer 192.168.3.212 for AP c8:4¢:75:6b:39:64
*spamApTask4: Jan 01 02:51:15.903: =DTLS-3-HANDSHAKE_FAILURE: openssl_dtls.c:681 Failed to
Mgmt Via Wireless complete DTLS handshake with peer 192.168.3.212 for AP c8:4c:75:6b:39:64

e *spamApTaskd: Jan 01 02:50:10.947: =DTLS-3-HANDSHAKE_FAILURE: openssl_dtls.c:681 Failed to

» Software Activation complete DTLS handshake with peer 192.168.3.212 for AP c8:4¢:75:6b:39:64

*spamApTask3: Jan 01 02:48:37.895: =DTLS-3-HANDSHAKE_FAILURE: openssi_dtls.c:681 Failed to

» Tech Support complete DTLS handshake with peer 192.168.3.212 for AP c8:4¢:75:6b:39:64

“spamApTask3: Jan 01 02:47:32.939: =DTLS-3-HANDSHAKE_FAILURE: openss|_dtls.c:681 Failed to
complete DTLS handshake with peer 192.168.3.212 for AP c8:4¢:75:6b:39:64

*spamApTask4: Jan 01 02:45:59.888: =DTLS-3-HANDSHAKE_FAILURE: openssl_dtls.c:681 Failed to
complete DTLS handshake with peer 192.168.3.212 for AP ¢8:4¢:75:6b:39:64

*spamApTask4: Jan 01 02:44:54.931: =DTLS-3-HANDSHAKE_FAILURE: openssi_dtls.c:681 Failed to
complete DTLS handshake with peer 192.168.3.212 for AP c8:4¢:75:6b:39:64 -
*spamApTask3: Jan 01 02:43:21.882: =DTLS-3-HANDSHAKE_FAILURE: openssi_dtls.c:681 Failed to
complete DTLS handshake with peer 192.168.3.212 for AP c8:4¢:75:6b:39:64 Y

Kiém tra log su kién LAP register thanh cong téi WLC
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ﬂpw@ PC: 276 - 278 Ung Vin Khiém, P25, Q.Binh Thanh, Tp Ho Chi Minh
DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Yéu cau 7: Thiét 1ap SSID

Save Configuration  Ping Logout Refresh

MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK M Home
WLANs WLANs Entries 1 -1 of 1
¥ WLANs Current Filter: None {Change Filter] [Clear Filter] mmm—"
WLANSs e
» Advanced
@ Admin
WLANID  Type Profile Name WLAN SSID Status Security
P WLAN SSID SSID Enabled [wPAZ](A

' l 1ol | ' Saye Configuration Ping Logout Refresh
e
CiIsco ONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANS > New
] Type WLAN v
WLANS ——
b Advancad Profile Name Labo1 ]
SSID Lab01 ]
D 2]

Saye Configuration  Ping  Logout Refresh

CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANS > Edit
Generol | Security | QoS | Advanced |
WLANs

’ noed Profile Name Labo1
Type WLAN
SSID Lab0o1
Status Enabled
Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy (A v]
Interface/Interface Group(G)
Multicast Vian Feature L Enabled
Broadcast SSID
NAS-ID

Save Configuration Ping Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs > Edit _<seck | __apoly |
Ny —
Lover2 | Laver3 | AMAservers |

Laver 2 security ¢ [WPETWREZ] v
MAC Filtering® ||

Fast Transition
Fast Transition |
Protected Management Frame

PMF | Disabled ¥

WPA+WPA2 Parameters

WPA Policy Ed

WPA Encryption #aes| [ Tke

WPA2 Policy v

WPA2 Encryption waes| Litae
Key

802.1X |D En |

CCKM ) Enable -




%Pm

CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
PC: 276 - 278 Ung Vin Khiém, P.25, Q.Binh Thanh, Tp Ho Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vapro@vnpro.org

Password Wifi: Cisco@123

N I 1ol I | Saye Configuration Ping Logout Refresh
' ' '

CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANS > Edit _ <Back_|
T B | General | Security | QoS | Advanced |
b Advanced Laver2 | Loyer3 | AAAServers |

-
WPA+WPA2 Parameters
WPA Policy v
WPA Encryption Waes  LiTkip
WPA2 Policy ]
WPA2 Encryption “aes  Uitkie
Auth Key
802.1X L
CCKM ' Enable
PSK
FT 802.1X Enable
FT PSK [ Enable
PSK Format ASCII ¥
| e |
WPA etk candomize State i isable v
-

Kich hoat chuén khong day 802.11a: WIRELESS — 802.11a/n — Network —
802.11a Network Status — Apply.

Save Configuration Ping Logout Refresh
MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a Global Parameters __Apply |
» Access Points
» Advanced General Data Rates**
Mesh 802.11a Network Status 6 Mbps Mandatory ¥ |
RF Profiles Beacon Period (millisecs) 100 9 Mbps Supported ¥
FlexConnect m:;’“m Threshold 2346 12 Mbps Mandatory ¥ |
Groups = E —
FlexConnect ACLs DTPC Support. Enabled 18 Mbps [Supported ¥ |
~ 802.11a/n Maximum Allowed Clients 200 ] 24 Mbps [Mandatory ¥ |
35 s et v
v RRM 802.11a Band Status b —
RF Grouping 48 Mbps Supported ¥
TPC -
e Low Band Enabled 54 Mbps Supported ¥ |
Coverage Mid Band Enabled
General : CCX Location Measurement
Chont Resbenig High Band Enabled —
Media Mode ' Enabled
EDCA Parameters

Kich hoat chuan khong day 802.11b/g: Wireless — 802.11b/g/n — Network —
802.11b/g Network Status — Apply.
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DT: (028) 35124257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Wireless = 802.11b/g Global Parameters _ Apply |
¥ Access Points
» Advanced General Data Rates**
Mesh 802.11b/g Network Status |U Enabled | 1 Mbps
RF Profiles 802.11g Support ¥ Enabled 2 Mbps
FlexConnect Beacon Period (millisecs) 5.5 Mbps [Mandatory ¥
ms'" = SN ACLs Short Preamble ¥ Enabled 6 Mbps [Supported ¥
» 802.11a/n oy s bps
~ 802.11b/g/n DTPC Support. ¥ Enabled 11 Mbps
j— Masimmom Awed Clects 12 Mbps [Supported ¥
RF Grouping 18 Mbps [Supported ¥
CCX Location Measurement
oA 24 Mops
St Hpda Oenabled 36 Mbps
Client Roaming 48 Mbps Supported ¥
Medi
EDC: Parameters 54 Mbps [Supported 7]
e R
V. Kiém tra

St dung laptop dé két ndi toi WLAN “Lab01” va kiém tra thong tin dia chi IP
xin duoc.

VNPRO_STAFF

Secured

VNPRO_HOCVIEN

Secured

SSID

Secured

Smartlog

Secured

Bich Xuan Lau 2

FPT SMARTLOG 56FE 2.4GHz

Secured

Mobile
Airplane mode hotspot
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C:\> ipconfig /all

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix
Description

Wireless-N 1030

Physical Address. . . . . . ... :4C-80-93-53-D2-52

DHCP Enabled. . . . . . . . . . . : Yes

Autoconfiguration Enabled . . . . : Yes

IPv4 Address. . . . . . . . ... :192.168.1.212(Preferred)
Subnet Mask . . . . . . . . ... 2552552550

Lease Obtained. . . . . . . . . . : Wednesday, April 23, 2019

6:02:38 PM
Lease Expires . . . . . . . . .
6:02:38 PM
Default Gateway . . . . . . . . . :
DHCP Server . . . . . . . . . . . :
DNS Servers . . . . . . . . . . .=

NetBIOS over Tcpip. - . . . . . . :

8.8.8.8




