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LAB: GROUP POLICY MANAGMENT

NOI DUNG CHiNH:
1. Khéng cho stra dia chi IP
2. Khéa Start Menu va Taskbar
3. Khdéng cho st dung &rng dung
A. CHUAN BI:

M& hinh gdm 2 may

+ PCO1: Windows Server 2016 (Domain: 23TH02.VNPRO)
+ PC02: Windows 10 (Join Domain)
B. THU'C HIEN:

1. Khdng cho stra dia chi IP

B1. M& Server Manager > Vao menu Tools > Group Policy Management

B2. Bung Forest > Domains 23THO2.VNPRO > Chudt phaivao Group Policy Objects > chon New

B3. b3t tén cho GPO & khung name “Block Setting IP” > 0K
B4. Chuét phai vao GPO vira tao, chon Edit

B5. Bung muc User Configuration & Policies > Administrative Templates & Network = Network
Connections, chuét phai vao Prohibit access to propterties of LAN connection, chon Edit & Enabled 2>

OK

# Prohibit access to properties of a LAN connection [} =

- Prohibit access to properties of a LAN connection . . .
L b Previous Setting Next Setting

O Not Configurad Comment: ‘

@ Enabled
© Disabled

Supported on: [ "4t least Windows 2000 Service Pack 1 ‘
Options: Help:

Determines whether users can change the properties of a LAN ~
connection,

This setting determines whether the Properties menu item is
enabled, and thus, whether the Local Area Connection Properties
dialeg box is available to users.

If you enable this setting (and enable the "Enable Network
Connections settings for Administrators™ setting), the Properties
menu items are disabled for all users, and users cannot open the
Local Area Connection Properties dialog box.

Important: If the “Enable Network Connections settings for
Administrators” is disabled or not configured, this setting will not
apply to administrators on post-Windows 2000 computers.

If you disable this setting or do not configure it, a Properties
renu item appears when users right-click the icon representing
a LAN connection. Also, when users select the connection,
Properties is enabled on the File menu.
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B6. Quay trd lai man hinh Group Policy Management, chuét phai vao OU SaiGon, chon Link an

Existing GPO...
v &3 Domains - e et e o
v _{E_j 23THO2.VNPRO Link Order GPO En
-/ Default Domain Policy
2 Domain Controllers
2 HaNoi
2 SaiG
o Create a GPO in this domain, and Link it here...

. Groug — —
5 WMI | Link an Basting GPO...
) Starte Block Inherntance

B7. Chon GPO “Block Setting IP” & OK
B8. Windows + R = Nhap gpupdate /force > OK

¥ Run >

= Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: . gpupdate /force |

G This task will be created with administrative privileges.

[ % l Cancel Browse...

B9. Kiém tra: Trén PCO02, log on bang bat ki user ndo d3 tao & cac lab trudc va thudc trong OU SaiGon =

Windows+R = Nhap ncpa.cpl 20K = Chuét phai vao Adapter Network Ethernet = Properties d3 bj 4n
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— Frthernet
- E’ 23THOZ . VNPRO

W= Inte
i, & Disable

Status

Diagnose

EBridge Connections

Create Shortcut
Delete

Rename

e ¢ee @

Properties

&7

2. Khéa Start Menu va Taskbar

B1. M& Server Manager > Vao menu Tools > Group Policy Management

B2. Bung Forest > Domains 23THO2.VNPRO > Chudt phaivao OU SaiGon 2> chon Create a GPO in
this domain, and Link it here

B3. Dit tén cho GPO & khung name “Block StartMenu & TaskBar” & OK

B4. Chuét phai vao GPO vira tao, chon Edit

B5. Bung muc User Configuration & Policies & Administrative Templates = Start Menu and

Taskbar, chudt phai vao Lock the Taskbar, chon Edit

T

[2)] Lock the Taskbar

[iz] Start Layout Edy
|i=] Add "Run in Separ Filter On + Run dial...
|£2] Turn off notificatic Filter Options...

|i=] Remowe Balloon T Re-Apply Filter

|iZ] Prevent users from

2] Remove and preve All Tasks ¥ :art, Sleep...
<" Help >

B6. Chon Enabled = 0K
B7. Gpupdate /force

B8. Kiém tra: Trén PC02, log on bang cac user thudc OU SaiGon
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Toolbars

Search
News and interests

~ Show Cortana button
Show Task View button

Show People on the taskbar

Show Windows Ink Workspace button

Show touch keyboard button

Show the desktop

Task Manager

Taskbar settings

3. Khéng cho slr dung irng dung

B1. M& Server Manager > Vao menu Tools > Group Policy Management

B2. Bung Forest > Domains 23TH02.VNPRO > Chuét phai vao OU SaiGon > chon Create a GPO in
this domain, and Link it here

B3. B3t tén cho GPO & khung name “Block CMD&Paint” > OK

B4. Chudt phaivao GPO vira tao, chon Edit

B5. Bung muc User Configuration> Policies> Administrative Templates &> System, chudt phai

vao Prevent access to the command promtp, chon Edit

=] = W RSl

@ Prevent access te the command prompt

|iz] Prevent access to registry editing tools

|i=] Don't run specified Windows applications Filter On [:\\3)

|iZ] Run only specified Windows applications Filter Options...

[iz] Windows Automatic Updates S _—

v Re-Apply Filter

4
All Tasks »
Help

B6. Chon Enabled = 0K
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B7. Chuét phai vao Don’t run specified Windows applications, chon Edit
:2| Don't run specified Windows applications :
i=| Run only specified Windows applications el

i) Windows Automatic Updates v Filter On
Filter Qptions...
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we-Appl il

All Tasks ¥

Help

B8. Chon Enabled = Show = Nhap mspaint.exe & 6 Value - OK 20K

Show Contents a x

List of disallowed applications

Value

o e

oK Cancel

B9. Gpupdate /force
B10. Kiém tra: Trén PC02, log on bang cac user thudc OU SaiGon

Mé& CMD

Bl Command Prompt

Tim Paint va Open File Location sau dé chay app Paint
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Apps e
Paint

& Paint 2D App
Search the web
paint - See more search results Open
paint 3d U Run as administrator
painting J}  Open file location
Pin to Start
paint the town red .

Pin to taskbar
painter

Uninstall
paintball
painting with a twist

paint it black

paint colors

A2 paint

Restnctions A,

-

e This operation has been cancelled due to restnctions in effect on this computer. Please
contact your system .:n:lmumﬂtrl:xtt_nr.
41

T w == O T TR W -
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