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LAB - DUNG PYTHON LAY DANH SACH THONG TIN CAC THIET BI
TRONG FABRIC SD-WAN CUA CISCO

I. Mo ta:

Hoc vién thuc hién két ndi dén Sandbox SD-WAN (vManage), viét code dé 1y danh sach
thong tin cac thiét bi bang ngdn ngit Python.
- May PC phai dap tmg yéu cau d cai dat tram lam viéc cho developer.

IL. Yéu chu Ki thuit:

- (Cai dat thu vién requests, tabulate, click trén may tinh.
- Két ndi dén Sandbox SD-WAN (https://10.215.26.217:8443/)
- Viét code bang Python thuc hién yéu cau:

» Ding nhap va xac thuc

» GET requests, POST requests

» Lay danh sach thong tin cac thiét bi trong Controller

III. Cac buéc thuce hién:

Budére 1: Cai dat thu vién
- Bam t6 hop phim Win+R dé chay cmd

- Trong man hinh cmd g0 : pip install requests tabulate click

Ed Cemmand Prompt - X
Microsoft Windows [Version 10.0.19045.3086]
(c) Microsoft Corporation. All rights reserved.

:\Users\Win 1@>pip install requests tabulate click
Requirement already satisfied: requests in c:\users\win 1@\appdata\local\programs\python\python311\1lib\
site-packages (2.21.0)
ollecting tabulate
Downloading tabulate-8.9.8-py3-none-any.whl (35 kB)
ollecting click
Downloading clic 1.5-py3-none-any.whl (98 kB)

eta
: chardet<3.1.0,>=3.0.2 in c:\users\win 1@\appdata\locall\programs\python\p
lython311\1lib\site-packages (from requests) (3.0.4)

Requirement already satisfied: idna<2.9,>=2.5 in c:\users\win 1@\appdata\local\programs\python\python31
1\1lib\site-packages (from requests) (2.8)
Requirement already satisfied: urllib3<1.25,»>=1.21.1 in c:\users\win 1@\appdatal\local\programs\python\p
lython311\1ib\site-packages (from requests) (1.24.3)
Requirement already satisfied: certifi>=2017.4.17 in c:\users\win 1@\appdatal\local\programs\python\pyth
on311\1lib\site-packages (from requests) (2023.5.7)
ollecting colorama (from click)

Downloading colorama-@.4.6-py2.py3-none-any.whl (25 kB)
Installing collected packages: tabulate, colorama, click
Successfully installed click-8.1.5 colorama-e.4.6 tabulate-0.9.0

:\Users\Win 10>
= O 5 O m e

Buwéc 2: Viét code diing nhap va xac thue

Import cac thu vién can thiét va tit canh bao
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import requests

import sys

import json

import click

from tabulate import tabulate
import SD WAN_ INFO

requests.packages.urllib3.disable warnings()
Tao file SD_ WAN_INFO.py chira thong tin két ndi va thong tin dang nhép, ghi cac thong tin
nhu hinh dudi, sau d6 Iuu lai va dong file

Tré vé file trude, ta khai bao cac thong tin cua Sandbox SD-WAN, cac bién
SDWAN_IP,USERNAME,PASSWORD s& lay gié tri tir file SD_ WAN_INFO.py d tao & trén.

SDWAN_IP=SD WAN_INFO.IP
SDWAN _USERNAME =SD WAN INFO.USERNAME
SDWAN PASSWORD =SD WAN_INFO.PASSWORD

Tiép theo chung ta s& tao mot class rest_api_lib va tao contructor _init__ ctia class (luu y ngoai

cac tham so truyén vao chung ta luén phai thém self dai dién cho instance cta class va voi nd
chiing ta c6 thé két noi dén cac thugc tinh va phuong thirc cua class do.

class rest_api_lib:
def init (self, vmanage ip, username, password):
self.vmanage ip = vmanage ip
self.session = {}

self.login(self.vmanage ip, username, password)

Dinh nghia phuong thirc login va khai bdo login_url

def login(self, vmanage ip, username, password):

nmn

"""Login to vmanage

base url str = 'https://%s:8443/'%vmanage ip

login_action ='"/j_security check'
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login_url = base url str + login action

Khai bao login_data chira username va password dé gui 1én xac thuc

login_data = {'j username' : username, '} password' : password}

Chung ta s& ding phuong thic session tir thu vién request dé tao mot phién 1am viéc méi, trong
phién 1am viéc vira tao d6 giri yéu ciu post dé dua thong tin dén login_url.

sess = requests.session()

login_response = sess.post(url=login url, data=login data,

verify=False)

Dé dam bao xac thuc thanh cong chung ta s& kiém tra ndi dung tra vé va néu nodi dung tra vé co
tag <html/> thi nghia 13 dang nhap that bai. Néu mudn xem dang nhap that bai thi noi dung tra vé
s& nhu thi stra lai mét khau va bé diu # dau dong ctia doan code dudi nay.

if b'<htmI>' in login_response.content:
print ("Login Failed")

#print(login _response.content)

Gan session sess vao lam gia tri cua thudc tinh session cua class

self.session[vmanage ip] = sess
Buéc 3: Viét code GET requests

Dinh nghia phuong thirc get request, trong day chiing ta s& phai tao mot url méi, tham sb api

truyén vao tiy muyc dich sir dung nén chung ta s& dung %s dé url c6 thé thay doi dé dang. Ta s&
ding tiép session vira dugc xac thuc thanh cong dé goi cac API tiép theo ma khong can phai giri
kém theo username, password; get dé giri yéu cau 1én server va nhan 16i dap lai, sau d6 gin thong
tin tir 101 d4p lai vao bién response. Dé 1ay dir lidu, ta s& ding response.content gan vao bién data
va day ciing 1a gié tri tra vé clia phuong thirc get_request nay.

def get request(self, api):
url = "https://%s:8443/dataservice/%s"%(self.vmanage ip, api)

response = self.session[self.vmanage ip].get(url, verify=False)
data = response.content

return data
Budrc 4: Viét code POST requests

Phuong thitc post_request nay twong tu véi phuong thirc get request ¢ trén nhung khac & chd

post dung dé€ gtri yéu cau tao tai nguyén mai trén server. Va co6 thém tham so dau vao 1a payload
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va headers. Payload 1a noi s€ chira dung cac thong tin guri kém theo khi gui yéu cau post. Headers
khai bao kiéu noi dung 1a application/json.

def  post request(self, api, payload,  headers={'Content-Type":
'application/json'}):
url = "https://%s:8443/dataservice/%s"%(self.vmanage ip, api)
payload = json.dumps(payload)
print(payload)

response = self.session[self.vmanage ip].post(url=url, data=payload,
headers=headers, verify=False)
data = response.json()

return data

Budérc 5: Viét code lay danh sich thong tin cac thiét bi
Tao instance cua class 1 sdwanp va truyén cac tham s6 SDWAN_IP, SDWAN USERNAME,
SDWAN_PASSWORD

sdwanp = rest api lib(SDWAN _IP, SDWAN USERNAME,
SDWAN PASSWORD)

Khi mudn cau hinh nhiéu decorator @click.command() thi phai st dung group() dé tao nhiéu
decorator trong cung mot doan script.

@click.group()
def cli():

pass

Tao decorator @click.command() cau hinh Click dé lam viéc voi ham Python ngay sau
decorator. Click.echo() dung dé in ra man hinh. Json.loads() dung dé giai ma ddi twong json thanh
dbi twong trong python.

@click.command()
def device list():

"""Retrieve and return network devices list."""

click.echo("Retrieving the devices.")

response = json.loads(sdwanp.get request('device'))

items = response['data’']
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Khai bao headers dé hién thi trong bang va khai béo list table. Tao vong lap ¢t mdi item trong
bién items chtra dit liéu nay thi s& duoc ghi thém vao list table. Tiép theo chung ta s& ding ham
tabulate dé xudt ra man hinh bang danh sach thong tin cac thiét bi trong fabric cia SD-WAN.

headers = ["Host-Name", "Device Type", "Device ID", "System IP", "Site
ID", "Version", "Device Model"]

table = list()

for item in items:
tr = [item['host-name'], item['device-type'], item['uuid'], item['system-
ip'], item['site-1d'], item['version'], item['device-model']]
table.append(tr)
try:
click.echo(tabulate(table, headers, tablefmt="fancy grid"))
except UnicodeEncodeError:
click.echo(tabulate(table, headers, tablefmt="grid"))

Cuodi cung la thém command device list vao cli() va viet ham main

cli.add command(device list)

— n

if  name __main__":

cli()

Dé chay chuong trinh nay, ching ta s& vao cmd, di dén thu muc dat file python, chay chuong

trinh python .\sdwan.py

PS C:\Users\Win 18\Desktop> python .‘\sdwan.py
Usage: sdwan.py [OPTIONS] COMMAMD [ARGS]...

Options:

--help Show this message and exit.

Commands :
device-list Retrieve and return network devices list.
PS C:\Users\Win 1@\Desktop> ||

Két qua:
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Users\Win 18\Desktop:>
Usage: sdwan.py [OPTIONS] COMMAMD [ARGS]...

Options:

--help Show this message and exit.

ce-list Retrieve and return network devices list.
Win 16\Desktop> [|

bpé y phﬁn Usage c¢6 hudng dan cach su dung click, hién tai commands hién c6 1a device-list
nén trong cmd chung ta s€ go: python sdwan.py device-list
Két qua la ching ta léy dugc danh sach cac thiét bi hién co trong mang fabric SD-WAN.

Edit S View Go Run Terminal Help &=

sdwan.py

tabulate

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/(@vnpro149




CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET

B TRUNG TAM TIN HQC VNPRO

wPr’@ BC: 276 - 278 Ung Van Khiém, P25, Q.Binh Thanh, Tp Ho Chi Minh

L% DT: (028) 35124257 | Hotline: 0933427079 Email: vapro@vnpro.org

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https youtube.com/@vnprol49




