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Gidi Thiéu SNMP — Giao Thirc Quan Ly
Thiét Bi Mang Quan Trong Nhat Moi
Thoi Dai

Trong thé gi¢i ha ting CNTT hién dai, ban khéng thé "dodn mo" khi mang chdm hodc nguoi
dung than phién vé két n6i. Mot sysadmin hodc cloud engineer gioi cin c6 s6 liéu, cdnh bao
va biéu d6 hiéu suit mang chinh xac theo thoi gian thye - va dé 1a ly do SNMP t6n tai!

SNMP Ia gi?
Manager
SNMP Message Exchange
Managed Managed
Device Device
Agent Agent
MIB MIB

SNMP (Simple Network Management Protocol) la giao thirc dwoc thiét ké dé€ gidm sat va
quan ly thiét bi mang nhw router, switch, firewall, server, v.v... N6 cho phép ban:
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- Thu thap thong tin hiéu suit: CPU, RAM, bang thong, 16i giao tiép,...
- Theo doi trang thai thiét bi theo thoi gian thuec.
- C4u hinh tir xa hodc gri canh bao khi c6 s co.

Mot hé thdng SNMP gém hai thanh phén chinh:

- NMS (Network Management System): nhw Cacti, SolarWinds, Zabbix,...

- Agent SNMP: chay trén thiét bi mang, lwu trit di liéu trong MIB (Management Information
Base) - tip hop thong tin dwoc to chirc theo dang ciy.

Cach SNMP hoat dong?

Giao tiép gitta NMS va thiét bi sir dung cac thao tac chuin:

- Get: Truy vin théng tin cu thé (CPU, bang théng...).

- Get-next/Get-bulk: Ly nhiéu gia tri lién tuc trong bang MIB.

- Set: Gwri cdu hinh (it dung hon do ri ro).

- Trap/Inform: Thiét bi chi dong gtri canh bao (vi du: interface down).
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SNMP c6 bao nhiéu phién ban?

SNMP c6 3 phién ban chinh:

- SNMPv1: Co ban, dé trién khai nhung bado mat kém (dung chudi cong dong plaintext).

- SNMPv2c: Tang hiéu ning nhung van bao mat yéu.

- SNMPv3: Cuc ky dang tin cdy, hd tro xac thwc nguoi dung, ma hoa dit liéu va ddm béo toan
ven - khuyén nghi str dung trong mang doanh nghiép hodc moéi trweong multi-cloud.
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Ly do nén dung SNMPv3:
- Xac thwc manh véi username /password
- M3 héa dir liéu SNMP dé ngan sniffing
- Kiém tra toan ven thong diép chong stra doi

Vi du thuec té: Theo déi hiéu sudt Router baing SNMP

Gia st ban trién khai SNMP trén mot Cisco 1941 ISR - theo tai liéu, né hd tr¢ 150Mbps ly
thuyét, nhuwng thwc té chi dat khodng 60Mbps néu bat VPN va ma hoa.

St dung cdng cu nhu Cacti, ban dé dang thay biéu d6 lwu lwgng va mirc sit dung CPU cham
ngwdng khi bang théng dat ~58Mbps. Pay la ddu hiéu router dang bi qua tai, giy hién twong
internet chim vao gi¢ cao diém.
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Cach xtr ly?

- Xac minh hiéu suit vao thoi diém thap tai dé xac dinh mirc d6 anh hwdng thuc sw.

- Kiém tra xem c6 dich vu khdng can thiét nao dang chay trén router (vi du: debug, logging
console,...).

- Can nhic nang cip router hodc phan tach lwu lwgng VPN néu thiét bi da dén ngudng gidi
han.

K&t ludn cho anh em MCSA-Azure-AWS

Néu ban dang lam quan tri hé théng, vin hanh cloud hybrid hodc vin hanh trung tim di
liéu, thi:

- Hiéu va trién khai SNMP 12 buw¢c bat budc dé€ gidm sat thiét bi chuyén nghiép.

- Dung SNMPv3 dé dam bao dir liéu gidm sat khong bi 19, tranh bi loi dung dé
reconnaissance.
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- Két hgp SNMP véi cac cong cu nhw Cacti, Zabbix, Grafana,... dé tao dashboard hiéu qua,
gitip phét hién sém tic nghén, CPU high load, hoic interface 16i.

birng cho dén khi nguwdi dung goi dién bdo mang chidm - hay dé hé thong gidm sat 1én tiéng

trwdec!
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