VaPro S s
Hudng Dan Thye Hanh: Cau Hinh SNMP
va Do Lwong Ti Xa trén Thiét bj Cisco

Muc tiéu

Hwéng dan nay cung cip cac budce chi tiét, co thé thwc thi 100%, dé& cdu hinh SNMPv3
va bo lvong Twr xa Dya trén Md hinh (MDT) trén cac thiét bj Cisco chay I0OS XE, I0S
XR, va NX-OS. Lab nay dam b&o ban c6 thé thiét |1ap giam sat mang an toan va hiéu
qua, st dung cac giao thirc hién dai dé thu thap dir liéu thdi gian thwe va téi wu hoa
hiéu suat mang. Hwéng dan nay cung cép cac bwéc chi tiét, co thé thuwe thi 100%, dé
cau hinh SNMPv3 va Po lwéng Tir xa Dwa trén Mé hinh (MDT) trén cac thiét bi Cisco
chay 10S XE, 10S XR, va NX-OS. Lab nay dam b&o ban cé thé thiét 1ap giam sat mang
an toan va hiéu qua, st dung cac giao thirc hién dai dé thu thap div liéu thdi gian thuc
va t6i wu hoa hiéu suat mang.

Yéu cau

- Thiét bj Cisco chay 10S XE, I0S XR ho&c NX-OS (mé phéng hodc phan cirng thuc té).
- Quyén truy cap quan tri vién (cap dac quyén) vao thiét bi.

- M6t may cha thu thap di liéu (collector) véi dia chi IP 192.168.1.10 va cbng 50051.

- Phan mém terminal (nhw PuTTY hoéac Tera Term) dé truy cap CLI.

- Pa cai d&t va cau hinh gRPC (néu s dung do lwéong tir xa véi gRPC).

- Pa bat giao thtrc NETCONF (cho I0S XR hodc cac thiét Iap dial-in).

- Thiét bi Cisco chay 10S XE, I0S XR hoac NX-OS (md phdng hodc phan cirng thuc té,
vi du: Cisco 1941 ISR, Nexus 9000, hoac ASR 9000).

e Quyeén truy cap quan tri vién (cp dic quyén) vao thiét bi.

e M6t may cha thu thap dir liéu (collector) v&i dia chi IP 192.168.1.10 va céng
50051 dé nhan di liéu SNMP va do lwdng tir xa (vi du: Prometheus, Grafana,
hoac ELK stack).

e Phan mém terminal (nhw PuTTY hoéc Tera Term) dé truy cap CLI cta thiét bi.
o D3 cai dat va ciu hinh gRPC (néu st dung do lwdng tir xa véi giao thirc gRPC).
o Da bat giao thirc NETCONF (cho 10S XR hodc cac thiét 1ap dial-in).

Lwuy

o Céc lénh dwoc cung cap la chinh xac va co thé thwce thi trén cac thiét bj Cisco
twong ng.
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Dam bao dia chi IP va céng ctia may chi thu thap phu hop véi méi trwéng cla
ban.

e 10S XR yéu cau lénh commit dé ap dung thay ddi, trong khi [0S XE va NX-OS tw
dbng ap dung.

Phan 1: Cau hinh SNMPv3
Muc tiéu

Céu hinh SNMPV3 trén cac thiét bj Cisco dé giam sat an toan, s dung xac thwc va ma
hoa.

Bwé&c 1: Cu hinh SNMPv3 trén Cisco 10S XE
1. Truy cap ché doé cau hinh toan cuc:
2. enable
3. configure terminal

4. Pinh nghia chudi cong dé6ng SNMP (danh cho kha nang twong thich, tuy
chon):

5. snmp-server community public RO

6. Tao nhém SNMPv3:

7. snmp-server group MyGroup v3 auth

8. Céu hinh ngwoi dung SNMPv3 véi xac thwe va ma hoéa:

9. snmp-server user MyUser MyGroup v3 auth md5 myPassword priv aes 128
myPrivPassword

o MyGroup: Tén nhém SNMP.

o MyUser: Tén nguw®i dung SNMP.

o md5: Giao thire xac thue.

o myPassword: Mat khau xac thuc.

o aes 128: Giao thorc ma hoa.

o myPrivPassword: Mat khdu ma hoa.

10. Thiét l1ap bay SNMPv3 dé gtri canh bao:
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11. snmp-server host 192.168.1.1 traps version 3 auth MyUser
o 192.168.1.1: Dia chi IP cia may chu SNMP.
12. Xac minh c4u hinh:
13. show snmp user
14. show snmp group
Bwé&c 2: Cu hinh SNMPv3 trén Cisco 10S XR
1. Truy cap ché doé cau hinh toan cuc:
2. enable
3. configure
4. Pinh nghia chudi cong d6ng SNMP:
5. snmp-server community public ro
6. Tao nhém SNMPv3:
7. snmp-server group MyGroup v3 auth
8. Cé&u hinh ngw&i dung SNMPv3:

9. snmp-server user MyUser MyGroup v3 auth md5 myPassword priv aes 128
myPrivPassword

10. Thiét 1ap bay SNMPv3:
11. snmp-server host 192.168.1.1 traps version 3 auth MyUser
12. Ap dung cau hinh:
13. commit
14. Xac minh céu hinh:
15. show snmp users
16. show snmp group
Bwéc 3: Cau hinh SNMPv3 trén Cisco NX-OS
1. Truy cap ché doé cau hinh toan cuc:
2. configure terminal

3. Dinh nghia chudi céng dong SNMP:
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4. snmp-server community public ro

5. Tao nhém SNMPv3:

6. snmp-server group MyGroup v3 auth

7. Céau hinh ngw&i dung SNMPv3:

8. snmp-server user MyUser MyGroup v3 auth md5 myPassword priv aes-128
myPrivPassword

9. Thiétlap bdy SNMPv3:

10. snmp-server host 192.168.1.1 traps version 3 auth MyUser
11. Xac minh c4u hinh:

12. show snmp user

13. show snmp group

Phan 2: Cu hinh Do lwéng Tir xa Dwa trén M6 hinh (MDT)
Muc tiéu

C4u hinh do lwong tir xa trén céac thiét bi Cisco dé truyén di liéu thoi gian thue dén bd
thu thap bén ngoai, str dung md hinh day vé&i ma hoa kvGPB va giao thirc gRPC.

Bwéc 1: Cau hinh Do lwéng Tir xa trén Cisco 10S XE
1. Truy cap ché dé cau hinh toan cuc:
2. enable
3. configure terminal
4. Tao dang ky do lwéng tir xa:
5. telemetry ietf subscription 1
6. Chi dinh ma héa va bo loc dir liéu:
7. encoding encode-kvgpb
8. filter xpath /interfaces/interface/statistics
9. Chi dinh luéng dir liéu va chinh sach cap nhat:

10. stream yang-push
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11. update-policy periodic 1000
12. Chi dinh dich dén cta bd thu:
13. receiver ip address 192.168.1.10 50051 protocol grpc-tcp
14. Xac minh cu hinh:
15. show telemetry ietf subscription all
Bwéc 2: Cau hinh Do lIwong Tir xa trén Cisco NX-OS
1. Truy cap ché doé cau hinh toan cuc:
2. configure terminal
3. Kich hoat tinh nang do lwdng ttr xa:
4. feature telemetry
5. Tao ho so dich:
6. telemetry destination-profile
7. destination-profile-name MyProfile
8. destination-ip 192.168.1.10
9. destination-port 50051
10. encoding encode-kvgpb
11. Tao dang ky do lwéng tir xa:
12. telemetry subscription MySubscription
13. sensor-group-id MySensorGroup
14. destination-profile MyProfile
15. sample-interval 5000
16. Xac minh cu hinh:
17. show telemetry subscription
18. show telemetry destination-profile
Bwéc 3: Cau hinh Do lwéng Tir xa trén Cisco 10S XR

1. Truy cap ché doé cau hinh toan cuc:
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enable
3. configure
4. Kich hoat do lwéng tir xa dwa trén mo hinh:
5. telemetry model-driven
6. Tao dang ky do lwdng tir xa:
7. subscription MySubscription
8. sensor-group-id MySensorGroup
9. encoding gpb
10. stream yang-push
11. Chi dinh giao dién ngudn va bé thu:
12. source-interface MgmtEth0/0/CPUO0/0
13. receiver 192.168.1.10
14. port 50051
15. protocol grpc
16. Ap dung c4u hinh:
17. commit
18. Xac minh c4u hinh:

19. show telemetry model-driven subscription

Kiém tra va Xt ly Sw c6
1. Kiém tra SNMP:

o S dung cdng cu nhw snmpwalk tlr may cha thu thap (192.168.1.1) dé
kiém tra div liéu MIB:

o snmpwalk -v3 -u MyUser -a MD5 -A myPassword -x AES -X
myPrivPassword 192.168.1.2

o Dam bao bay SNMP dwoc givi bang cach kich hoat mot sw kién (vi du:
tat/mé giao dién) va kiém tra trén may chi SNMP.

2. Kiém tra Do lwong Tir xa:
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o Dam bao di¥ liéu giao dién (interface statistics) dwoc truyén béng cach
kiém tra biéu d& ho&c nhat ky trén b thu.

3. Xt ly Sy cé:

o Néu khéng nhan duwoc dir liéu, kiém tra trang thai giao dién nguén (10S
XR) hodc xac minh rang gRPC dwoc céu hinh dung trén bo thu.

o Kiém tra nhat ky thiét bi:
= [0S XE: show logging
= NX-0OS: show logging
= 10S XR: show logging

o Dam bao twdng Ira khong chdn cdng 50051 hodc 161 (SNMP).

Két qua Dw kién

o SNMPv3: Thiét bj givi bay va phan héi cac truy van tir may chi SNMP
(192.168.1.1) v&i xac thyc va ma hoda an toan.

e Do lwong Tir xa: Di¥ liéu giao dién dwoc truyén dén bo thu
(192.168.1.10:50051) mbi 1 gidy (I0S XE) hodc 5 giay (NX-OS), hién thij trén cac
cbng cu nhw Grafana.

Cau héi Kiém tra
1. Muc dich cta viéc cau hinh ngwoi dung SNMPv3 trén thiét bi Cisco la gi?

o Dap an: Dé lién két nguoi dung véi cac cai dat bao mat cho truy cap
SNMPv3.

2. Loi ich chinh cta viéc cau hinh truyén div liéu do lwong tir xa trén thiét bj
Cisco la gi?

o Dap an: N6 cho phép truyén dir liéu thdi gian thwe dén cac bo thu thap
bén ngoai dé cé théng tin chi tiét co thé hanh dong.
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