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LAB - THUC THI CHINH SACH APPLICATION AWARE ROUTING
TRONG CISCO SD-WAN

I. So dbd

ystem-ip: 2.1.1.1
192.168.10.0/24

2 oy

N mp S
SITE 1000 192.168.11.0/24

P54

System-ip. 1.1.1.3

s &

200.200.3.0/30

System-ip: 1.11.1

II. Yéu ciu k§y thuét

- Dinh nghia chinh sach AAR trong Cisco SD-WAN, n¢ s¢€ tu dong chon uplinks phu hgp
cho luu lugng da chon dya trén hi¢u suét ctia kénh.
- Kiém tra lai bai lab.
III. Céac budc thuc hién
Két ndi t&i Windows va truy cip vao vManage UL Truy cap vao Monitor > Network.
Chon vEdge-Site1 va chon muc Real Time. Vao Device Options, chon App Routes Statistics.
Phian Remote System IP: 3.1.1.1 (vEdge1-Site2).
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nitar - Devices Cisco SOWAN X = ~ - X
< C A Notsecure | hitps://10.215.26.217:3443/#/app/monitor2/devices e % 0O 2 :
= Cisco SD-WAN () Select Resource Groupw @ Al Sites Devices o= e L

Overview Tunnels  Applications  Security VPN More - 2

Devices

Devices Colocation Cluster Certificates Licensing

Device Group All v

Devices (13) 1) Export

Asof: Jul 14, 2023 10:48 PM

Hestname Device Mode! Site ID System IP Health (O Reachability vSmart Control BFD Up Since CPU Load Memory Ui Action
- vEdge Cloud - - o ¢ Jan01,197007:00AM - -
L. vEdge Cloud - - o ¢ Jan01,197007:00AM - -
- vEdge Cloud - - (<] ¢ Jan01,197007:00AM - -
- vEdge Cloud - - o é Jan01,197007:00AM - -

el Monitor - Devices Cisca SDWAN X + v - X
&« c A Notsecure | hitps//10.215.26.217:8443/#/app/monitor2/devices & W o s :
Cisco SD-WAN () Select Resource Groups @ Al Sites Devices o= ® L
- vEdge Cloud - - (<] N Jan 01,1970 07:00 AM - - )
- vEdge Cloud - - -] Np Jan 01,1970 07:00 AM - -
- vEdge Cloud - - <] N Jan 01,1970 07:00 AM - -
- vEdge Cloud - - [ <] i Jan 01,1970 07:00 AM - -
vmanage vManage 1000 1111 © T 1/1 0/- Jul 12, 2023 01:44 PM ¥ 2.74% -—
vbond vBond (vEdge Cloud) 1000 1112 [©)] T 0/0 0/- Jul 12,2023 01:44 PM ' 144% -— ¢
vSmart vSmart 1000 1113 ‘(”:/‘ /I‘ 0/0 0/- Jul 12,2023 01:44 PM " 0.36% - g
vEdge Cloud 1 2110 @ T 2/2 a/4 Jul 12, 2023 01:44 PM ' 2% -
vEdge Cloud 2 3111 © T 2/2 2/2 Jul 12,2023 01:44 PM " 2.02% -—
vEdge Cloud 2 4111 @) T 2/2 2/2 Jul 12,2023 01:44 PM " 1.96% -
v
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Monitor - Devices Cisco SDWAN X+ voo— x
<« C A Notsecure | hetpsy//10.215.26.217:8443/# /app/monitor/devices/dashboard/details?systemlp=2.1.1.1&localSystemlp=2.1.1.1&option=App%20Routes®20Statistics&deviceModel=v.. 12 v O &
= Cisco SD-WAN () Select Resource Groupw Devices Device 360 o= @O
Devices » Real Time
vEdge-Site1 | 21.1.1  SiteID: 1 Device Model: vEdge Gloud (1)

D App Routes Statistics
TLoc

¥ Filter v
Tunnel

Q search
Total Rows: 12 3 12

Firewall

Hostname  Device IP Source 1P Destination 1P protocel Source Port Destination Port Remote System Ip Local C
Intrusion Prevention

VvEdge-Sitel  2.1.1.1 172.16.1.1 172.16.1.2 ipsec 12386 12386 311 mpls
URL Filtering
Advanced Malware Protection VEdge-Site1  2.1.1.1 172.16.1.1 172.16.1.2 ipsec 12386 12386 3111 mpls
TLS/SSL Decryption

vEdge-Site  2.1.1.1 172.16.1.1 172.16.1.2 ipsec 12386 12386 311 mpls
Umbrella DNS Re-direct

VvEdge-Site1  2.1.1.1 172.16.1.1 172.16.1.2 ipsec 12386 12386 211 mpls
Control Connections
System Staly vEdge-Site  2.1.1.1 172.16.1.1 172.16.1.2 ipsec 12386 12386 211 mpls
Events N )

VvEdge-Sitel  2.1.1.1 172.16.1.1 172.16.1.2 ipsec 12386 12386 311 mpls
ACL Logs

VvEdge-Site1  2.1.1.1 20020012 200.200.2.2 ipsec 12366 12366 311 biz-in
Troubleshooting

VEdge-Site1  2.1.1.1 20020012 200.200.2.2 ipsec 12366 12366 ERRR biz-in

Note: Cac gi4 tri Mean Loss, Latency va Jitter. Trong chinh sach, ban s& ding dé cdu hinh
cho cac buée tiép theo.

Vao Monitor > Network va chon vEdge-Sitel. Vao Troubleshooting va chon cong cu the
Simulated Flows. Thiét 1ap cac thong s6 nhur hinh:
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@l Monitor - Devices Cisco SDWAN X + ™ - x
<« C A Notsecure | hetps//10.215.26.217:8443/#/app/monitor/devices/dashboard/ts ing?personali dged Ip=2.1.1.18localSystemIp=2.1.1.1&device Type=vedgefide.. =2 Y [ & i
= Cisco SD-WAN () Select Resource Group= Devices Device 360 OO= B0

Devices

> Troubleshooting

Select D

TLOC

Tunnel

Firewall

Intrusion Prevention

URL Filtering

Advanced Malware Protection
TLS/SSL Decryption

Umbrella DNS Re-direct

Control Connections.
System Status
Events

ACL Logs

Troubleshooting

Real Time

vEdge-Site1 | 2.1.1.1

Site ID: 1 Device Model: vEdge Cloud

Connectivity

Device Bringup

Contral Connections(Live View)

Ping

Trace Route

Traffic

Tunnel Health

App Route Visualization

Simulate Flo

s Monitor - Devices Cisco SDWAN X -+

& c A Not secure | kps//10.215.26.217:8443/#/app/monitor/devices/dashboard/troubleshooting/simulate_flows?personali
= Cisco SD-WAN () Select Resource Group~ Devices Device 360
> Troubleshoating > Troubleshooting
Sele VEdge-Sitel| 2111 SteID:1  Devica Model: vEdge Cloud (7)
PN Sourcafinterface - n Saurce B Des: Applicatl
wn-1 w| | geni2-iwe- 19216810258 ~ | 192.168.10.254 192.168.1.100 Choase

Advanced Options

pan (O Tunmel | @ Service .

v - x
;edge&systemlp=2.1.1.18localSystemlp=2.1.1.1&de.. & 1 Y O & i
& @ o

Remote System IP
Encapsulation

Remote System IP
Encapsulation

> — biz-internet
+— biz-intemet

> — mpls Remote System IP
— mpis Encapsulation

> — mpls Remote System IP
+— mpls Encapsulation

ERER
PSec

ERER
IPSec

211
IPSec

Aupains

Total next hops: 4 | IPSec : 4
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Monitar - Devices Cisco SOWAN X + v - X
& C A Notsecure | hees//10.215.26.217:8443/#/app/monitor/devices/dashboard/troubleshooting/simulate_flows?personality=vedge&isystemlp=2.1.1.18localSystemlp=2.1.1.1&de... ® 1 % [ &
= Cisco SD-WAN Qs Devices Device 360 (&) @ O

s > Toubleshooting > Traubleshosting

vEdge-Site1| 2.1.1.1  SiteID: 1 Devica Modsi: vEdge Cloud

VPN - 11 Sourca Destina App

wPN -1 v Qe0f2 -ipva - 192168.10.258  ~  192.168.10.254 192.168.1.100 Chaose

Advanced Options

st (O Tunrel | service R | B anpahs

Total next hops: 4 | IPSec - 4

Remoate System IP
Encapsulation

Remote System IP
Encapsulation

> — mpls. Remate System IP ERRE]

+— mpis Encapsulation IPSec
> —+ mpls Remote System IP 4111
+— mpis Encapsulation IPSec

s Monitor - Devices Cisco SDWAN X + N - x
<« C A Not secure | hitps//10.215.26.217:8443/#/app/monitor/devices/dashboard/troubleshooting/simulate_flows?personality=vedge&systemlp=2.1.1.1&localSystemlp=2.1.1.1&de.. @ ¥ ¥ O &
= Cisco SD-WAN Devices Device 360 o
> Troubleshooting > Traubleshoating
Select Device vEdge-Site1| 2011 SitelD: 1 Device Madel: vEdge Cloud (
Source/Interface for VAN - 11 Saurce P Destinat Appi: Custom Agglication (created in CLI)
weN -1 ~| | geD/2-ipva-19216810254 ~  192.168.10.254 192.168.1.100 aol-messenger

Advanced Options >

Total next hops: 4 | IPSec - 4
e » 9 2114
> —» biz-intermet Remate System IP a0
+— biz-internet Encapsulation IPSec
> —+ biz-internet Remote System IP 3110
«— biz-internet Encapsulation IPSec
> — mpls. Remote System P EARR]
— mpls Encapsulation IPSec
> — mpls. Remote System IP 4.1.1.0
— mpls Encapsulation IPSec

Vao Configuration > Policies. Chon Custom Options va chon Lists under Centralized
Policies. Vao the SLA Class va tao mot danh sach méi. Tao voi the name: Telnet va set cac gia
tri Loss: 25%, Latency: 500ms, va Jitter: 250ms.

Chon Add.
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i Monitor - Overview Cisco SDWA' X 4

< C A Notsecure

Cisco SD-WAN

Certific:

N ork

Templates

Policies

heeps//10.215.26.217:8443/#/app/monito

s Configuration - Policies

&« C A Notsecure

= Cisco SD-WAN

Q. search

VPN11_NAT_POLICY

Hub_and_Spake

_Guest_VPN12

Trafic_Engineering

Website: www.vnpro.vn | Forum

dd Default AAR & QoS

Description

TCP_QoS

VPN11_NAT_FO

Hub_and_S$poke

User_Guest_VPN12

Trafie_Engineering

policies

Type

Ul Paiicy

Ul Palicy

Ul Paiicy

i Palicy

Ul Palicy

Builder

Buildar

Buildar

Buildar

Buildar

verview

Policies

Activated Updated By
false admin
false admin
false admin
false admin
false admin

Overview
Devices  Tumnels  Applications  Security VPN Lags.
CERTIFICATE STATUS LICENSING
0 0
Warning Assigned
3 Unassigned
85\ Tunnel Health
8
L] ® -

Application Health ©

Multicloud

REEQOT

0

Last 24 hrs

Latency (ms) v/

Edge-Site:biz-inernat

Policy Version

07132023T10091

2023706524712

07122023T06524803

07122023T115552272

Eckge-Site:biz-inermet
Site:pis
e-Sitelmpis

24 Hours Perfarmir

B g
v - X
Qe % 02 :
o ® 0

Total Rows: 5 ()
Last Updated
13 Jul 2023 5:00:14 PM +07
12 Jul 2023 1:52:45 PM +07
12 Jul 2023 1:52:47 PM +07
12 Jul 2023 1:52:48 PM +07
12 Jul 2023 6:55:52 PM +07
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i Configuration - Policies X + v - X
< C A Notsecure | hitps//10.215.26.217:8443/#/app/config/policy?type=centralizedPolicy&action=add aQ ¥ ¥ 0O a
= Cisco SD-WAN Q Palicies (&) A}
st
Select a list type on the left and start creating your groups of interest
Application
Golar
Community
Data Prefix
Palicer
Frfix
Nor v
App Prabe Glass (] Faliback Best Tunnel
Ciiteria riance ( Latency Variance (ms) Jitter v
VPN
Regior
Frefarrad Color Group
Name Loss (%) Latency (ms) Jitter (ms) App Probe Class Fallback Best Tunnel Loss Variance Latency Variance Jitter variance Referance Gou Action
Best-Effort 5 500 500 - - - - - [ z
Bulk-Data o 300 100 o 70l
Businass- Critical 250 100 o 70l
m canee!

Tao véi the name: Web va set cac gid tri Loss: 10%, Latency: 150ms, va Jitter: 200ms.

Chon Add.

ks Configuration - Policie: x  + v - X
<« C A Notsecure | hips//10.215.26.217:8443/#/app/config/policy?type=centralizedPolicy8taction=add a w « 0O &
= Cisco SD-WAN 9 Policies ® O
Add Poli
@ GCreate Groups of Inerest
Select a lst type on the left and start creating your groups of intersst
Applicatior
Color
Community ot Name+
Data Prefix
Policer
Prefix
site
App Probe Class ([0 Fallback Best Tunnel
| SLA Class
Criteria ariance (%) Latency Variance (ms)
TLoc
ven
Canc
Region
Preferrad Color Group
Name Loss (%) Lstency (ms) Jiter (ms) App Probe Class Fallback Best Tunnel Loss Variance Latency Variance Jiter Variance Reference Cou Action
Best-Effort 5 500 500 - - - ] 4
Bulk-Data 10 300 100 o sl
Business- Critical 1 250 100 o 7
Rucinass-Nata 2 ann 200 o Pl M

Chon Next
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s Configuration - Policie: x  + v - X
& C A Notsecure | https://10.215.26.217:8443/#/app/config/policy?type=centralizedPolicy&action=add Q e ¥ 0O a
= Cisco SD-WAN Policies [} @ 0O
Add Foli
@ Greate Groups of Interest
Select a lst typs on the left and start craating your groups of interest
Applicatior
(® New SLA Class L
Color
Community
Name Loss (%) Latency (ms) Jiter (ms) App Probe Glass Fallback Best Tumnel Loss Variance Latency Variance Jitter Variance Reference Cou Action
Data Prefix
Best-Effort 5 s00 500 - - - - o 700
Policer
Prefix Bulk Data 10 300 100 o 2 of
Business-Critical 250 100 o 208
App Probe Class
I Business-Data H 50 200 o
Loe Default 2 300 100 o 700
VPN
Realtime 50 20 o 20
Region
Profarrad Goler Group Telnet 2 s00 250 o zof
Transactional Data 5 50 100 o
Voico-And-Video 2 15 » o 268
Web 10 50 200 o 20

Chon Next

s Configuration - Policie: x —+ v — x
€« C A Notsecure | hitps//10.215.26.217:8443/#/app/config/policy?type =centralizedPolicy&action=add a g % O a
= Cisco SD-WAN Qs Policies ) )
Add Pl
© Creats Groups of @ Configurs Topology and VPN Membership
Specify your netwark topology
Topology VPN Membership
Q  search Y
Add Topalogy v
Total Rows: 0 5]
Hame Typo Dascription Moda Roferanca Count Updated By Last Updatod
No data available

O Configure Traffic Rules va chon Application Aware Routing va Add Policy > Create
W.
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il Configuration - Policies ¢ x  + i - x
<« C A Notsecure | hitps//10.215.26.217:8443/#/app/config/policy?type=centralizedPolicy&action=add Q @z % O a
= Cisco SD-WAN Policies [) o
> Add Policy

@ Create Groups of Interes: @ Configure Topology and VPN Membership

Choase a tab and add Trafic rulas under the selected type

Traffic Data Cflowd

Deseription Mode Referance Gount Updated By Last Updated

Import Existing

Name Type

No dat:

Tao mot name va description (vi du: AAR-Relnet-Web). Tao mdt Sequence Type va thém mot

Sequence Rule.

Configuration - Polici oSl X+ v - X
& C A Notsecure | hitps//10.215.26.217:8443/#/app/config/policy?type=centralizedPolicy&action=add aQ 2 %« O a
= Cisco SD-WAN Policies (&)

Add Application Aware Route Policy
Nam AAR_Telnat_Web
Descript AAR_Telnat_Web

Application Route

App Route
1, Drag & drop Actions
Protoc Pt - < Application/Application Family List  Cloud Saas Application List  DNS ApplicationList ~ DNS ~ DSGP  PLP  Pratocol  Source Data P »
pefeut Al Match Conditions Actions

Cancel Save Match And Actions.

Appli Aware Routing Policy

Ban c6 thé tao luu lugng Telnet,Web voi gia tri Protocol: 6 va Destination Port lan lwgt 1a
23, 80

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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Vao muc Actions > SLA Class List. Chon Telnet va lan luot set cac gia tri:
SLA Class: Telnet

Preferred Color: mpls

di Configuration - Policies Cisco ST X =+ v - X
< C A Notsecure | hutps://10.215.26.217:8443/#/app/config/policy?type =centralizedPolicy&action=add = % 0O &
= Cisco SD-WAN 'v Select Resource Groupv Policies oSS B0
Add Application Aware Route Policy -
Name* AAR_Telnet_Web
Description® AAR_Telnet_Web
m App Route Application Route
Sequence Type
J (# Sequence Rule (¥ Drag and drop to re-arrange rules
Ty Drag & drop to reorder -
Protocol Pvd - Backup SLA Preferred Color Counter Log SLA Class List Cloud SLA
| i1 App Rowe H
Match Conditions Actions
Default Action
Protacol 6 * SLA Class *
Telnet x -
Destination:  Port 23 *
Preferred Color

mpls *

Preferred Color Group

When SLA not met

~ Strict/Drop . Fallback to best Load
Cancel Save Match And Actions | @] O path O gaiance
Save Application Aware Routing Policy Cancel

Dbi vai Web thi chon 1an luot cac thong sd sau:
SLA Class: Web

Preferred Color: biz-internet

Backup SLA Preferred Color: mpls

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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2k Monitor - Devices Cisco SDWAN X i Monitor - WPN Cisco SDWAN % + v - X
<_|} G A Notsecure | hitpsi//10.215.26.217:8443/#/app/config/policy/centralizedPalicy/traffic/policy/app_route/edit/ 088-3160-4a8f-8de3-034463ecc5cd Q ¥ % O a :
= Cisco SD-WAN Select Resource Grour oSO 0
tralized P > A Aware Routing Policy > Edit Application Aware Route Policy
Name* AAR_Telnet_Web
Description AAR_Telnet_Web
E App Route Application Route
[® seauence Tyoe | )
(%) ACI Sequence Rules  Dragand drop to re-arrange rules
1} Drag & drop to reorder >
Pvd - < Application/Application Family List  Cloud Saas Application List  DNS Application List ~ DNS ~ DSCP PLP c >
| i App Route ]
Match Conditions Actions
Default Action
Protocal 3 X SLA Class *
web x -
Destination:  Port B0 X
Fallback to best path @ Load Balance
Backup SLA Preferred Color *
mpls x -
B
Preview Save Application Aware Routing Policy Cancel

Nhéan Save Match And Actions. Default Action thi dé mic dinh . Nhan

Aware Routing Policy.

Chon Next

% Monitor - Devices Cisco SDWAN X % Monitor- VPN Cisco SDWAN X+ e - X
< C A Notsecure | hetps//10.215.26.217:8443/#/app/config/policy/centralizedPolicy/traffic/policy/app_route/edit/. 088-3160-4a8f-8de3-034463ecc5c Qa = w 0O &
= Cisco SD-WAN Select Resource Gro VPN O = @D
tralized P 5> A A Routing Policy » Edit Application Aware Route Policy
Name* AAR_Telnet_Web
AAR_Telnet_Web
E App Route Application Route
Sequence Type | - -
(® Sequence Rule (3) ACI Sequence Rules  Drag and drop ta re-arranga rules
Ty Drag & drop to rearder
Match Conditions Actions z
| i App Route H Protocol 6 SLAClass:  List Telnet 1]
ICMP Message Preferred Color s @
Default Action o e ¥
. N . Preferred Color
Destination: Port 23 Group
SLANotMet  Load Balance
~
© |_ watch Conditions Actions 7
Protacol 6 SLAClass:  List Web [u}
ICMP Message Preferred Color  biz-internet @
. ) Preferred Color
Destination: ~ Port a0 Group
SLA Not Met Load Balance
Backup SLA Preferred Color:  mpls
~
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&k Configuratio x o+ v o= X
ot secure | hitps://10.215.26.217:8443/#/app/config/policy?type=centralizedPolicyBaction=a = 2
< C AN 10.215.26.217:8443/4 fig/policy?! lizedPolicy8 dd Q 2z & O 2
= Cisco SD-WAN () select Resource Groupw Policies [ RN GO IA
zed Folicy > Add Palicy B
@ Create Groups of Interest @ Configure Topology and VPN Membership @ Configure Traffic Rules

Choose a tab and add Traffic rules under the selected type

Application Aware Routing Traffic Data Cflowd

Q. search

Add Policy »  (Create an application-aware routing policy)

Total Rows:
Name Type Deseription Mode Reference Count Updated By Last Updated
AAR_Telnet_Web App Route AAR_Telnet_Web created 0 admin 15 Jul 2023 6:14:36 AM +07 =+

Back Cancel

Vio the Policy Application va chon Application Aware Routing. Nhan the New Site List va
VPN List button va lan luot chon Sitel, Site2 va VPN 11. Nhian Add > Save Policy

s Configuration - Policies x  + v - X
& C A Notsecure | hitps://10.215.26.217:8443/#/app/config/policy?type=centralizedPolicyBlaction=add Qe « 0O &
= Cisco SD-WAN () Select Resource Groupw Policies O o= e D

alized Policy > Add Policy

@ Create Groups of Interest © Configure Topolagy and VPN Membership @ Configure Traffic Rules

Add policies to sites and VPNs

Policy Name* AAR_Teir

Policy Description” | AAR_Telnet_Web

Topology Application-Aware Routing Traffic Data Cflon Role Mapping for Reg

@ New Site/Region List and VPN List

O siteList O Region@

Add Cancel

Site/Region List Reglon ID WPN List Action

Back m Save Policy Cancel

Quay lai Policies>Centralized policy. Va tién hanh Activate.

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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s Configurstio

Q. search

Policy

Name

< C A Notsecure

= Cisco SD-WAN

- Policies Cisca ST X | +

Add Default AAR & QoS

Description
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