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LAB - CAU HINH WIRELESS LAN CONTROLER
PHAT SSID KHONG XAC THUC
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Bai lab gém mot PC, mot Access Point, mot Switch va mot WLC

Dit IP theo so do sau:

Tén thiét bi

Pbia chi IP

WLC 192.168.1.100/24
AP 192.168.1.1/24
PC 192.168.1.2/24
F0/23 DHCP

Interface VLAN 1

192.168.1.10/24
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Interface két ndi voi Internet 1a interface layer 3, interface két nbi voi WLC va
Access Point 1a trunk

II1. Yéu cu
1. Céu hinh trén switch core:
- Tao cac VLAN sau:
+ VLAN 1: VLAN quan ly, IP 10.0.1.0/24
+ VLAN 20: VLAN cho SSID Guest, IP 10.0.20.0/24

- it IP cho cac interface VLAN dé switch core 1am default gateway cho tat ca
VLAN, ciu hinh dé Switch core lam DHCP Server cép IP cho tit ca VLAN, cau hinh
dinh tuyén dé tit ca VLAN dé c6 thé truy cap Internet

2. Cau hinh cac tham s6 co ban cho WLC, c4u hinh dé Access Point nhan IP quan Iy
thuoc VLAN 1, va c6 thé dugc quan 1y tip trung trén WLC

3. CAu hinh SSID Guest khong xac thuec, cép IP thuéc VLAN 20

IV.Chu hinh

Yéu cau 1: CAu hinh trén Switch Core:

1.1. Cau hinh Interface

Switch(config)# interface F0/23
Switch(config-if)# no switchport
Switch(config-if)# ip address dhcp
Switch(config-if)# no shutdown
Switch(config-if))# exit

Switch(config)# interface FO/2

Switch(config-if)# switchport trunk encapsulation dotlq
Switch(config-if)# switchport mode trunk
Switch(config-if))# exit

Switch(config)# interface FO0/24

Switch(config-if)# switchport trunk encapsulation dotlq
Switch(config-if)# switchport mode trunk
Switch(config-if))# exit

Switch# show interface trunk

1.2. Céu hinh VLAN va interface VLAN

Switch(config)# vlan 20
Switch(config-vlan)# name Wifi-SSID-Guest
Switch(config-vlan)# exit
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Switch(config)# interface vlan 1

Switch(config-if)# ip address 192.168.1.10 255.255.255.0
Switch(config-if)# no shut

Switch(config-if))# exit

Switch(config)# interface vlan 20

Switch(config-if)# ip address 10.1.20.10 255.255.255.0
Switch(config-if)# no shut

Switch(config-if))# exit

Switch# show vlan
Switch# show ip interface brief

1.3. Cdu hinh DHCP Server

Switch(config)# ip dhcp pool MGMT
Switch(dhcp-config)# network 192.168.1.0 255.255.255.0
Switch(dhcp-config)# default-router 192.168.1.10
Switch(dhcp-config)# dns 8.8.8.8
Switch(dhcp-config)# exit

Switch(config)# ip dhcp pool Wifi-SSID-Guest
Switch(dhcp-config)# network 10.0.20.0 255.255.255.0
Switch(dhcp-config)# default-router 10.0.20.10
Switch(dhcp-config)# dns 8.8.8.8
Switch(dhcp-config)# exit

Switch(config)# ip dhcp excluded-address 192.168.1.10
Switch(config)# ip dhcp excluded-address 10.0.20.10

Switch# show ip dhcp pool

1.4. Cau hinh dinh tuyén

Switch(config)# ip routing
Switch(config)# ip route 0.0.0.0 0.0.0.0 10/23 dhcp

Switch# show ip route

Luu y: Bai lab nay bo qua phan dinh tuyén tir Internet vao cic VLAN bén trong

Yéu cau 2: Cau hinh cac tham s6 co ban cho WLC

Khi lan dau cau hinh WLC, chung ta budc phai ciu hinh thong qua line console
va giao dién CLI

WLC s& dua ra mot loat cic cau hoi dé chung ta khai bao cac tham sb co ban, sau
do6, chung ta s€ cau hinh WLC thong qua giao di¢n Web

Khi WLC xuét hién thong bao két thic qué trinh autoinstall, chon yes

Tiép theo, dién cac tham sé cho phu hop:

- Username/password dung dé login vao WLC

- Tat LAG (chon NO)



TRUNG TAM TIN HQC VNPRO
8 Ung Van Khiém, P.25, Q.Binh Thanh, Tp Ho Chi Minh

%Pw’

57| Hotline: 0933427079 Email: vapro@vnpro.org

- Management IP/netmask/default router: IP quan ly cia WLC

- Management VLAN: chon 0 (untagged)

- Management Interface: chon port 1

- Virtual Gateway/Multicast IP Address/Mobility Group: c¢6 thé dat tiy ¥
- Network Name (SSID): ¢6 thé dit tuy ¥, s& thay ddi sau

- Céc tham so6 con lai, dat giong nhu cau hinh bén dudi

Would you like to terminate autoinstall? [yes]: yes

Enter Administrative User Name (24 characters max): admin
Enter Administrative Password (3 to 24 characters): vnpro@123
Re-enter Administrative Password : vpro@123

Enable Link Aggregation (LAG) [yes][NO]: NO

Management Interface IP Address: 192.168.1.100
Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 192.168.1.10
Cleaning up Provisioning SSID

Management Interface VLAN Identifier (O = untagged): O
Management Interface Port Num [1 to 4]: 1

Management Interface DHCP Server IP Address: 192.168.1.101

Virtual Gateway IP Address: 1.1.1.1

Multicast IP Address: 239.0.0.1

Mobility/RF Group Name: Vnpro

Network Name (SSID): Test

Configure DHCP Bridging Mode [yes][NO]: NO

Allow Static TP Addresses [YES][no]: YES

Configure a RADIUS Server now? [YES][no]: no

Warning! The default WLAN security policy requires a RADIUS server.

Please see documentation for more details.

Enter Country Code list (enter 'help' for a list of countries) [US]:
VN

Enable 802.11b Network [YES][no]: YES
Enable 802.11a Network [YES][no]: YES
Enable 802.11g Network [YES][no]: YES
Enable Auto-RF [YES][no]: YES
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Configure a NTP server now? [YES][no]: no

Configure the system time now? [YES][no]: YES
Enter the date in MM/DD/YY format: 03/20/19
Enter the time in HH:MM:SS format: 15:15:00

Would you like to configure IPv6 parameters[YES][no]: no

Configuration correct? If yes, system will save it and reset.
[yes][NO]: yes

Sau khi khai bao xong, WLC s& reload. Két thiic qua trinh reload, c6 thé truy cap
vao WLC thong qua giao dién web:

alialn
cisco

ontrolle
N Login
S

Dang nhép voi tai khoan vira khai bao ¢ budce trén, s€ vao dugc giao dién quan ly
cua WLC:

€ 5 C @ Notsecure 1921681100 /screens/dashboard himi « @ @ :
cisco Cisco 2500 Series Wireless Controller
L
- ) ) S
Top Access Points Gl Top Applications
Description Volume Clients
Top Operating Systems Top Client Devices [l

Description Volume % Usage




%Pw’

TRUNG TAM TIN HQC VNPRO
PC: 276 - 278 Ung Vin Khiém, P25, Q.Binh Thanh, Tp Ho Chi Minh

24257 | Hotline: 0933427079 Email: vnpro@vnpro.org

Yéu ciu 3: Ciu hinh co ban AP

Truy cap vao AP thong qua day console
- Username mac dinh: cisco

- Password mac dinh: Cisco

- Enable password mac dinh: Cisco

bat IP va default gateway cho AP:

AP5475.d0f5.1649# capwap ap ip address 192.168.1.1 255.255.255.0
APS5475.d0f5.1649# capwap ap ip default-gateway 192.168.1.10

Trong truong hop AP va WLC cung subnet nhu bai lab hién tai, AP sé tu
discover va join vao WLC. Nhung trong truong hgp AP va WLC khong cung subnet,
hodc ¢4 nhiéu WLC, ching ta s& phai khai b4o dia chi cia WLC trén AP

Khai bao dia chi cia WLC va kiém tra

AP5475.d0f5.1649# capwap ap controller ip address 192.168.1.100

AP5475.d0f5.1649# show capwap client config

configMagicMark 0xF1E2D3C4
chkSumV?2 8347

chkSumV'1 17250

swVer 8.0.152.0
adminState ADMIN_ENABLED(1)
name AP5475.d0f5.1649
location default location
group name

mwarName

mwarlPAddress 192.168.1.100
mwarName

mwarlPAddress 0.0.0.0
mwarName

mwarlPAddress 0.0.0.0

ssh status Disabled

ssh config mode GLOBAL

Telnet status Disabled

telnet config mode GLOBAL
numOTfSlots 2
spamRebootOnAssert 1

spamStatTimer 180

randSeed 0xD475

transport SPAM_TRANSPORT L3(2)

AP5475.d0f5.1649#

AP5475.d0f5.1649# show capwap ip config
LWAPP Static IP Configuration

IP Address
IP netmask

192.168.1.1
255.255.255.0
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Default

Gateway

192.168.1.10
Primary Controller 192.168.1.100

Truy cap vao WLC, vao menu Wireless, s& thiy AP di join vao WLC

MANAGEMENT

COMMANDS HELP FEEDBACK

A Home

Wireless

~ Access Points
All APs
* Radios
802.11a/n/ac
802,11b/g/n
Dual-Band Radios
Global Configuration

Advanced

Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

OEAP ACLS
Network Lists
802.11a/n/ac
802.11b/g/n
Media Stream

Application Visibility
And Control

-

Country

Timers

Netflow
» Qos

MONITOR WLANs CONTROLLER WJRELESS  SECURITY
All APs
Current Filter None
Number of APs 1

AP Name 1P Address(Ipva/Ipv6)

APS47S 40fs 1649

1216811

Entries 1 - 1 0f 1

[Change Filter] [Clear Filter]

AP Model
AIR-LAP] 142N-A-KS

AP MAC
54:75:d0:f5:16:49

AP Up Tin
04,00h1

Luu y: Tham khao bai lab s 3 “Huéng dan cu hinh Cisco WLC 2504 dé biét
thém veé cac 18i khién AP khong thé join vao WLC.

Yéu cau 4: CAu hinh SSID Guest, khong xac thuc

Truy cap vao WLC, vao menu Controller — Interfaces

Chon New...

Controller

General
Inventory 2

Interfaces

MONITOR ~ WILANS

CONTROLLER

WIRELESS  SECURITY

Interfaces 1

Interface Groups
Multicast

» Internal DHCP Server

» Mobility Management
Ports

» NTP

» COP

b 1IPV6

F mDNS

¥ Advanced

VLAN
Interface Name Identifier 1P Address
mansgement untagged 192.168.1.100
virtual N/A 1111

MANAGEMENT

Interface
Type

Static
Static

COMMANDS ~ HELP

FEEDBACK A Home
care 3ot ]
Dynamic AP
Management 1PV6 Address
Enabled /128
Not Supported
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Dit tén Interface va VLAN ID véi cac thong so.

Interface Name: ssid-guest

VLAN: 20

- Port: 1

IP: 10.0.20.2

Subnetmask: 255.255.255.0
Default Gateway: 10.0.20.1
- DHCP Server: 10.0.20.1

HELP

FEEDBACK

Save Configuration

Ping  Logout Refresh

MONITOR  WLANS TROLLER  WIRELS CURITY  MANAGEMENT MANDS HELP  FEEDBACK # Home
Controller Interfaces Entries 1-50f 5
General
v astory Interface Name ;"Ii;"llller 1P Address ::l:;'a& ].;V.":';;::.:‘y’“ 1Pv6 Address
Enkeriaces management untagged  192.168.1.100 Static Enabled 1:/128
Interface Groups | ssidauest 20 10.0.20.2 Dynamic Disabled | a
Multicast seid staff 10 Dynamic Disabled -]
» Internal DHCP Server  yirtual NA Static Not Supported
» Mobility Management
Ports
» NTP
» CDP
» IPVG
» MDNS
» Advanced

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
WLANs WLANs > Edit ‘ssid-guest’
¥ WLANs
WLANS

» Advanced
profile Name fssid-guest 0]
Tyee
SSID
Status

Security Policies [WPA2][Auth(802.1X)]

Radio Policy Al v
Interface/Interfsce Group(G) | ssid-gusst 7| |
Multicast Vian Feature - Enabled
Broadcast SSID 4l Enabled

NAS-ID none

Foot Notes

1 Web Policy cannot b used in combinasion with IFsec

taxConnect Local Switching is not supported with IPsac, CRANT
n fi ocal authentication 1z enabled, irrespactive of AS on connected or stands!

‘hen fiexconnect local authentication is disabled, AP on connected mode will use WLC a5

exclusion is enabled, a Timeout Value of zero means infinity (will require admir

P is not active unless WPAZ is configu

itching is enabled
gher 110 rates

ants allowed.

| authentication

9 MAC Filtering is not supported with F

0 MAC Filcaring enabled,

11 Guest tunneling, Local switching, DHCP Required s|

12 Max-ass ients feature and Central Assoc feat:

13 VLAN besed central switching is not supported with FlexConnect Lo
Enabling gtk-random: i

wConnect Lo

hould be disabled.

i Authentication.
t clients from Gecrypting broadcast and mufticast packets.
WPA2 and open security pokc)

o is supported wit

selectad GoS profile will take effect.
18 whan Dragnostic Channe! is enabiad, P2P Blocking Acoon will be assigned to Orop Action

(Modifications done under security tab will appear after applying the changes.)

E suthentication, Overnde Interface ACLs
ne mode the AP will act 3z NAS

AS and AP as NAS while its on standalone mode
ative override to reset excluded clients)

e are not supported with FiexConnect Local Authentication,

- 1
Bandwidth Contracts parameters are specific to per Radio of AP. A value of zero (G) indicates that the value specified in the
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Vao menu WLANS, tao mt SSID maoi véi cac thong sb sau:

- Profile Name: ssid-guest

- SSID: SSID-GUEST

- Trong tab General:

+ Status: Enable

+ Interface/Interface Group: ssid-guest
- Trong tab Security — Layer 2:

+ Chon Layer 2 Security: None

ECURITY ~ MANAGEMENT

Saye Configuration

Ping  Logout Refresh
A Home

WLANs WLANS > Edit 'ssid-guest’
MR Security QoS | Policy-Mapping | Advanced
} Advanced Layer2 | Layer3 | AAAServers

luyazs«uml None v |

MAC Fitering® |
Fast Transition

Fost Transition.

Foot Notes
teb Policy cannot be used in combination with iPsec

2 \'5‘) When ol L 4
2(c) wWhen flaxconnact local authentic:
d,
active unless WPA2 is configured

urable only when FlexConnect Local Switching is enabled

a

ect Local Authenticat
broadcast and muitic

will prevent

with WPA2 and open security p:

iracts parameters are specific to o
Flect.

MONITOR ~WIANs CONTROLLER WIRELESS SECURITY  MANAGEMENT

wCl-qua: WLANs

¥ WLANs Current Filter:  NoRE {Shange Fiter] [Clear Fiter]
WLANS
» Advanced
WLANID  Type Profile Name WLAN SSID
2 WLAN ssid-staff SSID-STAFF

WLAN ssid-guest SSID-GUEST

) FlexConnect Local Switching is not supported with IPsec, CRANITE authentication, Override
A is enabled, irmespect AP on connected or stan

15 disabled, AP on connected mode will use WLC a5 NAS and AP a5 NA:

& Timeout Vaiue of zero mesns infinity (will raquine admwnistrative override to reset excluded chent

t packets

ke
nel is enabled, P29 Blocking Action will be assigned to Drop Action

rface ACLs
e mode the AR w;

act a5 NAS
standsione mode

ts o

ocal Authentication

RAadio of AP, A value of zero (0) Indicates that the vaive specified i the

Saye Configuration

HELD  FEEDBACK

Create New v _Go

Admin Status Security Policies
Ensbled [WPAZ][Auth(PSK)]
Enabled None

Png Logout Refresh

A Home

Entries 1 -2 of 2
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IV. Kiém tra

Luc nay, trén thiét bi ciia nguoi ding s& xuat hién séng wifi véi SSID 1a SSID-
STAFF.

SSID-STAFF

thinhn

9 - SSID-GUEST
(7

Open

Other people might be able to see info you
send over this network

D Connect automatically

Hoang Mi 76

o «»
Mobile
Airplane mode hotspot

Khi nguoi dung két ndi vao, s& nhan dugc IP thude subnet 10.0.20.0/24 va c6 thé
truy cép Internet.



