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LAB 5— STATIC ROUTE VA PROXY — ARP
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Hinh 5.1 — So do bai Lab
Mg ta:

Bai Lab gém 3 Router duge diu ndi vi nhau vao mdt data link multiaccess nhur
e hinh 5.1. Hoc vién ¢o thé st dung mot layer 2 Switch dé xay dung data link nay.

Trén so dd Lab nay, hoc vién sé khao sat hoat dong twong quan dia chi gitra 16p 3
va 1op 2 trong dinh tuyén tinh trén Router.

Yéu cau:
I. Static route vdi outgoing interface dam bao moi dia chi di t¢i nhau.
2. Khao sat hoat dong cua Proxy Arp trén R2 va R3.

Thue hién:

Buée 1: Thiét lap ban dau

Hoc vién thuc hién két ndi gitra céc thiét bi va dat IP nhu duoc chi ra trén hinh 5.1. Dé thiét
[ap mdt data link multi-access dau no1 gitra 3 Router, hoc vién co thé sir dung mot Switch
layer 2.

Bude 2: Static route voi next-hop 1P

Trén R1 thyue hién ciu hinh cac static route di dén cac subnet trén cac loopback 0 ctiia R2 va
R3 str dung tuy chon next — hop IP:

Rl (config) #ip route 192.168.2.0 255.255.255.0 192.168.123.2

Rl (config) #ip route 192.168.3.0 255.255.255.0 192.168.123.3

]

Thue hién ping tir R1 dén cac dia chi loopback ctia R2 va R3:
Rl#ping 192.168.2.1

Tyvpe escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 16/35/52ms




Rl#ping 192.168.3.1
Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.3.1, timecut is 2 seconds:

Success rate 1s 100 percent (5/5), round-trip min/avg/max = 4/23/32ms

Bang ARP cua R1 khi sir dung tiy chon next-hop IP trong cau hinh static route:

Rl#show ip arp

Protocol Address Age (min) Hardware Addr Type Interface

Internet 192.168.123.1 -000c.29e5.bac7 ARPA FastEthernet0/0
Tnternet 192.168.123.2 2 001f.6c6e.90d0 ARPA FastEthernet0/0
Internet 192.168.123.3 2 £025.720£.c3c8 ARPA FastEthernet(/0

Bang ARP cua R1 chi hién thi két qua phan giai dia chi MAC cho cic IP next — hop
192.168.123.2 va 192.168.123.3.

Pia chi MAC tuong tmg voi next-hop 192.168.123.2 duge sir dung dé dong frame di qua
data link multiaccess cho cac goi tin IP guri dén subnet 192.168.2.0/24.

Dia chi MAC tuong ting v6i next-hop 192.168.123.3 duoc sir dung dé dong frame di qua
data link multi-access cho cac goi tin 1P giri dén subnet 192.168.3.0/24.

Pia chi MAC tuong tng véi cot Age bo trong chinh 1a dia chi MAC interface FO/0 cua
Router R1.

Budc 3: Static Route vai output interface

Thuc hién cAu hinh trén R1 cac static route di dén cac subnet loopback cua R2 va R3, lin nay
st dung tuy chon output interface:

Rl (config) #no ip route 192.168.2.0 255.255.255.0 192.168.123.2
255.255.255.0 192.168.123.3

Rl (config) #ip route 192.168.2.0 255.255.255.0 £0/0
2

[ee]
(%)

Rl (config) #no ip route 192.16

Rl (config) #ip route 192.168.3.0 255.Q

\

Xéa cac entry ARP da duoc xdy dung & bude 2 bang cach shutdown/no shutdown cong F0/0:

R1 (config) #interface £0/0

R1 (config-if) #shutdown

Rl (config-1if)+#

*Mar 1 01:07:51.887: $LINK-5-CHANGED: Interface FastEthernet0/0, changed
state to administratively down

*Mar 1 01:07:52.887: SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0, changed state to down

R1 (config-if) #no shutdown
Rl (config—if) 4

*Mar 1 01:07:59.603: 3LINK-3-UPDOWN: Interface FastEthernet0/0, changed
state to up




*Mar 1 01:08:00.603: SLINEPROTO-5-UPDOWN: Line protoccl on Interface
FastEthernet0/0, changed state to up

Rl (config-if) fexit

Thue hién ping kiém tra tir R1 dén cac loopback cua R2 va R3:
Rl#ping 192.168.2.1

Tyvpe escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds:
Success rate is 80 percent (4/5), round-trip min/avg/max = 4/26/40ms
Rl#ping 192.168.3.1

Type escape seguence to abort.

Sending 5, 1l00-byte ICMP Echos to 192.168.3.1, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 16/30/40ms

Bang ARP cua R1:
Rl#show ip arp

Protocol Address Age (min) Hardware Addr Type Interface

ITnternet 192.168.2.1 1 001f.6che.290d0 ARPA FastEthernet(0/0
Internet 192.168.3.1 1 f025.720f.c3c8 ARPA FastEBEthernet(0/0
Internet 192.168.1232.1 - 000c.2%e5.bac7T ARPA FastEthernet0/0

Két qua cho thay, khi khong chi ra IP next-hop, hoat dong phéan gidi ARP dugc tién hanh
truc tiép cho dia chi dich ctia cac gbi tin IP 14 192.168.2.1 va 192.168.3.1. Vi cac dia chi nay
khong duoc dat trén bat ky host nao két ndi vao data link multi-access nén cic Router R2 va
R3 1a nhitng Router ¢6 route di dén céc dia chi IP dich nay phai ding ra lam dai dién tra 10i
ARP cho chung. Hoat dong nay duge goi la Proxy - ARP. Két qua cudi cing 1a cac dia chi IP
dich sé& duoc phan giai thanh cac dia chi MAC trén cac cong FO/0 cua cac Router R2 va R3
dé tir d6 cac gbi di dén cac 1P dich nay co thé duge dong frame di qua data link multi-access.

Tinh nang Proxy ARP dugc bat Ién mot cach mac dinh trén cac cong Ethernet cua Router Cisco.

Thue hién x6a bang ARP ctia R1 biang cach shutdown/no shutdown cong FO/0 cua R1:

R1 (config) #interface £0/0

R1 (config-if) #shutdown

R1 (config-if) #

*Mar 1 01:29:57.791: SLINK-5-CHANGED: Interface FastEthernet(0/0, changed
state to administratively down

*Mar 1 01:29:58.791: SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0, changed state tc down

Rl (config-if) #no shutdown

R1 (config—-if) 4




*Mar 1 01:30:04.503: SLINK-3-UPDOWN: Interface FastEthernet(0/0, changed
state to up

*Mar 1 01:30:05.503: SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0, changed state to up

Lan nay, thyuc hién tit proxy — ARP trén cic cong FO/0 cua hai Router R2 va R3:

-~

R2 (config) #interface £0/0

R2 (config-1f) #no ip proxy-arp

R2 (config-if) #exit

R3 (config) #interface f0/0

R3 (config-1f)$no ip proxy-arp

R3 (config-1if) #exit

R1 khong con ping duoc dén cac dia chi 192.168.2.1 va 192.168.3.1:
Rl#ping 192.168.2.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Rl#ping 192.168.3.1
Type escape seqguence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.3.1, timeout is 2 seconds:

Success rate 1is 0 percent (0/5)

Bang ARP cua R1:

Rl#show ip arp

Protocol Address Age (min) Hardware Addr Type Interface

Internet 192.168.123.1 - 000c.29%e5.bac’? RRPA FastEthernet0/0

Két qua show cho thay sau khi tat proxy ARP trén hai Router R2 va R3, khong c6 tra 1di ARP
cho cac dia chi IP dich 192.168.2.1 va 192.168.3.1, tir do hoat dong dong frame khong dién
ra duge khién dir liéu 16p 3 khong thé truyén qua duge data link multi-access dan dén ping
khong thanh cong.

Thue hién mo lai proxy — ARP trén R2:

RZ2 (config) #interface f0/0

RZ (config-1f) #ip proxy-arp

R2 (config=-if) #exit

Lic nay R1 co thé ping lai duoe 192.168.2.1 do phin giai ARP da dién ra cho dia chi nay
(nhung van chua ping duoc 192.168.3.1 do phan giai ARP khong dugc thuc hién):



Rl#ping 192.168.2.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.1, timecut is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 24/28/32ms

Rl#ping 192.168.3.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.3.1, timecut is 2 seconds:
Success rate is 0 percent (0/5)

Bang ARP cua R1 cho thiy chi co dia chi 192.168.2.1 dugc phan giai ARP:

Rl#show ip arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 192.168.2.1 3 001f.6cbe.90d0 ARPA FastBEthernet0/0
Internet 192.168.123.1 - cz201.0e3c.0000 ARPA FastEthernet0/0

Thuc hi¢n bit lai tinh ndng proxy — ARP trén cfing F0/0 ciia R3, R1 ¢6 thé ping lai dugc dia
chi 192.168.3.1 do phan giai ARP da dién ra cho dia chi nay:
R3 (config) #interface £0/0

R3 (config-if) #ip proxy-arp

R3 (config-if) #exit

Rl#ping 192.168.3.1
Type escape seqguence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.3.1, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 20/27/32ms

Rl#show ip arp

Protocol Address Age (min) Hardware Addr Type Interface

Internet 192.168.2.1 10 001f.6che.90d0 ARPA FastEthernet0/0
Internet 192.168.3.1 0 f025.720£f.c3c8 ARPA TFastEthernet(0/0
Internet 192.168.123.1 -  ¢201.0e3c.0000 ARPAR FastEthernet(0/0

Cau hoi on tap:
[. Hay trinh bay dic diém cua giao thirc ARP.



2. Hay trinh bay dic diém cua tinh nang Proxy — ARP.

3. Hay cho biét diém khéc biét cua viée sir dung tiy chon Next-hop IP va output interface
trong cau hinh static route.



