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LAB - SUDUNG UNG DUNG TUONG LUA TRONG CISCO SD-WAN
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II.  Yéu ciu ky thuit
- Str dung Gmg dung tuong lira && Host-1-1, Host-1-2 & site 1 khong thé dung FTP dé
truyén file t6i R1, R2 & site 2.
- Tién hanh kiém tra.
III. Cac buée thye hién
Vao Monitor > Network va chon vEdge-Sitel. Vao Troubleshooting va chon cong cu

Simulated Flows. Thiét 1ap cac thong s6 nhur hinh:

&l Monitor - Devices Cisco SDWAN X + v — X
& C A Notsecure | hitps://10.215.26.217:8443/#/app/monitor2/devices e 2 #« O &
= Cisco SD-WAN () Select Resource Groupy € All Sites Devices oSS e D

Overview Tunnels Applications Security VPN Logs Multicloud
s 4
Devices E B

Devices Colocation Cluster Certificates Licensing

Device Group All v

Devices (13) ) Export

Q  SearchTable v

As of: Jul 15,2023 01:14 AM

Hostname Device Model Site 1D System IP Heath () Reachability wSmart Control BFD Up Since CPU Load Memory Utilization Action
vEdge Cloud - - <] N -f- /- Jan 01,1970 07:00 AM
vEdge Cloud - - <] N -f- /- Jan 01,1970 07:00 AM
>
vEdge Cloud - - [} 1 /- -/- Jan 01,1970 07:00 AM
vEdge Cloud - - [ -] L /- -1- Jan 01,1970 07:00 AM
VEdge Cloud - - . ¢ -/- -/- Jan 01,1970 07:00 AM
vEdge Cloud - - [ -] N -/- -/~ Jan 01,1970 07:00 AM - - -
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s Monitor - Devices Cisco SOWAN X + v - X
& C A Notsecure | hitps//10.215.26.217:8443/#/app/monitor2/dex Q 2 % 0O a2 :
= Cisco SD-WAN () Select Resource Groups @ All Sites Devices [ IR ORra)
' - vEdge Cloud - - (] L -1- -1 Jan 01,1970 07:00 AM - - A
- vEdge Cloud - - (-] 4 -t- -1 Jan 01,1970 07:00 AM -
- vEdge Cloud - - ° 4 -f- -f- Jan 01,1970 07:00 AM -
- vEdge Cloud - - (-] 0 Jan 01,1970 07:00 AM -
- vEdge Cloud - - ] L Jan 01,1970 07:00 AM -
WManage 1000 111 © T 11 0/- Jul 12,2023 01:44 PM ' 398% e 6%
vBond (vEdge Cloud) 1000 1112 ‘.;' T 0/0 0/- Jul 12,2023 01:44 PM 149% -— 4%
vSmart vSmart 1000 1113 ‘.;' T 0/0 0/- Jul 12,2023 01:44 PM 0.56% - 30%
vEdge Cloud 1 2111 T 1/2 2/4 Jul 12,2023 01:44 PM 26% —-— 1%
vEdge Cloud 2 EARR T 2/2 1/2 Jul 12,2023 01:44 PM . 248% —50.2%
vEdge Cloud 2 1 T 2/2 1/2 Jul 12,2023 01:44 PM 2.46% - 501%

& Monitor - Devices Cisco SOWAN X + Y- £
& C A Notsecure | hetps//10.215.26.217:8443/#/app/monitor/devices/dashboard)ts ing?personal dged Ip=2.1.1.18l00calSystemlp=2.1.1.1&deviceType=vedg.. @ & ¥ O & :
= Cisco SD-WAN Select Resource Grou Devices Device 360 = @ O

VEdge-Site1 | 2111 SitelD: 1 Device Model: vEdge Cloud (0

Top Talkers

Connectivity Traffic

TLoG

Tunnel

Firewall

Intrusion Prevention

URL Filtering

Advanced Malware Protection Device Bringup Tunnel Health
RL/SStDecivErcn Control Connections{Live View) App Route Visualization

Umbrella DNS Re-direct
Ping

Control Connections

Trace Route
System Status

Events

ACL Logs

I Troubleshooting

Real Time
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% Moritor - Devices Cisco SOWAN X + v X
< C A Notsecurs | https//10.215.26.217:8443/#/app/monitor/devices/dashboard/troubleshooting/simulate_flows?personality=vedgefisystemlp=2.1.1.18localSystemlp=2.1.1.18de.. & 1= ¥ O & i
Cisco SD-WAN elect Resource Groupw Devices Device 360 o= B L

ces > Troubleshooting > Troubleshooting

Select Device vEdge-Site1 | 21.1.1  Site ID: 1  Device Mode!: vEdge Cloud (1)
Ve burcefInterface for VPN - 11 Source 1P Destination IP
PN - 11 v /2-ipvd - 19216810250 v 192.168.10.2 192.168.1.100 fo o

stom Application (created in CLI)

Advanced Options >

Total next hops: 4 | IPSec : 4

> — mpis Remote System IP ERRR
— mpls Encapsulation IPSec
> — mpls Remote System IP 4111
— mpls Encapsulation 1PSec
> —_ ternat Remote System P 3110
— biz-internet Encapsulation 1PSec

> =+ biz-internet Remote System IP 411
+— biz-internet Encapsulation IPSec

Vao Configuration>Policies. Vao muc Centralized Policy > Add Policy

% Configuration - Policie x  + v - X

&« C A Notsecure | https;//10.215.26.217:8443/#/app/config/policy/centralizedPolicy/policies Qe « O & @

Cisco SD-WAN Pollcies o= @0
Moni L m Op

Localized Policy

Maintenance

Total Rows: 6 )
Activated Updated By Policy Version Last Updated
false admin 07142023T23172405 15 Jul 2023 6:17:24 AM +07  +#+
Gloud onRamp for Saas false admin 07132023T100914621 13 Jul 2023 5:00:14 PM 407 +e+
Cloud onRamp for | false admin 1237065245908 12 Jul 2023 1:52:45 PM +07  +e+
Cloud onRamp for Multicloud false admin 07122023T065247124 12 Jul 2023 1:52:47 PM 407 +ev
Cloud onRamp for Col
false admin 07122023T06524803 12 Jul 2023 1:52:48 PM +07  +++

false admin

12 Jul 2023 E:55:52 PM +07  +ee

Sign Out

o m

n T dy

1:20 AM
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@l Configurati cies Cisco SO X + v - X
& C A Notsecure | htps;//10.215.26.217:8443/#/app/config/policy/centralizedPolicy/policies Qe w O & @
= Cisco SD-WAN Select Resource Group~ Policies o= o

Localized Policy

Q. search

Add Default AAR & QoS

Total Rows: 6 £
Name Deseription Type Activated Updated By Policy Version Last Updated
AAR_Telnet_Web AAR_Telnet_Web Ul Policy Builder false admin 07142023T23172405 5 Jul 2023 6:17:24 AM +07  +s+
TCP_QoS TCP_QoS Ul Policy Builder false admin 07132023T100914621 13 Jul 2023 5:08:14 PM 407+
VPN11_NAT_POLICY VPN11_NAT_POLICY Ul Policy Builder false admin 07122023T065245908 12 Jul 2023 1:52:45 PM 407 +ee
Hub_and_Spoke Hub_and_Spoke Ul Policy Builder false admin 07122023T065247124 12 Jul 2023 1:52:47 PM +07  +#+
User_Guest_VPN12 User_Guest_VEN12 Ul Policy Builder false admin 07122023T06524803 12 Jul 2023 1:52:48 PM 407+
Traffic_Engineering Traffic_Engineering Ul Policy Builder false admin 071220237 12 Jul 2023 6:55:52 PM +07  +es

Muc Create Groups of Internet 1an luot tao cac thu muc sau

Application
- Application List Name: FTP
- Application: File Transfer Protocol
- Chon Add

x o+ vo— X

Wl Configuration - Policies
&« C A Notsecure | hitps://10.215.26.217:8443/#/app/config/policy?type=centralizedPolicy&action=add Q = % O & @

= Cisco SD-WAN

Select Resource Groupw Policies o =

alized Policy > Add Policy

@ Create Groups of Interest

Select a list type on the left and start creating your groups of interest

Custom Applications  Cloud Discovered

9]
I
5

Color

Community

Data Prefix

Policer

Prafix

(O Application Family
Site

App Prabe Class
SLA Class

Cancel
TLOC

VPN

Name Entries Reference Count Updated By Last Updated Action
Region

APP_BULK_DATA ftp, ftp-data, cisco r-im, ... 0 system 31 May 2023 9:24:54 PM +07 o

Preferred Golor Group

APP_Scavengers 0 system 31 May 2023 9:24:53 PM +07

Google_Apps android-u

chr.. 0O system 31 May 2023 9:24:53 PM +07 0

Cancel

Site
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nPro

CONG TY TNHH TU VAN VA DICH VU CHUYEN VIET
TRUNG TAM TIN HQC VNPRO
PC: 276 - 278 Ung Vin Khiém, P.25, Q.Binh Thanh, Tp H6 Chi Minh

DT: (028) 35124257 | Hotline: 0933427079 Email: vopro@vnpro.org

- Site list Name: Sitel-2
- Add Site: 1,2
- Chon Add

x 4+

s Configuratio

< C A Notsecure | hitps//10.215.26.217:8443/#/app/config/policy?type=centralizedPolicy&action=add

<
|

o
X

= Cisco SD-WAN () select Resource Groupw Policies O = Ia)
ralized Policy > Add Policy
@ Create Groups of Interest

Select a list type on the left and start creating your groups of interest
Application

® Ne
Color
Community
Data Prefix
Polices -

et Add Site'

Prefix
App Prabe Class Add Cance
SLA Class
TLoc

Name Entries Reference Count Updated By Last Updated Action
VPN

Site1 1 7 admin 12002023 15235 PM +07 ¢ 00
Region
Eret=mad talogroun Site2 2 a admin 12 Jul 2023 1:52:35 PM <07

Site3 3 4 admin 12 Jul 2023 1:52:36 PM +07

VPN:
- Site list VPN: VPN11
- Add VPN: 11
- Chon Add

it Monitor - VPN Cisco SDWAN X o+

< C A Notsecurs #ips://10.215.26.217:8443/#/app/config/policy?type=centralizedPolicy8laction=add
PP, g/palicyflyp X

= Cisco SD-WAN VPN

() Select Resource Groupv

zed Policy > Add Policy

@ Create Groups of Interest
Select a list type on the left and start creating your groups of interest

Application
@ New VPN List
Color

Community

Name Entries Reference Gount

Data Prefix

Updated By Last Updated Action

VPN11 8

Policer

admin 12Jul 2023 152:36 PM 07 ¢ OO

Prefix

Site

App Prabe Class

SLA Class

TLOC

VPN

Region

Preferred Color Group
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Nhén Next t6i muc Configure Traffic Rules > Traffic Data. Chon Add Policy > Create
New

@l Monitor - VPN Cisco SOWAN x -+ ~ - X
& C A Notsecure | hitps//10.215.26.217:8443/#/app/config/policy?type=centralizedPolicy&action=add e w O &
= Cisco SD-WAN () Select Resource Groups VPN O = B0
cy > Aad Policy
@ Create Groups of Interest @ Configure Topology and VPN Membership
Choose a tab and add Traffic rules under the selected type
Application Aware Routing Cilowd

Q Search

(Create a data policy)

Create New

Total Rows: 0

Import Existing

Name Type Description Mode: Reference Count Updated By Last Updated

No data available

fack Cancel

Trong phan Add Data Policy. Ta cdu hinh lan lugt nhu sau:
- Name: Block-FTP

x o+ Vo= X
&« C A Notsecure | hitps//10.215.26.217:8443/#/app/config/policy?type=centralizedPolicy&action=add Q 2 % O a
= Cisco SD-WAN () Select Resource Groupw VPN o= e L
Add Data Policy
Name* Block_FTP
Description’ Block_FTP
- Default Action
‘{ Sequence Type
. Drog Enabled 4

} Drag & drop to reorder

| S

Save Data Policy Cancel

Chon Sequence Type > Application Firewall
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il Monitor - VPN Cisco SDWAN x 4+ -

- b
< C A Notsecure | hetps://10.215.26.217:8443/#/app policy?type=centralizedPoli tion=add e 2 % O a
= Cisco SD-WAN () select Resource Groupe VPN SO @ 0

Add Data Policy

Application Firewall

Direct appiication trafic 1o a frawall

Qos
Class/QoS maps for packet forwarding.

Service Chaining

Rerouting data trafic through firewalls, load balancers and IDP's.

Traffic Engineering

Direct control traffic along a desired path

Custom

Create a custom palicy.

lls Monitor - VPN Cisco SDWAN X + v - ‘ X
< C A Notsecure | https//10.215.26.217:8443/#/app policy?type=centralizedPoll tion=add Q 2 v 0O &
= Cisco SD-WAN () select Resource Group VPN o= ® 0
Add Data Policy =
Name* Block_FTP
Description* Block_FTP

- Application Firewall Application Firewall
@ Sequence Type
(® Sequence Rule| Dragand drop to re-arrange rules

1| Drag & drop to reorder Match

O Accept @ Drop Counter  Lag
Application Firewall H
Default Action Match Conditions Actions
x
Application/Appiication Family List Drop Enabled
FTR x -

e _[:

Save Data Policy Cancel

Chon Save Match And Actions.
Default Action > Accept. Chon Save Match And Actions.
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s Monitor - VPN Cisco SDWAN X + ~ - X
<« C A Notsecure | hetpsy//10.215.26.217:8443/#/app/config/policy?type =centralizedPolicyRaction=add Q2 * 0O a

= Cisco SD-WAN () Select Resource Groups VPN o= @ L

Add Data Policy

Name* Block_FTP

Description Block_FTP

Default Action
Va

Accept Enabled

1, Drag & drop to reorder

3 Application Firowall

Default Action

Cancel

| Save Data Policy

Save Data Policy.

Wil Monitor - VPN Cisco SDWAN x  +

<« C A Notsecure | kitpsi//10.215.26.217:8443/#/app/config/policy?type=centralizedPolicy&action=add
= Cisco SD-WAN () Select Resource Groupv VPN o= @0
alized Policy > Add Policy
@ Create Groups of Interest @ Configure Topology and VPN Membership @ Configure Traffic Rules
Choose a tab and add Traffic rules under the selected type
Application Aware Routing Traffic Data Cflowd
Q. search Y

Add Palicy v (Create a data palicy)

Total Rows:

Name Type Description Mode Reference Gount Updated By Last Updated

Block_FTP Data Block_FTP created [ admin 15 Jul 2023 8:30:30 AM +07

pack “ conee!

Nhan Next dén muc Apply Policies to Sites and VPNs.
Policy Name: App Firewall
Policy Description: App Firewall
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&% Monitor - VPN SDWAN x + v — X
& C A Notsecure | hitps;//10.215.26.217:8443/#/app/config/palicy?type =centralizedPolicy8laction=add Qg a O 2
= Cisco SD-WAN VPN O = e 4L

@ Create Groups of Interest @ Configure Topolagy and VPN Membership @ Configure Traffic Rules

Add policies to sites and VPNs

Policy Name* App_Firewall

Policy Description” | App_Firewall

Topology ~ Application-Aware Routing  Traffic Data  Cflowd  Role Mapping for Regions

@ New Site/Region List and VPN List

Site/Region List Region ID VPN List Direction Action

Back m Save Policy Cancel

Muc Traffic Data > All
Select Site List: Sitel-2
Select VPN List: VPNI11

&k Monitor - VPN Cis X+ v - X
< C A Notsecure | hitps;//10.215.26.217:8443/#/app/config/policy?type=centralizedPolicy&action=add Q 2 % O a
= Cisco SD-WAN elect Resource Groupw VPN oy = I
zed Pol > Add Policy
@ Create Groups of Interest @ Configure Topology and VPN Membership @ Configure Traffic Rules @ Apply Policies to Sites and VPNs
Add policies to sites and VPNs.
Policy Name* App_Firewall
Policy b App_Firewall
Topology  Application-Aware Routing Role Mapping for Regions
[© New Site/Region List and VPN List |
(O FromTunnel () All
O regiong
—

Nhan Add
Nhan Save Policy

Vao lai Configuration > Policies. Chon muc Centralized Policy > App-Firewall.
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Chon Activale.

Wl Monitor - VPN Cisco SDWAN X +
& > C A Notsecure | hétps//10.215.26.217:8443/#/app/config/policy/centralizedPolicy/policies Q

= Cisco SD-WAN () Select Resource Groups VPN

fl7 Custom Options ~

Localized Policy

Q. search
Add Policy  Add Default AAR & QoS

Total Rows: 7 (5 6%

Name Description Type Activated Updated By Palicy Version Last Updated
AAR_Telnet_Web AAR_Telnet_Web Ul Policy Builder false admin 07142023723172405 15 Jul 2023 6:17:24 AM 407 +ev
TCP_QoS TCP_QoS Ul Policy Builder false admin 07132023T100914621 13 Jul 2023 5:00:14 PM +07  +++
VPN11_NAT_POLICY WPNT1_NAT_POLICY Ul Policy Builder false admin 07122023T065245908 12 Jul 2023 1:52:45 PM 407 +ev
Hub_and_Spoke Hub_and_Spoke Ul Policy Builder false admin 07122023T065247124 12 Jul 2023 1:52:47 PM 407 +e+
User_Guest_VPN12 User_Guest_VPN12 Ul Policy Builder false admin 07122023T06524803 12 Jul 2023 15248 PM 407 +ev
App_Firewall App_Firewall Ul Policy Builder false admin 071520237013424123 15 Jul 2023 8:34:24 AM +07 ]
View
Traffic_Engineering Traffic_Engineering Ul Policy Builder false admin 07122023T115552272 12 Jul 2023 6:55:52 P\
Preview

il Monitor - VPN Cisco SDWAN X 4+

<

|
o
X

€& 3> C A Notsecure | hitps//10.215.26.217:8443/#/app/config/policy/centralizedPolicy/policies Q

= Cisco SD-WAN () select Resource Group VPN

Activate Policy

Policy will be applied to the reachable vSmarts.
1.1.1.3

Cancel

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.youtube.com/@vnpro149
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% Monitor - VPN Cisco SDWAN X + v = x
< C A Notsecure | hps//10.215.26.217:8443/#/app/config/policy/centralizedPolicy/policies Qe * 0O &
= Cisco SD-WAN () Select Resource Group+ VPN SN O A
zed Policy > Config Diff
vSmart Controllers Total
1

Device list (Total: 1 devices)

953c011-633c-4533-a8dc-Seccfe3faded

vSman1.1.1.3

Please select a device from the device list

- cereel

il Monitor - VPN Cis x 4+ v - X
< C A Notsecure | hetp5//10.215.26.217:8443/#/app/device/status?activity=vsmart_policy_config8ipid=vsmart_policy_config-78320bda-78f8-465f-af94-b78921a8151 Q © % O &

= Cisco SD-WAN () select Resource Group+ &= L

Push vSmart Policy | @ Validztion Success Initiated By: admin From: 10.215.27.34

Total Task: 1| S

Q Search Y

Total Rows: 1 & {i
> Stats Message Hostname System IP Site ID vManage IP
@ Success Done - Push vSmart Policy vSmart 1.1.1.3 1000 111

IV. Kiém tra

Kiém tra bang cach vao lai Monitor > Network va chon vEdge-Sitel. Vao Troubleshooting
va chon cong cu the Simulated Flows. Thiét 14p cac thong sé nhu bude 1.
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i Manitor - Devices Cisca SDWAN X +

& C A Notsecure

= Cisco SD-WAN

Devices

Devices Colocation Cluster

Device Group A

Devices (13)

Hostname

v

vEdge Cloud

vEdge Cloud

vEdge Cloud

vEdge Cloud

VEdge Cloud

VEdge Cloud

@i Monitor - Devices Cisco SDWAN X =+

&« C A Notsecure

bond

Website: www.vnpro.vn | Forum: www.vnpro.org | Video: https://www.

= Cisco SD-WAN

vEdge Cloud

vEdge Cloud

vEdge Cloud

vEdge Cloud

vEdge Cloud

vManage

vBond (vEdge Cloud)

vSmart

vEdge Cloud

vEdge Cloud

vEdge Cloud

Bitps://10.215.26.217:8443/;

elect Resource Groupw

Certificates

Select Resourc

1000

1000

1000

Overview

Licensing

System IR

Groupv
111
1.1.2
1.1.3

2.1.1.1
3111

fapp/monitor2/dev

& Al Sites

Health D

kitps://10.215.26.217:8443 /#/app/monitor2/devices

@ All Sites

Tunnels

Reachability

N

Devices

Applications  Security

vSmart Control

Devices

0/0

2/2

2/2

VPN

Logs Multicloud

Up Since

Jan 01,1970 07:00 AM

Jan 01,1970 07:00 AM

Jan 01,1970 07:00 AM

Jan 01,1970 07:00 AM

Jan 01,1970 07:00 AM

Jan 01,1970 07:00 AM

Jan 01,1970 07:00 AM

Jan 01,1970 07:00 AM

Jan 01,1970 07:00 AM

Jan 01,1970 07:00 AM

Jan 01,1970 07:00 AM

Jul 12,2023 01:44 PM

Jul 12,2023 01:44 PM

Jul 12,2023 01:44 PM

Jul 12,2023 01:44 PM

Jul 12,2023 01:44 PM

Jul 12,2023 01:44 PM

CPU Load

1.49%

. 2.48%

2.46%

utube.com/@vnp:

v - a
a e % 0O
o=

Memory Utilization

Action

Asof: Jul 15, 2023 01:14 AM 7

v =

a2 % 0O

O = 0
— 68%
—-— %
- 30%
— 1%
— 60.2%
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i Menitor - Devices Cisco SDWAN X =+

<
|

=]
X

& C A Notsecure | hitps//10.215.26.217:8443/#/app/monitor/devices/dashboard/t

= Cisco SD-WAN

Select Resource Groupv

VEdge-Site1 | 2111 SitelD: 1 Device Medel: vEdge Cloud (D)

Flows

Top Talkers

Connectivity

TLOC

Tunnel

Firewall
Intrusion Prevention

URL Filtering

Advanced Malware Protection Device Bringup

ELEIES e Control Connections(Live View)

Umbrella DNS Re-direct
Ping

Control Connections
Trace Route
System Status

Events

ACL Logs

I Troubleshooting

Real Time

ing?personali

Devices Device 360

p=2.1.1.1800calSystemlp=2.1.1.18deviceType=vedg.. & & # O &

Traffic

Tunnel Health

App Route Visualization

i Manitor - Devices Cisco SDWAN X -+

&« C A Motsecure

= Cisco SD-WAN
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