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Lab - Két ndi vao APIC-EM lay ticket va lay danh sach thiét

bi bing Postman

Khéi dong Postman :

@ Posiman - a X

File Edit Help

Q Home Workspaces v APINetwork v Reports  Explore Q, Search Postman & 0 (.\ Upgrade v
Good afternoon, TCLap! Announcements * Show

Pick up where you left off.

E Activity Feed

Recently visited workspaces
Postman works best with teams A My Workspace @
rate in real-time blish a
Get started with Postman
<+ Create Team
Start with something new Import an existing file

Workspaces

Your team’s activity will show up here
Integrations R
Get started by inviting paople to your team.

Create New mport file
Create Team

[ Learming Center Explore our public network Work smarter with Postman

A a
(2) Support Center

% Bootcamp

~
€]

{£) What is Postman?

Explore 2 Leamn >

Giao dién cua Postman
1/ Tao WorkSpaces
- [1]: Chon Workspaces

- [2]: Chon Workspaces c6 sian
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- [3]: Tao ma&i WorkSpaces

0 HyWorkspaces ~ API Network Reports Exp
1

Q, |Es:—.rc-1 workspaces Create Workspace

Recently visited

I 2 My Workspace I—Z

More workspaces

No workspaces found

- [6]: Dién tén workspaces
- [7]: Tém tit noi dung cua workspaces

- [8]: Chon ché d6 truy cép vao workspaces

Create workspace

e

‘ name workspaces —— )

Summary
Add a brief summary about this workspace.

Tom tat luc dich clia Workspaces |m— 7

Visibility
Determines who can access this wofkspace.
) Personal
Only you can access
Private

Only invited team members can acdess

o Team —— 8
All team members can access

) Public

Everyone can view

Create Workspace Cancel
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- [3]: Tao 1 Collection moi
- [4]: bat tén cho collection (Tai day, ta dat “APIC_EM”)

- [5]: Tao 1 request md&i

Q

A My Workspa(:le/ 3 New Import  [S New Collection +

3 + = aee New Collection I_ 4
Collections E
> New GCollection h e .
Authorization Pre-request Script
o]
(8] 0] -
Share
APls This authorization method will be us
Move

E

Run collection

Environmenis Type
Edit
i
Mock Servers Add request 5
2/ Lay ticket
get_ticket 4+ eeo api-ticket v
1
POST v [ | https://10.215.26.122/api/v]/ticket ..  [——3 Send v
Params  Authorization JHeaders (9) I Body @ ! Pre-request Script ~ Tests @  Settings Cookies
Headers @ 8 hidden 4 6 [
KEY VALUE DESCRIPTION oo BulkEdit Presets v
Content-Type application/json

- [1]: Dat tén cho request.
- [2]: Chon ché d6 POST.
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[3]: Nhap dia chi APIC-EM: Cu phap cua URL
http://[dia chi IP APIC-EM]/api/v1/[REST function]

(Trong trudng hop nay dé 13y ticket nén REST function s& 1a /ticket)
[4]: Chuyén sang tab Headers dé thém HTTP header.

[5]: Ham POST bit budc phai duogc dinh danh key “Content-Type” voi gia tri 1a

“application/json”.

Khi d3 1am hét cac bude trén ta chuyén sang tab Body [6] dé khai bao

username/password ¢ dinh dang json.

get_ticket v oo Vi
POST v https://10.215.26.122/api/v1/ticket 4_E
Params  Authorization  Headers (9) Body ®  Pre-request Script ~ Tests @  Settings 2 Cookies
1
none form-data x-www-form-urlencoded \'nary GraphQL |JSON v Beautify
101 |
2 "username" - : "admin", 3
3 "password” : "vnpro@l49"
4

- [1]: Chon “raw”.

- |2]: Chon dinh dang Json.

- [3]: Khai bdo Username/Password theo dinh dang Json c6 dang nhu trén.
Mot s6 luu ¥ ham Json:

[T3%2)

1. Gitra gia tri Key va Value dugc ngan cach boi “:”.

(132

2. Key phai dit trong “”.
3. Giira cac Key va Value duoc ngin cach boi ddu ,”.
4. Cac cac Key va Value phai nam trong { }.
- Khi khai bao xong Username/Password thi nhan Send [4], Néu status tra vé 1a

“200 OK” thi thanh cong, ticket tra vé & muc [5].
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Body Cookies Headers (7) Test Results @ Status: 200 OK JTime: 97 ms Size: 399 B
Pretty Raw Preview Visualize JSON v =
1 |
2 "response": {
3 "serviceTicket":|"ST-1099-5fDsvxRO04ThWKNZZEVL-cas"”, I_ 5
il "idleTimeout": 18080,

"sessionTimeout": 21608

R

"version": "1.0"

3 oo

Ticket 1a "ST-1099-5fDsvxROO4fbWxNZZEV 1-cas".

- Néu bi 13i sau vao File — Setting — General tit muc SSL certificate

verification.

Could not get any response

Why this might have happened:

s The server couldn't send a response: Ensure that the backend is working properly

| = Self-signed SSL certificates are being blocked: Fix this by tumning off "S5L certificate verification’ in Seftings = Genersl

« Proxy configured incomrectly Ensure that proxy is configured correctly in Seftings = Proxy

+ Request timeout: Change request imeout in Settings > General

3/ Lay danh sach thiét bi
- Sau khi da c6 Ticket, tién hanh tao mot request mai 1a Get list device.

~ APIC_EM Ty eee
get_ticket

GET Get_list_device

- Tién hanh dién thém headers can thiét & tab Headers
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Get_list_device @) save v oee V4
=
GET v || https://10.215.26.122/api/v1/network-device  [fm— 2 S—E
Params  Authorization | Headers (7) Body  Pre-request Script  Tests  Settings Cookies
Headers 6 hidden 3
KEY VALUE DESCRIPTION sec  BulkEdit Presets v

[ X-Auth-Token 5T-1099-5fDsvxRO04fbWxNZZEV1-cas 3_4

- [1]: Chuyén sang ché do GET dé iy vé danh sach thiét bi.
- |2]: Bé lay danh sach thiét bi can dung REST function “/network-device”.
- |3]: Chon tab Headers.
- |4]: Thém Key “X-Auth-Token” véi Value 1a gié tri ticket vira 1y duoc & phia trén.
- [5]: Nhéan Send dé APICE-EM tra vé danh sach thiét bj.
(Két qua tra vé ¢ trang ké tiép)
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- Kétquatra vé:

"response”: [

i

LB

1.

"location": "c36adb65-bcd2-403e-bles-8acd7432cha87",
"type": "Cisco 7206VXR Router",

"family": "Routers",

"serialNumber": "4279256517",

"errorCode": "DEV-UNREACHED",

"role": "BORDER ROUTER",

"lastUpdateTime": 1646839843085,

"macAddress": "ca:8b:17:a8:00:80",
"softwareVersion": "15.2(4)mM11",

"inventoryStatusDetail": "<status><general code=\"DEV_UNREACHED\"/></status>",

“collectionInterval”: "Global Default",
"upTime": "4 days, 7:33:40.12",
"series": "Cisco 7200 Series Routers",
"locationName": "Tangl",

"tagCount": "1",

"hostname": "R.vnpro",

"errorDescription”: "SNMP timeouts are occurring with this device. Either the SNMP credentials are not correctly provided to contr

"lastUpdated": "2022-02-28 ©9:17:23",
: ‘1
"roleSource": "AUTO",

"apManagerInterfaceIp": "",
"bootDateTime": "2020-07-16 01:13:046",
"collectionStatus": "Partial Collection Failure",

"interfaceCount": "1",
“lineCardCount": "3",

"lineCardId": "Z2a382e2d-9847-4177-bbd8-b&f485dceecs, ff592ae3-771b-4910-b9de-4081432a7f67, ebe8528b-64ed-454d-a9e8-8d6e978979a9",

"managementIpAddress”: "10.215.26.200",

"memorySize": "352501580",

"platformId": "CISCO7286VXR",
"reachabilityFailureReason": "SNMP Connectivity Failed",
"reachabilityStatus": "Unreachable",

"snmpContact": "",

"snmpLocation": ""

"tunnelUdpPort": null,

"instanceluid": "ee75670d-9d32-49fd-9705-4fafTadd18aL",
"id": "ee75670d-9d32-49fd-97605-4faf76dd18aL"

"version": "1.0"
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